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Abstract

Symbolic execution is a dynamic software verification and testing
technique that formally reasons about branches in a software under
test using satisfiability modulo theories (SMT). This requires encod-
ing branch conditions as logical formulas in the SMT-LIB format
consumed by SMT solvers. Due to the complex semantics of modern
programming languages, this transformation is conducted based
on an intermediate representation (IR). To obtain this representation,
prior work facilitates off-the-shelf compiler infrastructures (e.g.,
LLVM). Unfortunately, these established compilers are tailored to
emitting program representations for fast execution on physical
hardware, not for fast formal reasoning.

We propose integrating the compiler infrastructure with sym-
bolic execution, thereby obtaining a program representation op-
timized for SMT solving. To explore this idea, we build upon an
existing extensible IR to ease a co-design of the compiler, IR, and
symbolic execution engine. We illustrate the potential of this in-
tegration by contributing conditional representation, a novel com-
piler transformation tailored to symbolic execution that results in
a solver-efficient representation of pure functions with branches.
Specifically, with conditional representation, such functions are
represented as a single SMT expression, decreasing the number
of solver queries while increasing per-query information. In our
performed experiments, we symbolically execute real-world compo-
nents from embedded operating systems and show that conditional
representation reduces solver time by a geometric mean of 80 %.
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Figure 1: Overview of central components involved in source-
based symbolic execution. Also illustrates components sub-
ject to vertical integration through our proposed approach.

1 Introduction

Symbolic execution [4] is an automated software testing and verifi-
cation technique that is applicable to unmodified real-world pro-
grams. Therefore, it is well-suited to formally reason about the
increasing number of third-party software artifacts and libraries
that modern software is built upon [47]. However, a central chal-
lenge to this end is the limited scalability of symbolic execution [9].

Conceptually, symbolic execution formally reasons about branch
points in the software under test using an SMT solver to deter-
mine satisfiability of branch conditions. As SMT solving is NP-
hard, solver time is commonly cited as the central bottleneck for
automated program verification and testing through symbolic ex-
ecution [32, 27, 34]. The time required to solve a logical formula
depends on its encoding in the standardized SMT-LIB [5] input
format consumed by SMT solvers. As shown in Fig. 1, symbolic
execution iteratively generates this SMT-LIB from an IR of the
tested software, thus abstracting from the complex semantics of
modern programming languages [37]. To obtain the IR, prior work
facilitates off-the-shelf compiler infrastructures (e.g., LLVM [24]).

Unfortunately, established compilers optimize the IR for fast exe-
cution on real hardware, not for formal reasoning [46, 7, 18, 15, 50].
This is deeply problematic as execution on hardware and symbolic
reasoning have fundamentally different optimization goals. For
example, Zhang et al. illustrated that many off-the-shelf compiler
optimizations (e.g., arithmetic strength reduction) are detrimental
to solver time [50, Sect. 4.2]. Cadar thus suggested designing com-
piler transformations specifically for symbolic execution [7]. While
prior work has proposed optimizing the SMT representation at
runtime (e.g., via expression rewriting [10, 8, 34], state merging [23,
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2, 41], or result reuse [48, 45, 27]), the design of novel compiler
transformations for efficient SMT encoding remains understudied.
We argue that, instead of using off-the-shelf compilers and opti-
mizations, the compiler infrastructure should be co-designed and
integrated with symbolic execution. Thereby, enabling optimiza-
tions of SMT encoding at compile-time. Prior work on modular IRs,
such as MLIR [25], has illustrated the potential of such domain-
specific compilers outside the symbolic execution domain (e.g.,
for machine learning [1]). In this spirit, we build up the modular
OBE IR [11] from prior work to vertically integrate and co-design
the compiler, IR, and symbolic execution engine. We demonstrate
the potential of this integration through our main contribution on
conditional representation, a novel IR representation for pure func-
tions, which reduces SMT solver time by a geometric mean of 80 %.
To the best of our knowledge, this is the first proposal of a compiler
optimization designed specifically for efficient SMT encoding.

Contributions. We claim the following technical contributions:

(1) We present QUTE, a research vehicle built around the modular
OBE IR that provides a symbolic executor and a framework to
ease the creation of domain-specific program representations.

(2) Our main contribution is conditional representation, a novel
program representation—tailored to symbolic execution—that
achieves a more efficient SMT-LIB encoding for pure functions.

Outlook. In Sect. 2, we contrast the state-of-the-art with our pro-
posed symbolic execution approach. We also present QUTE, which
we use as a research vehicle in Sect. 3 to implement conditional
representation. In Sect. 4, we evaluate conditional representation
by applying it to validate selected components of embedded oper-
ating systems. In Sect. 5, we argue that conditional representation
preserves program semantics. Finally, we discuss related (Sect. 6)
and future work (Sect. 7) and conclude the manuscript in Sect. 8.

2 Vertically Integrated Symbolic Execution

We provide a primer on the established source-based symbolic
execution approach (Sect. 2.1) and then contrast this state-of-the-art
with our approach by presenting the QUTE framework (Sect. 2.2).

2.1 Source-based Symbolic Execution

Fig. 1 shows the components involved in standard source-based
symbolic execution. The figure distinguishes the compiler side (blue)
and the symbolic reasoning (green). The central component of
this architecture is the intermediate representation (IR). Symbolic
execution is a dynamic software analysis technique and therefore
executes the IR to explore the software under test based on defined
symbolic variables. During execution, it iteratively tracks branches
that depend on symbolic variables. Branch-by-branch, it performs a
transformation to SMT-LIB and queries the solver for satisfiability
of the condition and its negation, exploring all reachable branches.

In addition to the condition, all operations performed prior on
involved symbolic variables (e.g., arithmetic operations) need to
be represented in SMT-LIB. Therefore, a symbolic interpreter for
the IR specification, which operates on SMT-LIB values, is required.
Additionally, as symbolic reasoning is only performed for code inter-
acting with symbolic variables, a concrete interpreter is also needed.
As such, symbolic execution time is the composition of symbolic
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and concrete interpretation time. However, due to the involvement
of SMT solving, the former is the common bottleneck [32, 27, 34].

2.2 Co-Design with the Compiler Infrastructure

Prior work reuses existing compiler infrastructures for the com-
piler side of symbolic execution (left-hand side of Fig. 1). There-
fore, the compiler, its emitted IR code, and the IR specification are
off-the-shelf components and not specifically tailored to symbolic
execution. This design choice impacts solver time [46, 7, 18, 15, 50].
We contribute QUTE, a vertically integrated symbolic execution
stack in which the compiler, IR, and symbolic reasoning are tightly
coupled to improve performance by enabling a co-design of these
components (red path in Fig. 1). This idea is inspired by prior work
on modular IRs (e.g., MLIR [25]), which eases extending the IR and
enables the creation of domain-specific compilers. For symbolic
execution, this facilitates the addition of high-level abstractions to
the IR to model features available in source languages and SMT-LIB,
but not in a conventional compiler IR (e.g., algebraic data types [5,
pp- 60 sqq.]). Since the SMT-LIB is generated from the IR (see Fig. 1),
semantic information for features not available in the IR is other-
wise lost in translation. To ease adding custom features to an IR,
the QUTE framework is built around QBE [11], a modular IR from
prior work that is explicitly designed to be easily modifiable [12].
In addition to an extensible IR (like MLIR [25] or QBE [11]),
applying the outlined idea to symbolic execution also requires an
extensible symbolic execution engine. That is, high-level abstractions
added to the IR also need to be supported in the symbolic—and
concrete—interpreter utilized by a symbolic execution engine (see
Fig. 1). For this purpose, QUTE provides a symbolic executor for the
QBE IR that builds upon prior work on modular interpreters [42, 26,
6] to implement IR semantics in a way that abstracts from the spe-
cific value domain. This lets us derive both concrete and symbolic
interpreters from the same abstraction and eases extending the
IR with new operations and data types to improve its mapping to
SMT-LIB. To utilize newly added IR features to represent a software
under test, QUTE further supports the creation of custom compiler
passes. To this end, it reuses common static analysis techniques
from prior work, for example, CFG-based dominator analysis [40] or
control dependence graph generation [17]. Created compiler passes
can be used in conjunction with existing compiler frontends for
QBE. For instance, the cproc [19] C11 compiler, which we facilitate
for our experimental evaluation in Sect. 4. On the symbolic execu-
tion side, QUTE provides a standard implementation of dynamic
symbolic execution [4, Sect. 2.1] with an address concretization [4,
Sect. 3.2] memory model and a depth-first search path selection [4,
Sect. 2.2]. In total, QUTE is written in roughly 8000 SLOC in Haskell.
The implementation of the QUTE framework is built upon estab-
lished ideas from the symbolic execution, static analysis, modular
IR, and interpreters domain. The result is a research vehicle that
enables us to investigate the co-design of compiler and symbolic
execution engine (see Fig. 1). By building upon a modular IR and
modular interpreters, QUTE allows us to co-design the IR speci-
fication, compiler passes, and symbolic executor to improve the
semantic alignment with SMT-LIB. In the following, we present a
novel compiler transformation that, through a co-design methodol-
ogy, improves the SMT solver time by a geometric mean of 80 %.
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char getsymbol(uint8_t code) {
if (code <= BASE64_CAPITAL_UPPER_BOUND) { // C
return (code + 'A’);

3

if (code <= BASE64_SMALL_UPPER_BOUND) { // C,
return (code + ('z' - BASE64_SMALL_UPPER_BOUND));
}

if (code <= BASE64_NUMBER_UPPER_BOUND) { // Cs
return (code + ('9' - BASE64_NUMBER_UPPER_BOUND));
3

return (char)BASE64_NOT_DEFINED;
Figure 2: Excerpt of a Base64 encoding function from RIOT.

3 Conditional Representation

We first expand on the interaction between the compiler, the IR,
and the symbolic execution engine using a motivational example
(Sect. 3.1). We then facilitate co-design through our QUTE frame-
work to optimize the representation of pure functions for symbolic
execution (Sect. 3.2). Finally, we evaluate both symbolic (Sect. 4.1)
and concrete (Sect. 4.2) execution time on a set of benchmarks.

3.1 Motivational Example

Consider the C code in Fig. 2, an excerpt of the getsymbol function
from the Base64 [22] implementation of the RIOT [3] operating
system.! For Base64 encoding, this function transforms a single
input byte to its corresponding Base64 representation [22, Sect. 4].
If the parameter code is a symbolic variable, getsymbol needs to be
transformed to an equivalent SMT-LIB representation. As described
in Sect. 2.1, symbolic executors reason about the software under test
branch-by-branch, and thus generate multiple SMT-LIB queries for
getsymbol. The underlying SMT solver then considers satisfiability
for one branch condition at a time. However, what if we supply the
solver with more information at once: would that enable the SMT
solver to reason about the getsymbol function more efficiently?

In our case, getsymbol is a pure function: its return value de-
pends only on its symbolic code parameter. It does not interact with
global variables, treats all local variables as immutable, and has no
environment interactions (e.g., file system access). Solvers consume
mathematical formulas in the SMT-LIB [5] language; in this lan-
guage we can describe pure mathematical computations. Since it
only performs such computations, the entirety of the getsymbol
function can be represented as a single SMT-LIB expression. Doing
so expands the information provided to the solver per query and—as
we will see in Sect. 4.1—reduces overall solver time by decreasing
the number of emitted SMT solver queries.

To express getsymbol as a single SMT-LIB expression, we need
to capture the three conditional arithmetic operations on the sym-
bolic code input. For this, we can use the if-then-else (ITE) function
provided by SMT-LIB’s Core theory. ITE takes a Boolean condition
and two values, selecting the first value if the condition is true and
the second otherwise [44].

Fig. 3 provides a complete SMT-LIB representation of getsymbol.
The entirety of the C function is captured in a single SMT-LIB ex-
pression by nesting three ITE expressions, where each ITE covers
one if-statement. The representation enables us to formally reason

The complete implementation is available in the RIOT Git repository.
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(define-fun getsymbol ((code (_ BitVec 8))) (_ BitVec 8)
;5 Cy: code <= BASE64_CAPITAL_UPPER_BOUND
(ite (bvule code BASE64_CAPITAL_UPPER_BOUND)
(bvadd code ASCII_A)
;; Cy: code <= BASE64_SMALL_UPPER_BOUND
(ite (bvule code BASE64_SMALL_UPPER_BOUND)
(bvadd
code
(bvsub ASCII_z BASE64_SMALL_UPPER_BOUND))
;; C3: code <= BASE64_NUMBER_UPPER_BOUND
(ite (bvule code BASE64_NUMBER_UPPER_BOUND)
(bvadd
code
(bvsub ASCII_9 BASE64_NUMBER_UPPER_BOUND))
BASE64_NOT_DEFINED))))

Figure 3: Representation of getsymbol in SMT-LIB.

about the semantics of getsymbol using an SMT solver. For exam-
ple, we can ask the solver for an assignment of the code parameter
that causes getsymbol to return BASE64_NOT_DEFINED. Intuitively,
this is an optimal representation as it contains the same semantic
information as the original C code and thus provides the SMT solver
all available information about the function in one query. Hence,
reducing the number of generated queries.

Unfortunately, existing symbolic executors such as the popular
KLEE [8] engine do not emit such expressions. KLEE facilitates
the existing LLVM [24] compiler infrastructure to transform the C
code to LLVM IR using the Clang C compiler and finally generates
SMT-LIB from the IR. LLVM IR offers a select operation that is
akin to the ITE expression from SMT-LIB and mapped accordingly
by KLEE. However, using LLVM’s select operations to represent
all if-statements would imply that all (previously conditional) code
would be eagerly evaluated. Therefore, choosing such a represen-
tation would be detrimental to execution time on real hardware.
Since Clang targets real hardware, it abstains from representing
getsymbol as a chain of LLVM select operations and instead uses
conditional branches to represent the three if-statements. Hence,
KLEE generates SMT-LIB from the LLVM IR branch-by-branch;
emitting more solver queries and providing only a subset of all
available information for the getsymbol function in each query.

In the following, we demonstrate how we can facilitate our QUTE
framework to closely integrate the symbolic execution with the
compiler infrastructure to represent pure functions as a single SMT
expression using SMT-LIB’s ITE expression.

3.2 Optimized Intermediate Representation

The central challenge with respect to the motivational example is
the utilization of branch instructions to represent a pure function.
The symbolic IR interpreter cannot decide ahead of time if a basic
block target of a conditional branch only performs pure arithmetic
operations (i.e., can be represented in SMT-LIB). Therefore, it stops
execution at the branch and determines satisfiability for the condi-
tion of this singular branch in isolation by querying the solver [8,
Sect. 3]. Within the IR, we need to express that both targets of a
conditional branch only perform pure arithmetic operations. If so,
we can transform the involved basic blocks to single-path code
without conditional branches (see Fig. 7), represent them as one
SMT expression, and thus reduce the amount of SMT solver queries.

Prior work on predicated execution [33, 28, 38] in the computer
architecture domain pursues a similar idea; they propose predicated
instructions that are conditionally executed based on the state of
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Figure 4: Conditional representation of the getsymbol func-
tion. Each node in the graph represents a basic block; the
node text only shows the exit point instruction. Concrete
execution forks the execution state at each iteBB, executing
both children unconditionally. The right side represents the
return value of each basic block. The value of the outermost
basic block is the return value of the getsymbol function.

a predicate register. While this enables transformations to single-
path code, predicated execution considers one instruction at a time
(“if predicate is true, then execute the instruction”). This approach
therefore only allows expressing if-then semantics, not if-then-else.

We facilitate our QUTE framework to implement an idea that we
refer to as conditional representation. Similar to predicated execution,
conditional representation results in single-path code where all
basic blocks are unconditionally executed. However, instead of
operating on instruction granularity, we operate on the basic block
level: at the exit point of a basic block—instead of performing a
conditional branch—we select the “result” of one of two basic blocks
based on a Boolean condition. This requires basic blocks to have at
most two outgoing edges, which is always the case in the IR used
by QUTE. Further, it requires execution of involved basic blocks to
not interfere with each other; hence, we restrict the functionality
to pure basic blocks that are free of side effects.

For the implementation of conditional representation in QUTE,
we added a new exit point instruction to our extensible IR. We
refer to this instruction as iteBB, it takes three parameters: one
Boolean condition and two labels of pure basic blocks. Semantically,
it unconditionally executes both basic blocks and yields the result of
the first basic block if the condition is true or the result of the second
otherwise. To obtain “the result of a basic block”, it is executed until
the first exit point that triggers a function return, the return value
is the basic block result. Within a pure function, the outermost
iteBB instruction signifies the return value of that function. Fig. 4
illustrates use of these exit point instructions for the representation
of getsymbol and shows how iteBB iteratively composes nested
ITE expressions for the desired SMT-LIB output (see Fig. 3).

To implement support for iteBB in QUTE, we had to modify
roughly 100 SLOC across 8 files. This also covers the changes re-
quired to both our concrete and symbolic interpretation and serves
to illustrate that our framework enables domain-specific IR en-
hancement with minimal effort.
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3.3 Compiler Optimization

Apart from adding an additional feature to the extensible IR used
by our QUTE framework, we also need to ensure that this feature is
facilitated by the compiler. For example, for the C code from Fig. 2,
we need to ensure that the compiler frontend uses the new iteBB
instruction as illustrated in Fig. 4. For this purpose, we propose a
compiler optimization for conditional representation.

Presently, our proposed optimization operates on function gran-
ularity, it optimizes a given function in the IR if it satisfies the
following criteria:

(1) Purity. The function must be pure: its output must only depend
on input function parameters. Further, it must treat all local
variables as immutable.

(2) Absence of Loops. The function must not contain loops. Other-
wise, due to the aforementioned semantics of our iteBB instruc-
tion, execution would never terminate.

(3) Leaf Function. The function must be a leaf in the control flow
graph (CFG). That is, it cannot call other functions and cannot,
for example, trigger system calls.

Some of these limitations may be lifted in future work. For ex-
ample, we could take loop bounds into consideration to ensure
termination in the presence of loops (see Sect. 7). Our proposed
compiler optimization also requires the IR to only assign variables
once. This ensures that a basic block does not overwrite a vari-
able originating elsewhere, which would constitute a non-pure side
effect. Algorithms for converting an IR program to a static single-
assignment form are well-described in the existing literature [17].

Using our QUTE framework, we created a prototype implementa-
tion of the outlined compiler pass. This prototype does not optimize
functions with store instructions and function calls (criterion 1.
and 3.). Further, it excludes functions with loops through a CFG-
based dominator analysis (criterion 2.) [40]. Functions that satisfy
all outlined criteria only consist of pure basic blocks as defined in
Sect. 3.2. For such functions, our prototype optimizer iterates over
all basic blocks and replaces the conditional branch instructions at
exit points with our newly added iteBB instruction. The described
criteria ensure that the basic blocks do not interfere with each other
and can thus both be executed sequentially (see Sect. 5).

The compiler pass benefits from established optimizations de-
scribed in the existing compiler literature. For example, function
inlining enables the conversion of additional functions to leafs in
the CFG [14, 16]. Similarly, stack elimination techniques—which
get rid of the function call stack—make more functions suitable for
conditional representation by removing store instructions from the
function’s basic blocks [49].

The compiler pass implementation consists of approximately
100 SLOC in Haskell. The implementation is significantly simplified
through the addition of the iteBB exit point instruction to our IR.

4 Evaluation

In the following, we evaluate our conditional representation com-
piler pass on a set of benchmark applications. As explained in
Sect. 2.1, we distinguish concrete and symbolic execution time dur-
ing symbolic program analysis. Therefore, we assess both the impact
on symbolic (i.e., solver) time (Sect. 4.1) and concrete execution
time (Sect. 4.2) using our benchmarks.
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Figure 5: Solver time results for our benchmarks.

The benchmark suite we use consists of real-world code for em-
bedded systems. This includes a JPEG decoder [20] and components
taken from the embedded operating systems Zephyr and RIOT [3].
Further, we include a generic binary-to-octal number conversion
routine from GitHub. We only selected components that contain
functions satisfying our optimization criteria. We consider this a
preliminary evaluation that we aim to expand upon in future work.

As a baseline for our experiments, we use the original version of
QUTE as described in Sect. 2.2 (i.e., without the conditional repre-
sentation optimization). We do not compare against other symbolic
execution engines as part of this preliminary evaluation, since iso-
lating the effect of a single optimization from other implementation
choices is known to be notoriously difficult [37, Sect. 5.1].

The data we present in the following represents an arithmetic
mean over 3 executions. All experiments have been conducted on a
Linux system with an Intel Ultra 9 processor and 94 GiB of memory.

4.1 Symbolic Execution Time

The conditional representation optimization is tailored to reduce
the time spent on solving SMT constraints. Solver time is the cen-
tral bottleneck of symbolic execution and thus a vital optimization
criterion to improve its scalability [32, 27, 34]. To assess the impact
of our optimization on solver time, we perform complete exhaus-
tive exploration of all possible execution states within each of our
benchmark applications. Further, we instructed QUTE’s symbolic
executor to write all SMT constraints to a dedicated SMT-LIB file.

We then process the entire file 3 times using the Bitwuzla [31]
SMT solver and report an arithmetic mean over all 3 solver invoca-
tions. We use Bitwuzla, since—in the 2025 SMT-COMP—it was one
of the fastest solver for the bitvector logic facilitated by QuTE.? The
results are presented in Fig. 5 and Table 1. In the figure, we compare
solver time results for QUTE with- and without our conditional
representation optimization. In total, utilization of our conditional
representation compiler pass reduces solver time by a geomet-
ric mean of 80 %. On the riot-base64 benchmark, utilization of
conditional representation even decreases solver time by 99.97 %.
This benchmark validates the Base64 [22] implementation of the
RIOT [3] operating system from Sect. 3.1. Specifically, it asserts that
base64_decode is the inverse of base64_encode and vice versa.

For more information refer to https://smt-comp.github.io/2025/results/.
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Figure 6: Execution time results for our benchmarks.

Internally, RIOT’s Base64 implementation uses two utility func-
tions (getsymbol and getcode), which are responsible for en- and
decoding a single character. Both of these functions are pure and
thus represented as an ITE chain in SMT-LIB using our compiler
pass (refer to Fig. 3 for the representation of getsymbol). As per Ta-
ble 1, doing so reduces the amounts of queries generated—and thus
solver time—for the inversion property, from 319,530 queries with-
out conditional representation to 16 with it enabled. Similarly, on
the zephyr-hex benchmark, we also observe a speedup of 99.94 %.
In this benchmark we again represent the entirety of two decoding
functions as an ITE chain in SMT-LIB (char2hex and hex2char),?
reducing the amount of generated queries from 427,552 to 271. As
shown in Table 1, conditional representation achieves this reduc-
tion by increasing the per-query complexity, which we approximate
here through the average SMT-LIB expression depth.

However, we also observe a significant speedup for benchmarks
where we do not represent entire encoding/decoding routines in
SMT-LIB. For example, for the zephyr-ipv4 address parser bench-
mark we only optimize four utility functions from the standard
library (isupper, isalpha, isspace, and isdigit). Nonetheless,
representing these small functions using ITE in SMT-LIB results in
a solver time reduction of 55.73 % as they are used frequently in
the codebase. Consequentially, these preliminary results illustrate
the potential of our conditional representation optimization wrt.
boosting solver time for symbolic execution of real-world code.

4.2 Concrete Execution Time

As discussed in Sect. 2.1, overall symbolic execution performance is
influenced by both the symbolic (i.e., solver) and concrete execution
time. The latter is performed when executed code does not interact
with symbolic variables. Therefore, apart from solver time—which
our conditional representation is designed to reduce—we also need
to assess the impact on concrete execution time. To this end, we
modify the benchmark applications to repeatably process a fixed
set of concrete inputs, ensuring execution through QUTE’s concrete
interpreter. We execute the modified benchmarks 3 times using
concrete interpretation with and without conditional representation
and present the arithmetic mean over these executions in Fig. 6.

SRefer to the 1lib/utils/hex.c file in the Zephyr Git Repository.


https://smt-comp.github.io/2025/results/
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Table 1: Amount of generated SMT solver queries and average
nesting depth across all generated SMT-LIB expressions.

Without CondRepr. With CondRepr.
Bench #Queries  Avg.Depth  #Queries  Avg. Depth
bin2oct 2,265 40 78 21
picojpeg 51,041 66 7,177 121
riot-base64 319,530 13 16 27
zephyr-hex 427,552 10 271 28
zephyr-ipvd 61,357 7 29,507 8

Naturally, our conditional representation optimization causes
an increase in execution time since optimized functions are now
single-path code without conditional branches (i.e., more code is un-
conditionally executed). This illustrates why off-the-shelf compiler
infrastructures (e.g., LLVM [24]), which optimize for fast concrete
execution, do not choose this IR representation. In total, conditional
representation increases concrete execution time by a less signif-
icant geometric mean of 16 %. For the zephyr-ipv4 benchmark,
where we only optimized four utility functions, we do not observe a
significant difference. We attribute this to the fact that—since these
functions are very small—only 2-3 instructions are executed more
per invocation with our conditional representation transformation.

5 Preservation of Program Semantics

Symbolic execution is generally a sound software analysis technique
and not subject to false positives [4]. To uphold this property, it is es-
sential to ensure that our conditional representation transformation
preserves the program semantics. Otherwise, the symbolic executor
would reason about a different program, and discovered defects
may not reproduce in the original. This can yield false positives and
void the soundness of the symbolic analysis. In the following, we
thus justify that the transformation is semantics-preserving.

Similar to prior work on predicated execution [33, 28, 38], con-
ditional representation conceptually transforms code with condi-
tional branches to single-path code with unconditional branches.
Consequentially, all instructions in an optimized pure function
are unconditionally executed. Fig. 7 visualizes this transformation:
Without the optimization (Fig. 7a), only basic block b xor c is exe-
cuted on a given path; with conditional representation, both are
executed sequentially (Fig. 7b). This transformation is only legal
if the involved basic blocks do not interfere with each other. For
example, if b modifies a global variable that is later read by c, then
the transformation would not be semantic-preserving. Therefore, as
per Sect. 3.3, the compiler pass only optimizes pure functions that
treat all variables as immutable (purity). Similarly, it only targets
leaf functions to prevent side effects through functions and system
calls. This ensures that the—previously conditionally executed—
basic blocks do not interfere with each other and can be sequentially
executed in arbitrary order while preserving semantics.

A further challenge wrt. single-path code is loop handling [38,
Sect. 3]. If we eliminate conditional branches, loops would never
terminate. Our prototype sidesteps this problem by not optimiz-
ing functions with loops that have not been unrolled. Recursive
functions are also not optimized as they are not leafs in the CFG.

We leave a full formal correctness proof for future work. How-
ever, for all functions optimized in our benchmarks (Sect. 4), we
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(a) CFG before the optimization.

(b) CFG after the optimization.

Figure 7: Conditional representation for if-statements.

have verified that transformed functions preserve semantics us-
ing equivalence checking with exhaustive symbolic execution [8,
Sect. 5.5]. That is, for a conditional function f, which is transformed
via conditional representation to f’, we have added a test harness:
f(x) = f’(x). We then marked all function arguments x as sym-
bolic variables and exhaustively explored the state space using
QUTE’s symbolic executor. For all functions optimized in our bench-
mark suite, this property holds, proving that the transformation is
semantic-preserving on all applications from our benchmark suite.

6 Related Work

We discuss related work studying optimizations for efficient SMT
encoding and the influence of compilers on symbolic execution.

6.1 Optimizing SMT Encoding

Solver time is commonly cited as the central bottleneck of sym-
bolic execution [32, 27, 34]. As solver time is influenced by the
SMT representation passed to the solver, a large body of prior work
concerns itself with optimizing this representation. Prior work on
EXE [10] and KLEE [8, 34] presented several expression rewriting
optimizations, which are performed on SMT-LIB expressions before
the solver is invoked. Similarly, prior work on state merging [23,
2, 41] fuses different paths into a single path by obtaining a dis-
junction of their respective path constraints. This is closely related
to our work, as it is subject to the same trade-off: decreasing the
number of paths increases the per-query complexity. In contrast to
our work, the aforementioned optimizations are applied dynami-
cally during the symbolic exploration. Therefore, for state merging,
whether to merge states is decided based on heuristics at runtime;
these must be fast and cannot require costly analysis [4, Sect. 5.6].
A compile-time approach like ours can take existing compiler in-
formation into account and thus make a more informed decision
faster. For example, in our work, we use the dominator analysis
results available within a compiler context to select optimization
candidates [40]. In this lineage, prior work outside the symbolic exe-
cution domain has already illustrated that compiler analysis results
are beneficial for SMT encoding [30]. Lastly, there is related work
in the bounded model checking (BMC) domain, which generates
SMT-LIB from an IR [29, 21, 13]. For example, SeaHorn includes
a more rudimentary ITE chain optimization that only transforms
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switch statements [21, Sect. 2]. Generally, in contrast to symbolic
execution, BMC does not dynamically execute the tested software
and performs a static transformation to SMT-LIB. As conditional
representation builds the ITE chains dynamically during execution
(see Fig. 4), it can transform more than just switch statements but is
as-is not applicable to BMC. Further, BMC is thus not subject to the
conflicting optimization goals of concrete and symbolic execution
(Sect. 4), which—for solver time optimizations—have not been re-
ported in the existing symbolic execution compiler literature. Thus,
we cannot apply BMC optimizations directly to symbolic execution.

6.2 Influence of Compilers

Prior work has investigated the interaction between compiler, in-
termediate representation, and symbolic execution. Specifically,
Poeplau et al. [37] have studied the influence of different IR genera-
tion approaches on symbolic execution. They focus on the process
by which the IR representation is obtained and compare its gen-
eration from both source and binary code. Among other things,
they observed that binary-based execution leads to “harder SMT
queries” and discuss compiler optimizations as a potential rea-
son [37, Sect. 6.2]. In this spirit, related work has empirically quan-
tified the impact of established compiler optimizations on symbolic
execution. This work is closely related to ours, as it illustrates that
optimizations beneficial for concrete execution slow down symbolic
execution [46, 18, 15, 50]. As a novel insight, we provide prelim-
inary data that also shows the inverse: optimizations beneficial
for symbolic execution can slow down concrete execution. Beyond
established passes, prior work motivated the creation of compiler
transformation tailored to symbolic execution but does not propose
specific transformations [7]. Further, prior work has also proposed
compilation-based symbolic execution [35, 36, 39], which boosts
concrete execution time through native (i.e., compiled) execution
of the tested code. However, to the best of our knowledge, our
conditional representation optimization is the first compiler pass
designed to reduce the vital SMT-solver time of symbolic execution.

7 Future Work

The central challenge wrt. the general idea of integrating symbolic
execution and compiler infrastructures is the conflicting optimiza-
tion goals of concrete and symbolic execution. Where prior work
has shown that optimizations beneficial for concrete execution slow
down symbolic execution [46, 18, 15, 50], we provide preliminary
data indicating that the inverse also holds. Since overall symbolic
execution time is the composition of both, it is vital to overcome
this dilemma. An interesting direction for future work would be
to investigate optimizing the software under test twice: once for
concrete and once for symbolic execution. This, however, creates a
challenge wrt. ensuring execution equivalence.

Further, we see opportunities to improve our prototype imple-
mentation of conditional representation. Specifically, we aim to
make it applicable to more code by analyzing individual basic blocks
instead of entire functions. Congruent with prior work [23, 2, 41],
a challenge to this end is that conditional representation decreases
the number of SMT queries by increasing the per-query complexity.
Utilizing single-path conditional representation for more code may
result in SMT queries that take too long to solve. We aim to assess
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this aspect in future work by expanding our benchmarks. Lastly,
we see potential to develop additional code transformations for
symbolic execution using our QUTE framework [7]. For this, we
aim to identify SMT-LIB language features that are especially bene-
ficial for solver time and then optimize the compiler infrastructure
to retain this information. A promising direction is a more faith-
ful representation of data types in the IR. For example, enabling a
mapping to SMT-LIB’s algebraic datatypes [5, pp. 60 sqq.].

8 Conclusion

Symbolic execution formally reasons about a software under test
by representing its semantics in a unifying IR. As this presupposes
the existence of a compiler that emits a representation in this IR,
existing symbolic execution work builds upon off-the-shelf com-
piler infrastructures (e.g., LLVM [24]). These established compiler
infrastructures are tailored to emitting program representations
optimized for fast execution on physical hardware, not for fast
formal reasoning using an SMT solver. In this paper, we present
the QUTE framework, which enables a vertical integration of the
compiler, intermediate representation, and the symbolic execution
engine. We demonstrate its capabilities through a case study in
which we contribute a novel program transformation that we refer
to as conditional representation. The transformation enables the
representation of pure functions as singular SMT expressions. Our
experiments show that conditional representation reduces SMT
solver time (the central bottleneck of symbolic execution) by a geo-
metric mean of 80 %, while preserving program semantics. However,
it also increases concrete execution time by a less significant mar-
gin of 16 %. For future work, we aim to mitigate the well-known
conflicting optimization goals of concrete and symbolic execution.

Data Availability

QUTE is available as an open-source Haskell library.* All artifacts re-
quired to reproduce the experiments are available via Zenodo [43].
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