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Abstract
Inter-process communication (IPC) is essential to securely ex-

change data between isolated processes, especially in highly-

compartmentalized systems. However, established synchronous

mechanisms are limited in message size and multi-core scalability;

approaches based on shared memory suffer from either high syn-

chronization overheads or time-of-check to time-of-use (TOCTOU)
vulnerabilities.

We propose MMCaps, a new OS abstraction for fast and secure

zero-copy asynchronous IPC. Conceptually, MMCaps are globally-

unique capabilities to sharable buffers. Technically, MMCaps are

provided by granting/revoking access to dedicated memory pages

in the involved address spaces. The MMU implicitly enforces access

checks on MMCap invocations in hardware, so no kernel mediation

is needed.

Our Linux-based prototype shows that MMCaps outperform

Linux pipes by 63 percent for four inflight messages and up to

221 percent for 64 inflight messages of 4 KiB.
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1 Introduction
IPC is an essential operating system (OS) mechanism for securely

transmitting data between otherwise isolated processes. For highly
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Figure 1: The CapSpace/MMCap Concept.

compartmentalized systems (e.g., microkernels or Android), high

message frequencies make IPC performance an essential prop-

erty [23, 10, 17, 41]. In the past, synchronous fast-path IPC [23,

17] was the traditional choice. But synchronous IPC requires kernel

activation and, in many cases, cross-core synchronization, limiting

multi-core scalability [25, 41].

A viable alternative is asynchronous communication over shared-

memory channels [3, 5]. This allows two processes to exchange mes-

sages without involving the kernel. However, because the sender

retains access to the message buffer after transmission, it is easy

to introduce TOCTOU vulnerabilities. These vulnerabilities can be

prevented only by copying the message into the private memory

of the receiver. Unfortunately, message copying has a significant

impact on IPC performance [23, Sec. 5.2.3]. We believe that asyn-

chronous IPC is the most viable approach for modern systems, but

fine-grained access control is needed to enable secure zero-copy

IPC operations.

Fortunately, capabilities [40, 26, 34] already provide a theoreti-

cal framework to express access control. IPC and capabilities are

closely related: While IPC channels punch holes through the pro-

cess isolation, capabilities can control those holes. For example,

in Unix, a process needs a transmit capability, in the form of a

writable file descriptor, to send a message over a pipe. Our idea
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is that messages themselves become specialized memory-mapped
capabilities (MMCaps).

We envision a fast and secure IPC system built on MMCaps,

which we present in this paper (see Fig. 1): Each address space con-

tains a process-private CapSpace at a fixed virtual-memory address

that maps all MMCaps the process has access to. An MMCap is the

right to access a page frame and is owned by exactly one process.

MMCaps can be moved between CapSpaces, but they always re-

main at the same offset, making pointers to MMCaps stable across

processes.

The MMCap design is inspired by single–address-space operating
systems (SASOSs) [27, 18, 6] as we share the logical structure of the
CapSpace. This allows for lock-free synchronization in the kernel,

enables memory-management unit (MMU)-accelerated data access

from the user space, but avoids the risk of TOCTOU vulnerabili-

ties caused by mutable payloads. In contrast to SASOSs, we keep

processes isolated and do not require a new application model.

This work-in-progress paper claims these contributions:

• We describe the MMCap concept that allows for fast creation,

access, and sharing of memory capabilities.

• We apply the MMCap concept to a Linux-based IPC implementa-

tion that protects against TOCTOU vulnerabilities while boost-

ing performance through a zero-copy message exchange that is

asynchronous and non-blocking.

2 Terminology
In this paper, we use the terminology established byMiller et al. [26].

A capability is a distinct object that grants a subject (the holder)
the authority (specific access rights) to interact with a specific

resource. If a subject wants to access a resource, it must invoke the
corresponding capability. This invocation is mediated by a security
monitor, which checks the validity of the capability and enforces

its access rights. Additionally, a subject can delegate a capability
to another subject, thereby transferring the authority. Capability

systems implement different policies for delegation. Some systems

allow unrestricted copying of capabilities [40, 22], while others

restrict duplication through specific rights [34, 35] or even provide

move semantics (e.g., Mach send-once ports [11]).

An MMCap is a specialized capability type that grants read or

write access to a specific physical memory frame (resource). The

invocation of anMMCap is done throughmemory operations (loads,

stores). These invocations are checked by the MMU, which is our

security monitor.

3 Mapped Memory Capabilities
The goal of our work is to provide a fast and secure OS abstraction

for inter-process communication. The central building block of this

abstraction is our MMCap primitive. In Sec. 3.1, we present the core

concepts of this system and afterward apply them to IPC in Sec. 3.2.

The resulting system secures the inter-process communication

payloads against TOCTOU vulnerabilities while boosting perfor-

mance through a zero-copy message exchange that is asynchronous

and non-blocking.

3.1 Core Concepts
The central element of our concept is the CapSpace (see Fig. 1), a

shared virtual address range that is part of every virtual address
space (AS) at a fixed location. It is divided into page-frame-sized

slots, and we enforce three invariants: (1) Each task has its own

private CapSpace with the same number of slots. (2) An MMCap

is always mapped at the same CapSpace offset. (3) At any point in

time, an MMCap is owned by exactly one task, and it is mapped in

only that task’s CapSpace. Together, these invariants ensure unique

ownership of the MMCap at a fixed offset.

Tasks are the subjects of the capability system. Technically, a

page table entry (PTE) in the CapSpace grants a task the authority

to access the mapped physical page and thereby to the protected

resource represented by this MMCap. Since the referenced physical

page is the protected resource, a thread can invoke the authority by

simply accessing the virtual memory (read, write, execute). Hence,

the MMU acts as the security monitor, as it implicitly and transpar-

ently enforces checks on every access without any kernel involve-

ment. The kernel is only activated in the error case of an access

violation. An authority can be delegated by moving the MMCap

from the CapSpace of one task to another. Technically, delegation

is performed atomically by modifying the respective PTEs. This

prevents TOCTOU vulnerabilities. Overall, our capability system

exhibits the following properties:

(1) Zero invocation overhead. By using the MMU hardware as the se-

curity monitor, checking the access at every invocation involves

no extra overhead. In particular, the kernel is not activated.

(2) Stable pointers. MMCaps keep their address across all address

spaces, allowing them to be communicated and dereferenced

across tasks.

(3) Asynchronous delegation. As MMCaps have unique slots, unus-

able by anything else, and are granted/revoked by just changing

a PTE, they can be received without any synchronization with

the receiver.

(4) Explicitly bounded resources. CapSpaces are preallocated by the

kernel; senders cannot exhaust receivers’ resources.

In the following, we leverage these properties to build a fast and

secure OS abstraction for inter-process communication.

3.2 Inter-Process Communication
Based on ourMMCap concept, we build an IPC system that achieves

fast message transfer through remapped memory and – at the same

time – secures payloads against TOCTOU vulnerabilities through

memory capabilities. Fig. 2 illustrates the message exchange in the

resulting IPC system. We decouple (a) the one-sided message trans-

mission (MMCap delegation) from (b) the signaling mechanism.

The left side of Fig. 2 shows how task T0 transmits a message to

T1 via an MMCap CAP0. On the right-hand side, T0 uses a non-

blocking signaling FIFO to inform T1 about CAP0’s delivery.

Initially, T0 allocates the new CAP0 in its CapSpace, and then

writes a message msg to the underlying physical memory (i.e., the

page frame) ( 1 ). Afterward, T0 transmits the message to T1 by

moving the MMCap from its CapSpace to the CapSpace of T1 ( 2 ).

This move is a combined unmap/map operation executed by the
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Figure 2: Utilization of our MMCap system for zero-copy IPC. The left side (a) illustrates asynchronous delegation of CAP0 from
task T0 to task T1. The right side (b) depicts how its availability can be signaled to T1 using a bounded, non-blocking buffer.

kernel, which ensures unique ownership (see Sec. 3.1). The unique-

ness gives T1 the guarantee that CAP0 cannot be modified by a

third party (i.e., T0) when it invokes the received read authority

( 5 ). This eliminates the possibility of TOCTOU vulnerabilities. Ad-

ditionally, authorities are checked by the MMU – not by the kernel

– so no additional context switches are required.

In contrast to prior work [22], the message is transmitted asyn-

chronously for the receiver – there is no rendezvous between T0

and T1 in the kernel that would require expensive cross-core signal-

ing and synchronization of the receiver. While it would be trivial

to build a synchronous mechanism on top, leaving signaling to the

user provides for high flexibility regarding, for instance, batched

message processing, event-based receivers, and different signaling

methods (e.g., polling or batched signals).

In Fig. 2 (right side), we illustrate how this signaling can be

implemented in an asynchronous manner. For this purpose, we use

a dedicated non-blocking first-in-first-out (FIFO) signaling buffer

between T0 and T1. This buffer is mapped in a shared memory

region outside the CapSpace. It provides a fixed number of fixed-

size slots, each slot large enough to store anMMCap reference (i.e., a

pointer to the CapSpace). Writing to and reading from the buffer

succeeds as long as the buffer is not full or empty, respectively,

i.e., as long as the other end keeps up with processing the messages.

In order to notify T1 of a new message, T0 writes the MMCap

reference to the signaling buffer ( 3 in Fig. 2). As MMCap pointers

are stable across all virtual address spaces, T1 reads the reference

from the FIFO ( 4 ) and it can directly dereference it to obtain the

message ( 5 ). Inverting the roles, T1 can reply to the message in

the same way.

Summary. Based on MMCaps, we present a fast and secure IPC

abstraction. The proposed design enables asynchronous, zero-copy

message transfer through remapped memory and avoids TOCTOU

vulnerabilities using MMCap’s unique ownership guarantee.

4 Experiments with Linux
We are interested in the end-to-end performance of our MMCap-

based IPC system and how it compares to existing mechanisms

available in Linux. We chose Linux due to its mature implemen-

tation and the availability of different IPC channels to compare

against. Furthermore, we also quantify the impact of translation
lookaside buffer (TLB) management, since moving an MMCap to

another CapSpace requires a PTE-unmap operation. For our experi-

ments, we built an MMCap prototype system and implemented two

benchmark scenarios, which we describe in the following sections.

4.1 The MMCap Prototype
Our prototype consists of two components: the MMCap kernel

module that provides the memory-capability abstraction and the

user-space signaling mechanism (see Fig. 2).

We built a kernel module for Linux 6.9.5 that provides the

MMCap abstraction to the user space. Within the CapSpace ad-

dress range, which is mapped at a fixed address in every process,

we disable the Linux page-table modification primitives. Instead,

we manipulate the page-table tree with lock-free operations, which

we use to move 4KiB or 2MiB PTEs between CapSpaces. This is

possible as the owner of an MMCap PTE also has implicit owner-

ship of the corresponding slot in all other CapSpaces. For every

move, we trigger Linux’s existing TLB shootdown primitives to

invalidate the old mapping. Our implementation is a modification

of about 300 lines on top Morsels [15].

In the user space, we use a FIFO to signal the transmission of

an MMCap. After the sender has moved an MMCap via the kernel

interface to the receiver’s CapSpace, depending on the scenario, it
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inserts either a 16-byte routing header or an 8-byte pointer referenc-

ing the MMCap into the shared-memory FIFO. We use a lock-free

FIFO implementation with atomic read and write indices, and keep

data copies to a minimum (8 or 16 bytes). Receivers read at least one

word from theMMCap to cause a capability access to the referenced

page frame.

Hardware Setup. We run all experiments on a 64-core AMD

EPYC 9554P (without SMT or boosting) at 3.1 GHz with 12×32GiB

DDR5 4800, with NixOS/nixpkgs 25.11 (@ 2025-12-26) as user space

and for all tooling, including clang 21.1.2. To prevent our results

from being dominated by scheduler overhead, we limit the total

number of threads to a maximum of 64, ensuring each thread runs

on its own core.

4.2 IPC Throughput
As described in Sec. 3, our IPC system is tailored to high throughput

by facilitating a zero-copy message exchange. In this section, we

use end-to-end benchmarks to compare the achieved throughput

with established IPC primitives provided by Linux.

For this purpose, we implemented a centralized message broker

process in user space. The broker is responsible for mediating be-

tween several IPC clients, which cannot communicate directly with

each other. Instead, all clients are connected to the broker through

private IPC channels on which they send and receive messages.

The broker forwards the message to the addressed communication

partner and informs the sender about the delivery.

We use this scenario as it is a common communication pattern

for inter-process communication. Notably, the DBus [30] protocol –

a central building block of the Linux desktop ecosystem –makes use

of such a centralized IPC architecture. In the desktop context, large

messages are often transmitted at a high frequency, which makes

performance of the underlying IPC primitive a vital optimization

goal.

We implement the outlined communication topology on top of

different IPC mechanisms. Specifically, we facilitate our MMCap-

based IPC system (including the FIFO-based signaling outlined in

Sec. 3.2) and compare it against existing Linux IPC mechanisms:

pipes, Unix domain sockets, and POSIX message queues. Apart

from the IPC primitive, the setup is parametrized over a variable

number 𝐶 of clients, the size of the message payload 𝑆 , and the

maximal number of messages 𝐿 each client keeps in flight before

receiving a reply from the broker. The routing requires small (16-

byte) headers to communicate message types, IDs, destinations and

sources. For MMCap-based IPC, we use the IDs as MMCap indices

and include these headers in the signaling FIFO (see Sec. 3.2), leaving

the MMCaps themselves entirely for the payload. With the other

IPC mechanisms, we prepend the header to the message payload.

For our evaluation, the clients continuously send messages to

each other. We measure the throughput in terms of forwarded pack-

ets at the broker. One benchmark run measures eight consecutive

one-second intervals (after two seconds of warm-up); we repeat

each run 10 times and report the mean and the standard devia-

tion of the 80 one-second measurements. The results over different

amounts of clients, payload sizes, and inflight limits are shown in

Fig. 3.

Fig. 3 (a)-(c) show the message throughput of the shared-memory

FIFO, full MMCap IPC, and Unix pipes over a varying amount

of clients. In facet (a), we see that in low concurrency situations

(e.g., for 𝐿 ≡ 1), the FIFO slots are not used to their full capacity;

thus, the FIFO imposes a performance ceiling on the MMCap-based

IPC. However, our system is tailored to highly concurrent situations

(many inflight messages and many communication partners). For

large 𝐿 and𝐶 , we see that the shared-memory FIFO is a well-suited

signaling mechanism for MMCap-based IPC.

Fig. 3 (b) and (c) compare the throughput for 4 KiB page-sized

message payloads. We show this point in the 𝑆-dimension, as it

is the natural granularity where all IPC mechanisms could benefit

from transparent zero-copy techniques. At 𝐿 ≡ 1, the performance

of MMCap-based IPC and pipes is on par as the signaling FIFO

limits the MMCaps.

Our approach outperforms Linux pipes for 𝐿 > 1, becoming up

to 63 percent faster for four inflight messages and up to 221 percent

for 64 inflight messages. This illustrates that, for highly-concurrent

messaging, our asynchronous IPC approach significantly outper-

forms established, synchronous IPC primitives supported by Linux.

For the throughput comparison, we focused on Linux pipes, as

they are the fastest of the existing IPC primitives in our measure-

ments. To further contextualize the results, we show the forwarding

rates of additional IPC mechanisms in Fig. 3 (d). Here, we focus

on the high-throughput case with 𝐿 ≡ 64 and 𝐶 ≡ 64. For small

message sizes, pipes are the fastest IPC mechanism, outperforming

sockets (stream and datagram) as well as POSIX message queues by

a factor of 2.6–3.5 for 𝑆 ≡ 32 bytes. At this small message size, pipes

are 9.1 percent faster than MMCaps. At around 512 bytes, MMCaps

outperform pipes as an IPC primitive. And, as message sizes ap-

proach 4KiB, the lead of pipes over the other IPC mechanisms

disappears.
1

From 4KiB to 2MiB, the transfer rate keeps decreasing, reaching

only 819 transfers per second for pipes at 𝑆 ≡ 2MiB, one-259th

of pipes at 4 KiB. Even though we use page-aligned buffers for all

sends and receives, Linux clearly performs copies for all existing IPC

primitives. In contrast, our approach facilitates a zero-copy message

exchange through remapped memory and thereby – relative to

the page-size, as we also support 2MiB huge pages – achieves a

constant high-throughput forward rate in Fig. 3 (d).

Summary. The results show that our proposed IPC approach

achieves high throughput and outperforms established, synchro-

nous IPC primitives by up to 221 percent for high concurrency

situations (𝐿 ≡ 64 and 𝐶 ≡ 64).

4.3 MMCaps and TLB Management
Our MMCap IPC implementation frequently maps and unmaps

pages in the CapSpaces of different processes. A well-known chal-

lenge with so many virtual memory operations is TLB manage-

ment [29, 2]. The TLB is an explicitly-managed per-core hardware

cache of recently used PTEs that greatly accelerates memory ac-

cesses. When pages are unmapped, the OS has to invalidate TLB

entries on all cores that may have cached the previous PTE. This

1
Note that sockets and POSIX message queues have a system-wide upper limit on the

message size and thus we cannot provide measurements for all message sizes for these

primitives.
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becomes expensive when multiple threads of the same process

run on different cores, as the TLB invalidations then require costly

inter-processor interrupts (IPIs). For us, only the sender process of an
MMCap must invalidate its TLB when the MMCap is moved away.

Due to MMCap’s uniqueness, the receiver process can never have

a valid TLB entry at the MMCap’s slot.

To quantify these TLB invalidation costs, we use a second bench-

mark scenario with 𝑃 processes and 𝑇 threads per process. We

form 𝑇 independent rings, each connecting one thread from every

process in a circular chain. In these rings, we circle 4 KiB MMCaps

as fast as possible. We vary (𝑃,𝑇 ) from (64, 1) to (2, 32), keeping
the total thread count 𝑃 ·𝑇 at or below 64 (= number of CPU cores).

We use a per-thread inflight limit of 64, i.e., each thread can send

up to 64 MMCaps before receiving an MMCap from its predecessor.

The benchmark is therefore not limited by the signaling (upper

bound of 5M average passes per second).

We measured two cases: (1) a noop case, where the threads only

receive and immediately send the MMCaps without accessing them,

and (2) an access case, where the threads increment an integer

stored in the MMCaps before sending them on. Even though only

the latter case actually accesses the MMCap and thus is expected to

load TLB entries, the kernel can not know this and still invalidates

TLB entries on every send even in the noop case. The difference

between the two cases therefore quantifies the cost of accessing

the memory and filling the TLB entries.

In Fig. 4a we report the number of MMCaps passed through the

first process. For one thread per process (𝑇 = 1), our maximum

MMCap passing rate of 8.86 ·105 is similar to that of the router with

the same configuration (𝐶 = 64, 𝐿 = 64). In this single-threaded

case, actually accessing the MMCap reduces the passing rate by

8.9 %.

Generally, if we keep the number of threads per process (𝑇 )

stable, the passing rate per thread decreases only slightly with the

number of processes (𝑃 ). If, however, we increase the number of

threads in the same process, then passing performance decreases

significantly. With 𝑃 = 2, the rate decreases by 64 % if we increase

𝑇 from 1 to 2 and by another 38 % from 2 to 4.

We expect that the origin of this performance degradation is the

required cross-core TLB invalidation, caused by multiple threads

sharing the same AS. To confirm this hypothesis, we record the

number of TLB-invalidation IPIs the system performs while exe-

cuting our benchmark. In Fig. 4b, we show the number of IPIs per

passed MMCap. With 𝑇 = 1, the OS can avoid (almost) all IPIs as

only the current CPU can hold relevant TLB entries. Starting at

𝑇 = 2, we see that the number of IPIs linearly increases with the

number of threads, as every pass needs to invalidate a TLB entry

on each other core that executes a thread of the same process. In

the worst case, with 𝑇 = 32, about 29.8 IPIs are sent per MMCap

pass, meaning that nearly half of the cores need to invalidate a TLB

entry for each MMCap sent.

Summary. Our proposed CapSpace concept, where a received

MMCap automatically becomes visible to all threads of the process,

suffers from a large number of TLB-shootdown IPIs.

5 Future Work
Our MMCap prototype is still in its early stages. In the following,

we outline several possible future directions and improvements.

Remote TLB invalidations. The high cost of TLB shootdowns

in multithreaded scenarios motivates future optimizations. Already,

hardware support for more efficient remote TLB invalidations, such

as AMD’s INVLPGB instruction [32] or Intel’s RAR [19], is on the

horizon, which may alleviate some of the observed overheads. Even

with such hardware support, however, cross-core TLB invalidations
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will likely remain a bottleneck. Also, even better for MMCap would

be a hardware mechanism to re-tag TLB entries with another AS

identifier when moving them between CapSpaces. This would di-

rectly make the TLB entry available in the target, preventing the

following TLB miss.

Thread-local CapSpace. Another way to avoid cross-core TLB

invalidations would be to have thread-local CapSpaces instead of

process-wide ones. This would, however, require explicit intra-

process passing to transfer MMCaps between threads. Additionally,

the TLB itself might be negatively affected: currently, all threads

of a process share the same AS identifier, which is used to tag TLB

entries and cache them across context switches. With thread-local

CapSpaces, threads would need to have different AS identifiers as

well, which may reduce the effective TLB size per thread. There is

also a hardware limit on the number of AS identifiers (4096 on x86),

which might be exhausted more quickly. However, both effects only

seem to be relevant for extremely multithreaded scenarios [8, 1, 33,

13].

Peripheral devices.Aside from TLBmanagement, we also want

to integrate MMCaps with DMA-devices, like SSDs or network

cards. Conceptually, our asynchronous zero-copy mechanism is

entirely compatible with the IOMMU, making devices first-class

MMCap communication partners, with the same security benefits.

Still, we need support for MMCaps in device drivers and IOM-

MU/IOTLB management, which we leave for future work.

Confused-deputy attacks. Another limitation of our current

prototype is that we do not yet mitigate confused-deputy attacks [26].
Because signaling is left to user space, confused-deputy attacks are

possible; that is, an attacker can claim to have been the sender of a

received MMCap. To prevent this, the kernel could store the last

sender of each MMCap, which is unambiguously possible due to

MMCap’s unique ownership model, and provide this information

to the user space, for example, by a shared read-only mapping. Our

current prototype does not yet implement this functionality, which

would make it easily possible to retrieve the actual sender of an

MMCap.

Microkernel integration. Eventually, we want to integrate

MMCaps into a microkernel-based OS, which benefits most from

secure and efficient IPC. For this preliminary work, we chose Linux

as a widely used and mature OS that includes various IPC mecha-

nisms to compare against.

6 Related Work
Due to its importance for microkernels, there is a vast body of

prior work on inter-process communication. In the following, we

outline related work regarding capability operating systems, IPC

performance, and tagged-memory architectures.

6.1 Capability Operating Systems
Capabilities were pioneered by HYDRA [40] and have been regu-

larly featured in research and security-focused OSes [16, 34, 21, 22].

For example, Capsicum [39] provides a POSIX-compatible layer for

FreeBSD, and, with Fuchsia/Zircon [28], Google is actively working

on a capability-based OS. With microkernels, capabilities and IPC

are traditionally close topics: For example, in the L4Re (L4/Fiasco),

every capability is a synchronous IPC gate to the kernel or another

task, and supports “capability invocations” [22, 31]. In contrast,

MMCaps can be passed asynchronously and aim to address the

reported scalability issues [25] of L4Re.

6.2 IPC Performance
Given the importance of IPC performance, a large body of related

work concerns itself with developing optimizations. As software-

only approaches [4, 23, 12] are inherently limited by required con-

text switches, prior work also investigates the utilization of hard-

ware features [38, 24, 41, 9]. Unfortunately, the majority of prior

approaches require custom or emerging hardware features with

limited availability [38, 41, 9]. SkyBridge [24] uses virtualization

features of commodity hardware but – contrary to MMCap– retains

a synchronous IPC model.

6.3 Tagged-Memory Architectures
In recent years, there has generally been an increased interest in

hardware-enforced capabilities that build upon tagged-memory

architectures [20]. These works include CHERI [7], Capstone [42],

and CODOM [37]. CODOM was also used to build an IPC sys-

tem [38]. However, tagged-memory architectures are not yet avail-

able as commodity hardware and require custom CPU instructions,

thus hindering widespread adoption. Further, a CHERI capability

(the most prominent approach) protects a virtual-address range

(resource), which provokes an aliasing problem when capabilities

are shared between address spaces. In contrast, MMCaps protect a

physical frame, whose address we keep stable across address spaces.

7 Conclusion
In this work-in-progress paper, we present MMCaps: a capability

system tailored to fast and secure IPC. The proposed design achieves

fast message transfer by facilitating asynchronous, zero-copy com-

munication through remapped memory. The communication is

secured against TOCTOU vulnerabilities on payloads because each

MMCap can only be mapped in one process’ CapSpaces at a time

(unique ownership). Experiments conducted with a Linux-based

prototype implementation illustrate that our proposed approach

outperforms established IPC primitives – in terms of forwarded

messages – by up to 221 percent. We further evaluated the impact

of cross-core TLB invalidations, induced by the unique ownership

property. For future work, we aim to mitigate the impact of TLB

shootdowns by experimenting with thread-local CapSpaces [36].

Considering the promising throughput performance results, we also

plan to integrate our MMCap implementation with a microkernel,

where IPC performance is paramount. We publish a pre-compiled

artifact of our evaluation along with its user-space code with this

paper [14]. The release of the kernel code is awaiting related pub-

lications, once published the code will be made available and the

artifact will be updated accordingly.
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