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Abstract

We consider a model for monitoring the connectivity of a
network subject to node or edge failures. In particular, we are
concerned with detecting�����	��
 -failures: events in which an
adversary deletes up to� network elements (nodes or edges),
after which there are two sets of nodes� and 
 , each at least
an � fraction of the network, that are disconnected from one
another. We say that a set� of nodes is an�����	��
 -detection
set if, for any ��������
 -failure of the network, some two nodes
in � are no longer able to communicate; in this way,�
“witnesses” any such failure. Recent results show that for
any graph� , there is an��������
 -detection set of size bounded
by a polynomial in� and � , independent of the size of� .

In this paper, we expose some relationships between
bounds on detection sets and the edge-connectivity� and
node-connectivity� of the underlying graph. Specifically,
we show that detection set bounds can be made considerably
stronger when parameterized by these connectivity values.
We show that for an adversary that can delete��� edges, there
is always a detection set of size����� �������� �!
 which can be
found by random sampling. Moreover, an�������"
 -detection
set of minimum size (which is at most � ) can be computed
in polynomial time. A crucial point is that these bounds are
independent not just of the size of� but also of the value of� .

Extending these bounds to node failures is much more
challenging. The most technically difficult result of this
paper is that a random sample of���# � �����$ � 
 nodes is a
detection set for adversaries that can delete a number of
nodes up to� , the node-connectivity.

For the case of edge-failures we use VC-dimension
techniques and the cactus representation of all minimum
edge-cuts of a graph; for node failures, we develop a novel
approach for working with the much more complex set of all
minimum node-cuts of a graph.
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1 Introduction

Monitoring network connectivity. As links or nodes
fail in a network, it is important to maintain information
about basic properties such as connectivity. For large,
unstructured networks, this is often done by recourse to
sampling and other approximate measurements; performing
such measurements in a robust and accurate way is an active
research topic (e.g. [4, 5, 17, 19, 18]). A general problem
here is to minimize the cost of network monitoring and
measurement, in terms of communication, computation, and
resource usage.

Here we consider a recently proposed model for moni-
toring network connectivity [14]. We are given a connected
node graph� on & nodes, and we want to detect “fail-
ure events” in which at most� network elements (nodes or
edges) are deleted, after which there are two sets of nodes� and 
 , each of size'(��& , such that no node in� has a
path to any node in
 . We will call such a pair of setssep-
arated, and we will call such an event an�����	��
 -failure. (To
reflect the fact that the� node or edge failures can be arbi-
trary, we will sometimes speak of them as being selected by
an adversary.)

To detect such failures, we consider the strategy of
placing “detectors” at a subset� of the nodes of� . Now,
if we find that two detectors are unable to communicate —
either because there is no path between them, or because one
has been deleted — we can record a fault in the network.
We would like our set� to have the property thatwhenever
an ��������
 -failure occurs, some two detectors are unable to
communicate; we will refer to such a set� as an ��������
 -
detection set. Note the nature of this condition:� must
detect all possible��������
 -failures, so we imagine� as being
chosenbefore the adversary selects a set of� network
elements to delete. The emphasis in [14] was on finding
a bound on the number of nodes that must be randomly
selected from a graph� in order to obtain an�����	��
 -detection
set with high probability. Improvements to these bounds
were obtained by [7].

In this paper, we adopt a somewhat different approach to
this issue, by exposing some interesting and non-trivial con-
nections between the size of the smallest detection set for a
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graph � andthe valuesof its edge-andnode-connectivity.
(Theedge-connectivity of � , denoted�)���*
 , is the smallest
numberof edgesthatmustbedeletedin orderto disconnect� . Thenode-connectivity of � , denoted�)���*
 , is the anal-
ogousquantity for nodedeletions.) We show that stronger
boundson detectionsetsizecanbeobtainedif we parame-
terizetheseboundsby theconnectivity values� and � ; and
for somecases,we usethis relationshipwith connectivity to
providethefirst per-instanceguaranteesfor detectionsets.

Becauseour resultsaredifferentdependingon whether
the adversaryis deletingedgesor nodes,we considerthese
two casesseparately.

Detection sets for edge failures. We begin with adver-
sariesthatcandeleteup to � edges;assuch,wewill becon-
cernedwith ��������
 -edge-failures, which are ��������
 -failuresin
which only edgesaredeleted.It is known thata randomset
of ����� � �����$ � 
 nodesis an ��������
 -detectionsetfor edgefail-
ureswith highprobability[14], andthateverygraphcontains
an ��������
 -detectionsetfor edgefailuresof size ����� � 
 [7]; note
thatbothboundsareindependentof thesizeof thegraph � .
It is not difficult to show thatboth boundsaretight, andso
thereis noprospectof obtaininganimprovementthatapplies
to all graphs.However, it makessenseto askwhetherbet-
ter boundsarepossiblein termsof naturalparametersof the
graph � .

An obvious parameterto considerhere is the edge-
connectivity � ; indeed,therecanbeno ��������
 -edge-failuresin� if �,+-� . Ourfirstmainresultestablishesthat � is indeeda
naturalwayto parameterizetheproblem;weshow thatevery
graph� hasan �����	�.
 -detectionsetfor edgefailuresof sizeat
most  � . Notethatthereis no leadingconstantin this bound,
andthat it is independentnot just of the sizeof � but also
of the value of � . Extendingthis result, we show further
thatan �����	�.
 -detectionsetfor edgefailuresof minimumsize
for a graph � can be computedin polynomial time. The
algorithmsusedto establishtheseresultsare basedon the
cactusrepresentationof all minimumedge-cutsof � [6, 8].

Given that strongboundsarepossiblefor detectingan
adversarythatcandeleteoneminimumcut’sworthof edges,
it is natural to ask what can be said about an adversary
capableof deleting a numberof edgesequal to � times
the sizeof a minimum cut. We show that a randomsetof����� � �����$ � 
 nodesis a �/���0���1
 -detectionsetfor edgefailures
with high probability. This is essentiallya factorof � times
strongerthantheboundsof [7, 14], which do not take edge
connectivity into account.Ourproofof thisresultusesaVC-
dimensionargumentin the style of [14]; the boundon the
VC-dimensionis obtainedusinga resultof Mader [16, 9].
thatextendsresultsof Lovász[15] andof Cherkasskij[3] on
edge-disjointpathsin graphs.

Detection sets for node failures. We now consider
adversariesthat candeleteup to � nodes.By analogywith
ourresultsfor edgefailures,weconsiderthesizeof detection

setsin termsof the node-connectivity � . Our main result
hereis thatevery graph � (with �324�����	56&)
 ) hasan �������"
 -
detectionset for node failuresof size ���# � 
 ; moreover, a
randomsetof ���  �7�����  �!
 nodesformsan �������"
 -detectionset
for nodefailureswith highprobability. Again,notethatthese
boundsare independentnot just of the size of � but also
of the valueof � . Extendingour resultsto adversariesthat
delete��� nodesfor �98;: isaveryinterestingandapparently
difficult openquestion.

We note the distinction, raisedby Gupta[7], between
strong andweakdetectionsetsfor nodefailures. A strong
detection set � has the property that, after any ��������
 -
node-failure, two nodesof � lie in different connected
components. A weak detectionset �9< has the property
that, after any ��������
 -node-failure, two nodesof � lie in
different connectedcomponentsor an elementof � has
beendeleted. Either of thesedefinitionsarguably forms a
plausibledefinitionof network failuredetection.Improving
a boundof [14], Fakcharoenpholshowed that a randomset
of ��� � � �����=�=�>�?�  � 
 nodesis a strong �����	��
 -detectionsetfor
nodefailures[7], andGuptashowed thatevery graphhasa
weak �����	��
 -detectionsetfor nodefailuresof size ��� � ��
 . As
we notein Section4, weakdetectionappearsto be a more
useful notion when the problemis parameterizedby node
connectivity; in particular, our main result is aboutweak
detectionsets.Henceforth,we will assumethatall detection
setsfor nodefailuresareweakunlessotherwisespecified.

Ouranalysisfor nodefailuresis significantlymorecom-
plicatedthanfor edgefailures,andthis is not surprising;not
only is no analogueof the cactusrepresentationknown for
min-node-cuts,but thisappearstobeintrinsicdueto the @BA -
completenessof evencountingthenumberof min-node-cuts
[2]. Indeed,given the lack of tractablerepresentationsfor
min-node-cuts,we believe that our analysisdevelopssome
usefulpropertiesof their structure.We begin by construct-
ing a detectionsetof minimumsizefor adversariesthatcan
deleteshredders [2, 13] — min-node-cutswhosedeletion
producesat leastthreecomponents.Theconstructionof the
detectionsetthenproceedsby greedilyisolatinga maximal
collectionof relatively balancedmin-node-cutsthatproduce
just two components,andwhose“small sides”aredisjoint;
the small sideof eachsuchcut is requiredto have at least��C
 ED nodes. We thenshow that by placing detectorsso that
onelies on the small sideof eachof thesecuts,thereis no
wayfor amin-node-cutproducingtwo componentsof sizeat
least ��& eachto avoid beingdetected.

Further Discussion. A simple calculation basedon
Karger’s algorithmgivesan upperboundof ��� � � �>�?�F&)
 on
a randomsampleof nodesthat forms an �����	���"
 -detection
setfor edgefailures.1 However, our goal in this paperis to

1Note that no such simple bound is available for the caseof node-
failures,which is yet anotherevidenceof its difficulty.
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find boundsthatdonot dependon thesizeof thegraph.
Following [14], we canextendour resultsto a modelin

which the nodesof the network � arepartitionedinto two
sets— a set G D of endnodesanda set G  of internal nodes.
Weassumethatweareonly allowedto placedetectorsatend
nodes,andcorrespondinglyareonly interestedin monitoring
theconnectivity of theendnodes.Specifically, we re-define��������
 -failures as failures of HI� network elements,after
which two disjoint subsetsof G D , eachof size 'J�#K G D K , are
separatedfrom eachother. We can show that the bounds
obtained above carry over to this more general setting;
we omit further discussionof the generalizationfrom this
versionof thepaper.

Our work is similar in spirit to someof the work on
vertex connectivity andaugmentationthereof,e.g.[12, 2, 13,
11]. Theactualtechnicalissuesarequitedifferent,however,
sincewe are only interestedin balancedcuts. In general
one could view our work hereas integrating notionsfrom
edge-andnode-connectivity with the problemof balanced
separatorsof graphs— two topics that have traditionally
beenapproachedseparatelydueto their greatdifferencesin
tractability.

Notation. In this paperall graphsare assumedundi-
rected;our standardnotationfor a graphis �L2M�/GF��NO
 . An
edge(node)-cutis a set P of edges(nodes)suchthat �RQSP
is disconnected.

A min-edge(node)-cutis anedge(node)-cutof minimum
size.This sizeis alsoknown asedge(node)-connectivityand
denotedby � and � respectively. We will write min-cut
when it is clearwhetherwe are talking aboutedge-cutsor
node-cuts.A setof nodesis tight if it is a union of some
(but not all) componentsof a min-cut. A cut P is called � -
balancedif therearetwo setsof verticesof size '(��& that
aredisconnectedfrom oneanotherin �-QTP . An � -balanced
cutof H-� edges(nodes)is calledan ��������
 -cut.

If sets P , U have a non-emptyintersection,we say P
meets U . To help clarify the notation in places,we will
sometimeswrite PWVXU to denotetheunionof disjoint setsP and U , and PWYZU to denotethedifferenceof setsP andU for which UM[\P .

2 Detection sets for edge failures

In this sectionall cutsareedge-cuts,andall detectionsets
arefor edgefailures. Let � be a setof nodes,representing
thelocationsof ourdetectors.� detectsacut P if somepair
of detectorsis separatedin �RQ]P . � is an �����	��
 -detection
setif it detectsevery ��������
 -edge-cut.

Therearetwo subsections.In thefirst onewe construct
a smallest�����	�.
 -detectionsetandprove it hassize H  � . In
thesecondonewe prove thata setof ��� �^ � �����  � 
 randomly
samplednodesis an ��������
 -detectionsetwith high probabil-
ity.

2.1 Detection sets for min-edge-cuts
Cactus representation. To make thepresentationself-

contained, we describesome basic propertiesof cactus
graphsandthe cactusrepresentationof minimum cuts; see
[6, 8] for more details. In this exposition, edgeswill be
viewed ascyclesof lengthtwo; cyclesof length3 or more
arecalledproper. A cactusis a connectedgraphsuchthat
any two of its cycleshave at mostonevertex in common.
An arbitrarycactuscanbeobtainedstartingfrom acycleand
recursively addingnew cyclesthatshareasinglevertex with
theexisting graph.In a cactus,someedgesarecontainedin
a propercycle (cycleedges), andsomearen’t (path edges).
Supposewegiveeachcycleedgecapacity1/2,andeachpath
edgecapacity1. Thenonecanshow that the min-cutsof a
cactushavecapacity1: eachpathedgeis amin-cut;any pair
of cycle edgesfrom the samecycle is a min-cut; andthere
areno othermin-cuts.

In a cactus,nodesof degreeonewill be called leaves,
nodesof degreetwo that are containedin a cycle will be
calledcyclenodes, andall othernodeswill becalledbranch
nodes. Considera branchnode _ of a cactus̀ . It connects
twoor morecycles.Onecanshow thattheremovalof _ splits` into two or moreconnectedcomponents( _ -components).
Each _ -componentP is tight: for somecycle a containing_ , it is obtainedby removing the edge(s)of a that are
adjacentto _ .
FACT 2.1. Supposeb is a tight setin cactus̀ , _ is a branch
node. Then:

(a) if _dceb then b containsat leastone _ -component.
(b) if _gfceb then b is containedin a _ -component.
(c) for any _ -componentP of ` , either P hib , orbjh\P , or Pkh\GlYmb , or G;YmbXhnP .

The proofs are not difficult; they are omitted due to
spacelimitations.

Let � be a weightedgraphon & vertices. A cactus-
pair of � is a pair �o`]�qp)
 where ` is a cactus,and p is a
mappingfrom G,���*
 to G9��`r
 suchthat if s is a tight set
in ` then p�t  ��s4
 is a tight set in � . For eachtight sets of ` saythat ��`]�up)
 representsthemin-cut a of � such
that p�t  ��s4
 is a a -component. A cactusrepresentation
of � is a cactus-pairof � that representsall min-cutsof� . Dinits et al. [6] provedthatevery capacitatedgraphhas
a cactusrepresentationof size ���o&)
 . Furtherresultsshow
that a cactusrepresentationof size ���o&)
 canbe efficiently
constructed.Seetheintroductionof [8] for discussion.

Balanced cactus representation. Herewe areonly in-
terestedin � -balancedmin-cuts,andso thecactusrepresen-
tation is too generalfor our purposes.This motivatesthe
following definitions.

Let an � -cactus-pair be a cactus-pairthat represents
all � -balancedmin-cuts. Let an � -cactusbe the cactusin
such cactus-pair(if the mapping is clear). A subset b
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of verticesof a cactusis heavy if K p t  ��bv
6K,'w��& . Call
a cactus-pairreducedif every _ -componentis heavy. A
reduced � -cactus-paircan be efficiently computedfrom a
standardcactusrepresentationby consecutively applyingthe
following reduction.

LEMMA 2.1. Supposè is an � -cactus,_ is a branch node,P is a _ -componentthat is not heavy. Let `x< be ` with P
contractedinto _ . Theǹx< is alsoan � -cactus.
Proof: For each� -balancedmin-cut a of � thereis a min-
cut ay< of ` that representsit. By Fact 2.1c there is a
componentb of ay< suchthat Pzhkb or b{h{P . Sinceb is heavy and P isn’t, it mustbethecasethat P is aproper
subsetof b . Then _|cMb , so ay< is a min-cut in `x< , too.
Thereforèx< representsa . }

Characterizing detection sets for min-cuts. Let � be
a capacitatedgraph. Let �o`x�up)
 be a reduced� -cactus-pair
of � . We will characterize�������"
 -detectionsetsof minimum
sizein termsof ` .

Let a subcyclebe a setof consecutive cycle nodesof a
(proper)cycle in ` . Considerthenon-degeneratecasewhen
thereis at leastonebranchnode. Thenthe weight K p�t  ��~�
6K
of eachleaf andeachsubcycle is at most �u:*Y��1
E& . Let a
canonicalsubcactusbeasetof nodesof ` thatcontainseach
leaf, hasan elementin every heavy subcycle, andcontains
no branchnodes.Let �whJG9���*
 be a setof detectors(not
necessarilyan �������"
 -detectionset).Say � is ` -canonicalifpF���,
 is a canonicalsubcactus,andat mostonedetectoris
mappedto eachnodeof ` . Thefollowing two lemmasshow
thatany smallest�������"
 -detectionsetis in facta smallest̀ -
canonicalset.

Call b;hlG heavyif K b]K�'l��& , andbalancedif both b
and G;Q]b areheavy. Call b�<�hlG��o`r
 balancedif p�t  ��bF<�

is balanced.For eachbalancedtight set b of � let p < ��bF
 be
a(balanced)tight set b�< of ` suchthat bm2�p�t  �/b�<�
 .
LEMMA 2.2. Any smallest �������"
 -detection set is ` -
canonical.
Proof: Let � be a smallest �������"
 -detection set. Call
elementsof � detectors. We needto prove that (1) at most
one detectoris mappedto eachnodeof ` , (2) there is a
detectormappedto eachleaf andeachheavy subcycle of ` ,
(3) andnodetectorsaremappedto branchnodesof ` . We’ll
provethesethreestatementsin order.

(1) Supposetwo detectors�  , � 5 map to a node _ of` . To obtain a contradictionit suffices to show an �������"
 -
detectionsetsmallerthan � . We claim that ��Yn�  is also
an �������"
 -detectionset.Supposenot. Thenthereis abalanced
tight set b of � that contains�WYX�  . Obviously �  fc-b .
Let b�<02�p0<���bF
 . Since � 5 cZb , _,2�pF��� 5 
xcgb�< , so �  cgb ,
too,a contradiction.

(2) Thereis adetectormappedto eachheavy tight setof` , in particular, to eachleafandeachheavy subcycle.

Figure 1: An � -cactuswith detectors. Branch nodesare
denotedby ’ � ’, detectorsby ’*’. In the centralcycle, there
arethreesubcyclesbetweenthebranchnodes.Thesmallest
of themis not heavy, hencedoesnot containa detector. The
other two are big enoughso that they needtwo detectors
each. Each of the three smaller cycles is heavy (even
without its branchnode),sinceotherwiseit wouldhavebeen
contracted.

(3) Supposea detector� is mappedto a branchnode _
of ` . By analogywith (1), we claim that ��Y\� is alsoan�������"
 -detectionset.For supposenot. Then ��Y�� is disjoint
with somebalancedtight set b . Let b�<T2Jp0</�/bF
 . Since �
is an �������"
 -detection set, ��cJb , so _�cJb < . Therefore
by Fact2.1a b�< containssome_ -componentb�< < . Since ` is
reduced,bF< < is heavy, sothereis a detectormappedto it. Sob containsadetectorotherthan � , a contradiction.

In view of (1-3),we seethat � is ` -canonical. }
LEMMA 2.3. Any ` -canonicalsetis an �����	�.
 -detectionset.
Proof: Suppose�Wh-G and pF���,
 meetseachleafandeach
heavy subcycleof ` . Weneedto provethat pF���,
 meetseach
heavy tight setof ` . To show this we claim thatany heavy
tight set b of ` containsa leafor a heavy subcycle.

We’ll use induction on the size of b . The basecase
correspondsto an b that consistsof onevertex, say _ . By
Fact2.1a _ cannotbea branchnode.Soeither _ is a leaf or
it is aheavy subcycleconsistingof a singlecyclenode.

For the inductionstep,notethat if b containsa branch
node _ then by Fact 2.1a b contains some (heavy) _ -
component,to which the induction hypothesisapplies. Ifb doesnot containa branchnodethenit lies within a single
cycle,so b is a (heavy) subcycle. Theclaim follows. }
THEOREM 2.1. A smallest �������"
 -detectionset is of sizeat
most  � . There is a polynomial-timealgorithm to construct
it.
Proof: Let �o`x�up)
 be a reduced � -cactus-pairof � . We
have seenthatsmallest�������"
 -detectionsetsare(mappedto)
smallestcanonicalsubcactiof ` . Thereforeit suffices to
computea smallestcanonicalsubcactusof ` .

Let b be a subsetof a propercycle a in ` . Call b
a a -detectionset if b doesnot containany branchnodes,
and every heavy subcycle of a containsan elementof b .
By definition, if thereareno heavy subcyclesin a thenan
emptysetis a a -detectionset. Obviously, a subsetof ` is
a canonicalsubcactusif f it is a union of leaves of ` and
(disjoint) a -detectionsets,onefor eachpropercycle of ` .
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Thereforeto computea smallestcanonicalsubcactusof `
it suffices to constructa smallest a -detectionset for each
propercycle a of ` .

Theconstructionis asfollows. Assuming̀ consistsof
morethanonecycle, a containsoneor morebranchnodes.
Assuminga containscycle nodes,pick any branchnode _��
followed by a cycle node _ . Start with _ . In the iterative
step,startwith acyclenodeandmoveclockwisealong a till
aheavy subcycleis detected(call thissubcycleselected) or a
branchnodeis reached.Starta new stepwith thenext cycle
node. Stopwhen _ � is reached.Let b be the setof the last
nodes(clockwise)of selectedsubcycles.

Obviously b is a a -detectionset. b is a smallestsuch
setby thefollowingobservation.Let b�< bea a -detectionset.
Let _9c�a beabranchnodeor anelementof bF< . Let _�< bethe
next nodeclockwise.Let ay< bethesmallestheavy subcycle
startingwith _ < , if it exists. Let � be the last nodeof a < .
Then ay< containsat leastoneelementof b . Theobservation
is that b�<7Y�ay<0V�� is a a -detectionsetwith the sameor
smallernumberof elements. Consecutively applying this
observation, we can transform b�< to b without increasing
thenumberof detectors.

Our constructionputsonedetectorinto eachleaf of `
andeachselectedsubcycle. Sinceleavesof ` areheavy and
selectedsubcyclesareheavy anddisjoint, our construction
coversat least ��& weightwith eachdetector. Sincethetotal
weightof (nodesof) ` is & , thetotal numberof detectorsis
at most  � . }
2.2 Smaller detection sets for edge failures A set b of
nodesis � -edge-separableif thereexistsaset � of H\� edges
suchthat b is aunionof componentsof �\QT� . Let � bethe
family of all � -edge-separablesets. We saythat ��[JG is
shatteredby � if for all 
�[�� thereexistsan �Mc�� such
that 
�2��d�y� . TheVC-dimensionof � is definedto bethe
maximumcardinalityof asubsetof G thatis shatteredby � .

In [14], it was shown that one can connectthe VC-
dimension � of � with ��������
 -detectionsetsvia the notion
of an � -net, which is a set that meetseach ��cl� of size'���& . Specifically, a theoremby [1] says that a set of����� ���>�?�$ �OV� �)������ � 
 randomlysamplednodesis an � -net
for � with probabilityat least :TY�� .2 Moreover, it is easyto
show [14] thatan � -netfor � is an �����	��
 -detectionset.

In [14], it wasshown that theVC-dimensionof � is at
most ���OV;: , yielding a boundof ����� ���>�?�$ �!
 on thesizeof
an ��������
 -detectionset.In thissection,westrengthentheVC-
dimensionboundon � to ��� �^ 
 . As a consequence,we will
obtainthefollowing theorem.

THEOREM 2.2. A set of ��� �^ � �����  � 
 randomly sampled
nodesis an ��������
 -detectionsetwith highprobability.

2[14, 7] useda slightly weaker theorem,with a correspondingboundof�= q¡ ¢¤£�¥1¦T¡ ¢F§\¨¢¤£�¥1¦x¨©�ª .

Wenow turn to thenew boundon theVC-dimension;to
prove it, we will usethe following theoremby Mader[16]
on edge-disjointpathsbetweenelementsof a given set of
vertices. Let « be a subsetof G of size ¬ . Let �"��«­
 be
the numberof edgesleaving « . Let ®¯��«­
 be the number
of componentsa of �|Y\« for which �.�/a­
 is odd. Let an« -pathbea pathconnectingdistinctelementsof « .

THEOREM 2.3. [16] Themaximalnumberof edge-disjoint« -pathsis  5F°�±�² ��³´�.�/G�µE
9YM®¯�/¶�G�µ�
u
 , where theminimum
is taken over all collectionsof disjoint subsetsof verticesG  �	G 5 �6·�·6·��	G�¸ such that K G�µ.�d«�K�2|: .
COROLLARY 2.1. Thereare ¹y��¬º�.
 edge-disjoint « -paths.
Proof: Considera collectionof disjoint subsetsof verticesG  �	G 5 �6·�·6·��	G�¸ suchthat K G.µ)�»«�K�2¼: . Let ��2 ³ �.�/G�µ�
 ,®½2¾®¯��¶�G.µ�
 . By theabove theoremit sufficesto prove that�*Y»®­2�¹y��¬º�.
 .

Notethat �9'¿¬º� since �"��G.µE
S'�� . Let a  ·6·6·	aSÀ bethe
componentsa of �;Ym¶�G�µ suchthat �"��a­
 is odd.All edges
exiting each a=µ areto ¶�G�µ . So ��'L�"��¶�G.µE
B'M³´�"��a=µE
B'®º� . If ¬B'¿® then �*Y�®B'X¬º�,Y»®$'\¬Á�/�9Y\:�
 . If ¬�+¿® then�*Y»®B'\®º�9Y»®B'\¬Á�/�9Y\:�
 . Therefore�*Y�®y2�¹y�o¬º�.
 . }

Thefollowing is awell-known applicationof theproba-
bilistic method.

LEMMA 2.4. Let ��«$�q�*
 bea multi-graphon « . Thenthere
existsa partition of « into sets«  �q« 5 such that thereareat
least  5 K �9K edgesbetween«  and « 5 .
LEMMA 2.5. TheVC-dimensionof � is ��� �^ 
 .
Proof: Let « bea subsetof G of size ¬ . By Cor. 2.1 there
existsafamily Â of ¹y��¬!�"
 edge-disjoint« -paths.Let ��«$�q�*

beamulti-graphon « suchthatthereis a1-1correspondence
betweenÃ._ -pathsin Â andedgesÃ._�cX� . By Lemma2.4
thereexistsapartitionof « into sets«  ��« 5 suchthat(in the
original graph)thereare ¹y��¬!�"
 edge-disjointpathsbetween«  and « 5 . We can choose¬L2ÅÄ$� �^ 
 so that there is
guaranteedto bea family ÂO< of (at least) �xVX: edge-disjoint
pathsbetween«  and « 5 .

Weclaimthat « cannotbeshatteredby � . Supposenot.
Thenthereexists PÅc�� suchthat P��»«�2W«  . P is a
unionof componentsof somecut � of � or lessedges.� is
disjoint with (at least)onepathÆ3ceÂO< . Theendsof Æ arein
thesame� -component,soeitherthey arebothin P , or both
not in P . In bothcasesthis contradictsPJ�½«42�«  . Thus,
theclaim is proved,andit follows thattheVC-dimensionof� is ¬*2���� �^ 
 . }
3 Detection sets for node failures

The main theoremof this section (Thm. 3.2) is that for�4+´������5�&)
 a setof ���  � �����  � 
 randomlysamplednodes
is a weak �������"
 -detectionsetwith high probability. We rely
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on a specialcaseof � -shredders,which is a corollaryof our
resulton strongdetectionthereof(Thm.3.1).

Beforewe proceed,let’s review the definitions. In this
sectionall cutsarenode-cuts,all detectionsetsarefor node
failures.A cut P is calledtwo-wayif �nQ�P hasexactly two
connectedcomponents,calledthesidesof P . A shredderis
a min-cutwith threeor morecomponents.An � -shredderis
an � -balancedshredder. A set � of nodesstronglydetectsa
cut P if somepair of detectorsis separatedin �RQÇP . If �
eithermeetsor stronglydetectsP , say � weaklydetectsP .� detects(is a detectionsetfor) a family of cutsif it detects
everycut in thefamily.

The restof this sectionis organizedasfollows. In the
first subsectionwe show how to find a strongdetectionsets
for � -shredders. In the secondwe useshreddersto get a
detectionsetfor two-way � -balancedmin-cuts. Combining
thesetwo resultsgivesusthemaintheorem.

3.1 Strong detection sets for shredders It is a well-
known fact that therecanbe exponentiallymany min-cuts.
Furthermore,even counting min-cuts is #P-complete[2].
However, there can be only ����&)
 shredders[13], with a
polynomial-timeenumerationalgorithm [2]. We start by
statingthemainresultof this subsection.

THEOREM 3.1. Suppose�3+-��& . Thena setof ���  � �����  � � 

randomlysamplednodesis a strong detectionset for � -
shredders with probability at least :3YM� . Moreover, a
smalleststrong detectionset for � -shredders has size H� �
andcanbeconstructedin polynomialtime.

Beforeweprovethis theoremweneedto establishsome
basic facts about min-cuts. For a cut P the connected
componentsof �LQyP arealso called P -components. Letb , ` be min-cuts. Say b meshes̀ if b meetsat leasttwo` -components.By [2, Lemma4.3(1)] if b meshes̀ then` meetsevery b -component.Thusmeshingis a symmetric
relation. If b meshes̀ (and ` meshesb ), the two cutsare
meshing. Else b and ` arenon-meshing.

LEMMA 3.1. ([2], Lemma4.3(2)) If min-cuts b and ` are
meshing, thenthere is a componentÈ of either b or ` such
that È containsGlYmbZYZ` .

COROLLARY 3.1. If ��+¾��& thenany two � -shredders are
non-meshing.

LEMMA 3.2. Let b and ` be non-meshingshredders. Leta be the b -componentthat meets̀ . Then a containsall` -componentsbut one, call it ay< . Moreover, ay< containsG;Y�bZYma , i.e. all b -componentsotherthan a .
Proof: Pick any _RcLb\Y-` . By minimality of b , _ has
edgesto each b -component(else, b�Y�_ is a cut). Thus,G{YMb|YMa�V´É�_.Ê is connected. Since `ËhÌb;¶;a ,

G�Ym`�YXa is connected,andhencelies in a ` -componentay< . So all other ` -componentsare containedin a andG;YmbZY�aLh¿G;Y»`\Yma|h-ay< . }
For a family � of � -shredders,we call a componentof

a shredderan � -headif it meetsat leastoneshredderin � .
Now, supposewe have an �����	��
 -detectionsetfor shredders,
and b is an � -shredderwith an � -headÍ . Thenthereexists`´c¿� that meetsÍ ; so by Lemma3.2 Í containsall ` -
componentsbut one, and hencecontainsa detector. This
givesthefollowing lemma.

LEMMA 3.3. Let � bea familyof � -shredders,with �e+\�q& ,
and let b be an � -shredderwith an � -head Í . Thenany
detectionsetfor � meetsÍ .

Proof of Thm. 3.1: Let � D bethefamily of all � -shredders.
Startwith �J2R� D . While thereexistsan � -shredderb¿c��
with two or more � -heads,delete b from � . Let �  be
theresultingfamily of shredders.By Lemma3.3any strong
detectionsetfor �  is a strongdetectionsetfor � D .

Let b¾c\�  . Let the head Í of b be the (single) �  -
headof b . Let the tail of b be G¾Y¿bXY¿Í . Note that by
Lemma3.2 for any b��q`ÎcJ�  the tail of b is contained
in the headof ` (and vice versa). In particular, tails are
pairwisedisjoint. Sinceeachheadcontainssomeoneelse’s
tail, a set � of nodesis a detectionset for �  if f � meets
the tail of each bÏcJ�  . Therefore,a smallestdetection
setfor �  hassize K �  K . Sincetails areof size '(��& each,K �  K0H  � . Therandomsamplingresultfollows by a simple
probabilisticcomputation. }
3.2 Detecting two-way min-cuts We now construct a
weak detectionset for two-way �������"
 -cuts. First we give
a non-efficient deterministic construction. We consider� � ED ���"
 -cutsandusea greedy-typealgorithmto constructa
“maximal” family of two-way � � ED ���"
 -cutswith sides�xµ and
Ðµ suchthat �xµ*[M
]Ñ for all Ò,f2�Ó . In particular �xµ ’s are
pairwisedisjoint, so thereareat most  ED� of them. It turns
out that if �j+������	56&)
 thenputtinga detectorinto each�xµ
suffices. More preciselywe show (Thm. 3.3) that thesede-
tectorstogetherwith any weak detectionset for shredders
givea weak �������"
 -detectionset.Thena simpleprobabilistic
argumentyieldsthefollowing result.

THEOREM 3.2. Suppose � + ��ÔuC
5 D . Then a set of���# �0�����X � � 
 randomly samplednodes is a weak �������"
 -

detectionsetwith probabilityat least :ÇY»� .
Westartwith somenotationandasimplebut veryuseful

lemmaaboutcrossingmin-cuts.Let b beasetof nodes.Callb connectedif thesubgraphof � inducedby b is connected.
Elsesay b is disconnected. Saya cut P preservesb if P
disjoint with b and b lies in onecomponentof ��QTP . Note
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thata connectedsetof nodesis preservedby P if andonly
if it is disjoint with P . Õj��bv
 denotesthesetof neighborsofb , i.e. thesetof all nodesin G|Ynb thathave anedgeto b .
Notethatif G\YebdYeÕj��bF
 is non-emptythen Õj�/bF
 is acut.

Say two-way min-cuts P and U arestrongly crossing
if eachsideof P meetseachsideof U . Say P and U are
weaklycrossingif P meetsbothsidesof U andvice versa.3

It is easyto seethat strongcrossingimplies weakcrossing,
but not theotherway round.
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(a) P , U stronglycrossing (b) P , U weaklycrossing

Figure2: Two applicationsof theTwo-QuartersLemma.

To formulate the promised lemma, we will use the
following notation. The sidesof P and U arerespectivelyA  , A 5 and È  , È 5 . Their intersections(“quarters”) areaTµÖÑÐ2-A�µ��,ÈrÑ . Also let P�µ)2�È­µ���P and U.µ�2�A�µ���U andP(�dU�2Rb .

LEMMA 3.4. (THE TWO-QUARTERS LEMMA) Suppose
two-waymin-cutsP and U are weaklycrossingso that the
two quarters a 5  and a  5 arenon-empty. Then

(a) K P  K�2LK U  K and K U 5 K�2LK P 5 K ,
(b) a 5  and a  5 are tight, with Õn��a µ�Ñ 
T2-U Ñ V�P µ VZb ,
(c) G;Yma 5  YmÕj�/a 5  
 is connected,samefor a  5 .

Proof: `�2¿P  V$U 5 V�b and ×;2-P 5 V$U  V�b separatea 5  
and a  5 respectively from the restof the graph. It follows
that U 5 'lP 5 (else K `BK¤+JK PXK ), P  '4U  (else K `BK0+MK UdK ),P 5 '|U 5 (else K ×�K)+�K U½K ) and U  '4P  (else K ×�K7+�K P\K ).
ThereforeK P  K�2|K U  K and K P 5 K�2LK U 5 K , so × and ` aremin-
cutsand a  5 and a 5  aretight. Finally, G;Y�a 5  YmÕj��a 5  

is connectedasa union of two connectedsets( È  and A 5 )
with a non-emptyintersection( a  5 ). }

This lemmais similar to the result of Jord́an [12] on
intersectingtight sets. Note that if P and U are strongly
crossingour lemmayields K P  K$2ØK P 5 KO2ÙK U  KO2ØK U 5 K
(Fig. 2a). We will also use it for

�
 �D -balancedmin-cuts

that arecrossingweakly but not strongly. Thenoneof the

3Note that if Ú meetsboth sidesof Û , sayat Ü ¨ and ÜÞÝ , respectively,
then Û meetsbothsidesof Ú . Indeed,for thesakeof contradictionsupposeÛ doesnotmeetaside ß ¨ of Ú . Then,sinceany nodein Ú hasat leastone
edgeto ß ¨ and ß ¨ is connected,thereis a Ü ¨ ÜÞÝ pathin à�á�Û , contradiction.

“quarters”,say a  � , is empty, so,assuming�e+ ��C �D , a 5  anda  5 arenot (Fig. 2b).
Now we arereadyto describetheconstruction.

Construction

1. Let � denotefamily of all
�
 �D -balancedtwo-way min-

cuts,andlet â9�o��
 denotethefamily of thesidesof all��c½� . Stopif � is empty.

2. Chooseany inclusion-wise minimal component � D
from â9����
 , let P D 2;Õj��� D 
 bethecorrespondingcut
and 
 D be thesecondcomponentof P D . Putdetectors
in � D and 
 D .

3. Deletefrom � all cutswhich do not preserve � D . ForP¼c½� let �O��PZ
 bethesideof P thatdoesnotcontain� D .
4. Startwith thefirst iteration.For the Ò -th iterationchoose

a cut P µ ce� sothat �O��P µ 
 doesnot containany other�O�oP»
 for PãcR� . Let � µ 2��B�oP µ 
 . Let 
 µ be the
othersideof P µ .

5. Puta detectorinto �xµ . Remove from � all cutswhich
donotpreserve � D ¶O�  ¶�~�~6~u¶O�xµ . StopIf � is empty;
elseiterate.

A0

...X0

...1

A
B0

A
A

i

i-1

Figure3: Partitioning of the graphafter the Ò th iterationof
thealgorithm

By constructionall �xµ ’s arepairwisedisjoint, andeach�rµ½' �
 ED . Thereforeour algorithm will terminateafter at

most  ED� stepsafterputtingat most  ED� detectors.Denotethis
setof detectorsby ä 5 . Let ä  beany weakdetectionsetfor
shredders,ä¾2¿ä  ¶9ä 5 .
THEOREM 3.3. If ��H ��Ô

5 D & thenany � -balancedtwo-way
min-cutis weaklydetectedby ä .

Thisis themaintechnicaltheorem.Beforeproving it we
will statesomesimplepropertiesof our construction.

LEMMA 3.5. For all Ò½f2MÓ��ÇÑZ[J
Ðµ . In particular P�µ is
disjoint with �SÑ .
Proof: We will provethatfor any Òrf2\Ó , P µ is disjoint with�ÇÑ (which would immediatelyimply �ÇÑ�[W
rµ ). If Ó¿+�Ò
thenby constructionP�µ is disjoint with all �ÇÑ for Ó,H\Ò and
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�SÑ,[|
Ðµ . On theotherhand,if ÓZ84Ò then 
]Ñ contains�xµ
andsuppose�ÇÑF�9P�µÇf2�å then _9c3�ÇÑ��,P�µ hasat leastone
edgeto �xµ andthusto 
]Ñ , so �SÑ and 
]Ñ arenotseparated,a
contradiction. }
COROLLARY 3.2. Each 
rµ containsat leastonedetector.

Thenext lemmamakesuseof theminimality of thesets� µ .
LEMMA 3.6. If a tight set �(hl�xµ is of size ' ��C ED thenthe
cut Õj���r
 is a shredder.
Proof: Supposenot. Then Õn���r
 is a two-way � � ED ���"
 -
cut preserving 
rµ and hence æ µ t  Ñqç D �SÑ . Thus Õj���r
 was
not deletedfrom � until iteration Ò , so it shouldhave been
choseninsteadof P�µ , contradiction. }

In what follows we assume�mH ��Ô
5 D & . Thenext lemma

showshow ä  (a detectionsetfor shredders)helpsto detect
two-waymin-cuts.

LEMMA 3.7. Let U be an
�
 ED -balancedtwo-way min-cut

with sides a and � . Suppose� containsa set è of size
at least

��C
 �D such that Õn��è4
 is a shredder. Then ��V4U

containsat leastonedetectorfrom ä  .
Proof: The shredder�¼2{Õn��è4
 is

�
 �D -balanced,so it is

weaklydetectedby ä  . Since U is a cut, thereareno edges
betweenè and a , i.e. � lies in ��V4U . It follows thata is connectedin ��QB� , hencelies in a singleconnected
componentthereof. Thusat leastonedetectorfrom ä  is
not in a , soit is in �|VjU . }

Now we arereadyto sketchthe proof of Thm. 3.3; the
detailsarein thenext subsection.

Proofof Thm.3.3(Sketch). Let U bean � -balancedtwo-
way min-cut with sides a and � . We needto show that ä
meetsU or bothsidesthereof.For thesake of contradiction
supposeit is not so.Thenwithout lossof generalityäJh-a ,
which implies that a meetsevery � µ and 
 µ . Clearly then� µ f[l�MV¿U , for every Ò . Also notethatby Lemma3.7 �
cannotcontaindisconnectedtight setslargerthan

��C
 �D .There are now threecasesto consider, dependingon

the relation of U to the sets P�µ . First, supposeU does
not strongly crossany P�µ . We show that Õn���dQO¶�P�µ/
 is
a two-way

�
 �D -balancedcut that was not excludedfrom �

(seeFig. 4a),andthis contradictsthe stoppingconditionof
thealgorithm.If U stronglycrossesexactlyone P�µ , thenwe
replaceU by the cut U*<y2�Õn������
Ðµ/
 (seeFig. 4b). U*<
doesnot stronglycrossany P�µ , so we apply the argument
from thecaseabove to show that U*< is detected.Therefore
thereis at leastonedetectorin set � , which contradictsour
assumption.Finally if noneof thesetwo casesapply thenU strongly crossesat least two setsamong É�P µ Ê , say P µ
and P Ñ . An argumentusingtheTwo-QuartersLemmathen
shows that P�µ and PBÑ partition U into the samesubsets
(seeFig. 4c). We then prove that P�µ and POÑ cut off a

large connectedsubset� < of � suchthat Õn��� < 
 is a two-
way � � ED ���"
 -cut not deletedfrom � , which thusviolatesthe
stoppingcondition. }
3.3 Full proof of Thm. 3.3

LEMMA 3.8. SupposeU is � -balancedand �xµ meets � .
Theneither there is a detectorin �´V�U or the following
conditionshold:

(a) U stronglycrossesP µ , and
(b) Õj���l�½
 µ 
 is a two-way é � �D -balancedmin-cut.

Proof: Supposethereis no detectorin ��V;U . Since � µ
and 
 µ eachcontaina detector, they meet a . Now we can
invoke the Two-QuartersLemma to quarters 
 µ �\a and�rµ7��� andconcludethat �rµ��»� is tight. We claim thatK 
Ðµ¤�g�gK7' é � �D & . Indeed,otherwise K �xµ0�g�gK7' ��C �D , soby
Lemma3.7 Õj���rµ"�e�,
 is a two-waycut,which contradicts
Lemma3.6.Claim proved.

This proves (a) and shows that Õj��
rµ��j�d
 is an é � ED -balancedcut. To complete(b), notethat 
rµ��3� is tight by
theTwo-QuartersLemma,soby Lemma3.7 Õj��
Ðµ��3�,
 is
two-way. }

Let U be an � -balancedtwo-way min-cut with sides a
and � . We needto show that ä meets U or both sides
thereof. For the sake of contradictionsupposeit is not so.
Thenwithout lossof generalityä{h�a , which implies thata meetsevery � µ and 
 µ . Clearly then � µ f[(�(V�U , for
every Ò . Also note that, by Lemma3.7 � cannotcontain
disconnectedtight sets larger than

��C
 ED . There are three

possiblecaseswhichwe proveseparately:
1. U doesnot stronglycrossany P�µ .
2. U stronglycrossesexactlyone P�µ .
3. U stronglycrossesat leasttwo P�µ ’s.

1. Cut U does not strongly cross any P�µ . To re-use
thisproof for thesecondcase,wewill assumethat U is onlyé � �D -balanced,ratherthan � -balanced,

Sincewe assumedthat P�µ doesnot stronglycrossU by
Lemma3.8we have all �xµ ’s aredisjoint with � . Usingthis
factwe show thateachP µ excisesa smalla pieceof sizeat
most � from � , andfinally we show that �dQ]¶eP µ is large,
tight, connected,and preserves ¶�� µ , and thus algorithm
couldhavemadeat leastonemorestep.

Let P�µ�ê��qP�µ Ô �6·6·�·uP�µ�ë be all cutswhich areintersecting
with � . Let � Ñ 2¾��Yn�M� æ Ñ ì ç  P µ�í , U Ñ 2¾Õj��� Ñ 
 anda Ñ 2�G;Y�U Ñ Y�� Ñ . First of all

K �OÑ�KÁ'4K �gK#Y
Ñîì ç  
K P�µ�í"KÁ'�ï �:�ð &½Y�� :�ð� '�ñ �:�ð &

Thelasttransitionis because�3H ��Ô5 D & .
We will prove by inductionthat each � Ñ is tight, con-

nectedandcorrespondingcut U�Ñe2JÕn���OÑ�
 is two-way for
every ð$H�Ó9Hnò .
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Figure4: Threedifferentoptionsof how U caninteractwith thesetsP�µ in theproof of Theorem3.3. For (c) we provethe
portionof U betweenP  and P 5 shrinksto theemptyset,and P  �,U�2�P 5 �dU .

Supposewe did that, then �Bó by its constructionis
disjoint with any P µ , andthusall � µ ’s aredisjoint with U.ó ,
andhencelie in G�YX�Bó�YXU�ó , thereforeU.ó preserves æ � µ
(becauseU.ó is atwo-waycut). Ontheotherhand K �$óÞKÁ' 5 � ED &and K aTó6K�'JK a�K)'4�	Õ . So U�ó is 5 � �D -balancedtwo-way min-
cutandpreserves æ �rµ , thusour algorithmcouldhavemade
onemorestep,andsowe cometo contradiction.

Now we have to prove our claim. Clearly � D is tight,
connectedand Õj��� D 
]24U is two-way by our definitionofU and � . Supposetheclaim holdsfor �OÑ t  , we now prove
it for �OÑ . We have

� Ñ 2�� Ñ t  Y�� Ñ t  �dP µõô 2-
 µ>ô �½� Ñ t  ·
If �*Ñ is disjoint with P�µ ô then �OÑ;2ö�*Ñ t  and we are
immediatelydone. Otherwise, U¯Ñ t  weakly crossesP�µ ô .
(Indeed, �OÑ t  is not preserved by P�µ ô , and a�Ñ t  �÷ a
and hencemeetsboth �xµ ô and 
Ðµ ô and so not preserved.)
But thenwe satisfyconditionsof theTwo-QuartersLemma,
where � µ>ô ��a Ñ t  and 
 µõô �»� Ñ t  is not empty, andthus� Ñ 2Ï
 µ>ô �m� Ñ t  is tight. Thereforeby Lemma3.7 � Ñ
is connectedand Õn��� Ñ 
 is a two-way cut. This provesthe
claim.

2. U strongly crosses exactly one P µ . Indeed,consider
set � < 2J�¾�g
 µ . By Lemma3.8 andour assumptionthat
therewereno detectorsin ��VjU , it hassizeat least é � �D & , is
tight andcorrespondingcut U*<¤2-�n�ÐP�µ�VdP�µ6�yU»V½U��y
rµ
is two-waymin-cut.

Since �9<Ç[M� , andonly one �xµ meets� (andit does
not meetwith �9< by our construction),no �xµ meetswith�9< . Thereforeby Lemma3.8 UB< doesnot stronglycrossanyP�µ and thus by the case(3.3) UB< is detectedby ä . This
provesthat thereis at leastonedetectorin U < V\� < , andby
constructionUB<uV��9<)[X�jV�U , andthereforethereis at least
onedetectorin �|VnU , contradiction.

3. U strongly crosses at least two P µ ’s. We have to
prove thateither �MV¿U containsat leastonedetectorfromä (andthuscontradictingourassumption),or wecouldhave
doneonemore stepof the algorithm �Ð� . Without loss of
generalityU stronglycrossesP  and P 5 . (Fig. 4c).

First we provethateachof thetriples ���  �uP  ��
  
 and��� 5 �uP 5 ��
 5 
 partitionset U into thesamesubsets.Namely,P  �ÐU�2�P 5 �ÐU , �  �rU�2�
 5 �ÐU and 
  �ÐU�2�� 5 �ÐU .
Indeed,

U|2�U��½� µ VjU��dP µ VnU��d
 µ �
andsince �  [¾
 5 , we have that Ul�g�  [¾Ul�Z
 5 , and
analogouslyUL��� 5 [�U���
  , but by the Two-Quarters
Lemmawehave K U$���  K�2LK U$��
  K and K U$��� 5 K?2�K U$��
 5 K
andthus UX�$�  2�Un��
 5 and Un��� 5 2�Un��
  , andthusP  �½U�2¿P 5 �½U .

Wewill provethateitherthereis aleftoverpart �9< in � ,
which couldhave usedfor thenext stepof thealgorithm,orU is detected.

SinceP�µ (i=1 or 2) stronglycrossesU , � is partitioned
by P µ onthreenonemptyparts�9<µ 2��\�­
 µ , �9< <µ 2��X�­� µ
and �9< < <µ 2��j�xP µ . Now, by Lemma3.8andourassumption
that ä��|���øV(UB
l2ùå , we concludethat �9<µ is tight,�,<µ ' é � ED & and Õj���9<µ 
 is two-waymin-cut.

Consider�9<.2��9< �O�9<5 . Weclaimthatthecorrespond-
ing cut �L2|Õn��� < 
 is a two-way � � �D �	�.
 -cut thatpreserves¶��rµ . This contradictsthe stoppingcondition of the algo-
rithm: it could have madeonemoreiteration. Thereforeit
remainsto provetheclaim.

Firstly, �9< is tight by theTwo-QuartersLemmaapplied
to cuts Õn���9< 
 and Õj���,<5 
 . Its sizeis

K � < K{2 K � < �½� <5 K?2�K �¾Y\��� <�< Vn� <�< < 
0¶»��� < <5 Vn� < < <5 
6K' ��&dYm��� ��&:�ð VX�.
='Wú
�
:�ð &��

so(1) � is
�
 ED -balanced,and(2) �9< is connectedby lemma

3.7andtheassumptionthat ä is disjointwith U�Vj� . Since�;2L�oP  ¶½P 5 
0������¶eUB
 , we concludethat(1) � is two-
way, since G�YR�9<�Y;� is connectedas a union of three
non-disjointconnectedsubsetsa , �  and � 5 , and(2) � is
disjoint with ¶�� µ by Lemma3.5.

To prove that � preserves ¶�� µ it remainsto show that
all �xµ ’saredisjointwith �9< . Indeed,supposesome�rµ meets�,< . It cannotbe properly containedin � , hencein �,< .
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So,since �rµ is connected,it meets� , contradiction.Claim
proved. }
4 Extensions and further directions

Thereare a numberof naturalquestionsleft openby this
work. One is to investigatewhether an �������"
 -detection
set for nodefailuresof minimum sizecanbe computedin
polynomial time for a given graph � ; this would parallel
the per-instanceresult we obtain for edge failures. We
notethat Section3.1 providessuchan optimality result for
nodefailureswhenthe adversaryis restrictedto deletinga
shredder.

It would be interestingto extend our resultson node
failuresto obtainboundsfor strongdetectionsets. In fact,
our boundsfor shreddersapplyalreadyto strongdetection;
and in the full versionwe provide a stepin this direction,
showing it sufficestohaveastrong�����	�.
 -detectionset�9< for
somesubgraph�­<72(�/GF��N*<�
 of � of thesameconnectivity� . So without lossof generalitywe canassumethat � is
minimally � -connected.

It wouldclearlybeinterestingto obtainresultsondetec-
tion setswith respectto adversariesthatcandeleteanumber
of nodesequalto a constanttimesthenode-connectivity, by
analogywith our resultsfor edge-connectivity. To obtainde-
tectionsetboundsherethatareindependentof the valueof� , it is not difficult to seethatwe needto focuson weakde-
tection;indeed,thereexist graphsin whichwewouldneedat
least �$Yn� nodesin any strong ��������
 -detectionsetfor node
failures.

Finally, theproblemof decidingwhethera givenset �
is an ��������
 -detectionsetprovidesanotherclearconnection
to the problem of balancedseparatorsin graphs: indeed,
deciding whether the empty set is an �����	��
 -detectionset
is coNP-completebecauseof its equivalenceto a balanced
separatorproblem. On the other hand, using techniques
from [10, 20], we canobtain a polynomial-timealgorithm
for decidingwhether � is an �����	��
 -detectionset for node
failureswhen �m2�� ; this is non-trivial dueto the fact that
therecanbeexponentiallymany min-node-cuts.
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