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Abstract 1 Introduction

We consider a model for monitoring the connectivity of a Monitoring network connectivity. As links or nodes
network subject to node or edge failures. In particular, we deél in a network, it is important to maintain information
concerned with detectin@, k)-failures events in which an about basic properties such as connectivity. For large,
adversary deletes up konetwork elements (nodes or edgesynstructured networks, this is often done by recourse to
after which there are two sets of nodésandB, each at least sampling and other approximate measurements; performing
ane fraction of the network, that are disconnected from orseich measurements in a robust and accurate way is an active
another. We say that a sBtof nodes is ar{e, k)-detection research topic (e.g. [4, 5, 17, 19, 18]). A general problem
set if, for any(e, k)-failure of the network, some two nodesere is to minimize the cost of network monitoring and
in D are no longer able to communicate; in this wdy, measurement, in terms of communication, computation, and
“witnesses” any such failure. Recent results show that f@source usage.

any graphG, there is ar{e, k)-detection set of size bounded  Here we consider a recently proposed model for moni-
by a polynomial ink ande, independent of the size 6f. toring network connectivity [14]. We are given a connected

In this paper, we expose some relationships betwesrde graphG on n nodes, and we want to detect “fail-
bounds on detection sets and the edge-connectlvignd ure events” in which at mogt network elements (nodes or
node-connectivity of the underlying graph. Specifically,edges) are deleted, after which there are two sets of nodes
we show that detection set bounds can be made considerablgnd B, each of size> en, such that no node idl has a
stronger when parameterized by these connectivity valugath to any node itB. We will call such a pair of setsep-

We show that for an adversary that can deletedges, there arated and we will call such an event dg, k)-failure. (To

is always a detection set of siié(% log 1) which can be reflect the fact that thé node or edge failures can be arbi-
found by random sampling. Moreover, & A\)-detection trary, we will sometimes speak of them as being selected by
set of minimum size (which is at mo%t) can be computed an adversary.)

in polynomial time. A crucial point is that these bounds are To detect such failures, we consider the strategy of
independent not just of the size Gfbut also of the value of placing “detectors” at a subsél of the nodes of7. Now,

A if we find that two detectors are unable to communicate —

Extending these bounds to node failures is much maeigher because there is no path between them, or because one
challenging. The most technically difficult result of thiklas been deleted — we can record a fault in the network.
paper is that a random sample 0f(§10g %) nodes is a We would like our seD to have the property thathenever
detection set for adversaries that can delete a numbetaof(e, k)-failure occurs, some two detectors are unable to
nodes up tas, the node-connectivity. communicate; we will refer to such a s as an(e, k)-

For the case of edge-failures we use VC-dimensidetection set. Note the nature of this conditionD must
techniques and the cactus representation of all minimuatect all possiblée, k)-failures, so we imagin® as being
edge-cuts of a graph; for node failures, we develop a noeabsenbefore the adversary selects a set kbfnetwork
approach for working with the much more complex set of @lements to delete. The emphasis in [14] was on finding
minimum node-cuts of a graph. a bound on the number of nodes that must be randomly

selected from a grapf in order to obtain afe, k)-detection
set with high probability. Improvements to these bounds
were obtained by [7].
In this paper, we adopt a somewhat different approach to
*This work has been supported in part by a David and Lucile Packgg issue, by exposing some interesting and non-trivial con-
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graphG andthe valuesof its edge-and node-connectiity.

(The edge-connectity of G, denoted\(G), is the smallest
numberof edgeghatmustbe deletedin orderto disconnect
G. Thenode-connectity of G, denotedk(G), is the anal-

ogousquantity for nodedeletions.) We show that stronger
boundson detectionsetsize canbe obtainedif we parame-
terizetheseboundsby the connectvity valuesA andx; and

for somecasesyve usethis relationshipwith connectvity to

provide thefirst perinstanceguaranteefor detectiorsets.

Becauseur resultsaredifferentdependingon whether
the adwersaryis deletingedgesor nodeswe considerthese
two caseseparately

Detection setsfor edge failures. We begin with adver-
sarieshatcandeleteup to ¥ edgesassuch,wewill becon-
cernedwith (e, k)-edge-failures which are (¢, k)-failuresin
which only edgesaredeleted.lt is known thata randomset
of O(£1og 1) nodesis an (e, k)-detectionsetfor edgefail-
ureswith high probability[14], andthateverygraphcontains
an(e, k)-detectiorsetfor edgefailuresof sizeO (%) [7]; note
thatbothboundsareindependentf the sizeof the graphG.
It is not difficult to show thatboth boundsaretight, andso
thereis no prospecbf obtaininganimprovementhatapplies
to all graphs. However, it makessenseo askwhetherbet-
terboundsarepossiblein termsof naturalparametersf the
graphgG.

An obvious parameterto considerhere is the edge-
connectvity A; indeedtherecanbeno (¢, k)-edge-hiluresin
G if k < A Ourfirstmainresultestablishethat) isindeeda
naturalway to parameterizéheproblem;we shov thatevery
graphG hasan(e, \)-detectiorsetfor edgefailuresof sizeat
most%. Notethatthereis noleadingconstanin this bound,
andthatit is independenhot just of the size of G but also
of the value of A. Extendingthis result, we show further
thatan (e, A)-detectionsetfor edgefailuresof minimumsize
for a graphG can be computedin polynomialtime. The
algorithmsusedto establishtheseresultsare basedon the
cactugrepresentationf all minimumedge-cut®f G [6, 8].

Given that strongboundsare possiblefor detectingan
adwersarythatcandeleteoneminimumcut’sworth of edges,
it is naturalto ask what can be said about an adwersary
capableof deletinga numberof edgesequalto k£ times
the size of a minimum cut. We show that a randomset of
O(%1og 1) nodesis a (k) €)-detectionsetfor edgefailures
with high probability. This is essentiallya factorof A times
strongerthanthe boundsof [7, 14], which do not take edge
connectvity into account.Our proofof thisresultusesaVC-
dimensionargumentin the style of [14]; the boundon the
VC-dimensionis obtainedusing a resultof Mader[16, 9].
thatextendsresultsof Lovasz[15] andof Cherkasski[3] on
edge-disjoinpathsin graphs.

Detection sets for node failures. We now consider
adwersarieghat candeleteup to £ nodes. By analogywith
ourresultsfor edgefailures,we consideithesizeof detection

setsin termsof the node-connectity k. Our main result
hereis thatevery graphG (with & = O(e2n)) hasan (e, k)-

detectionset for node failures of size O(%); moreover, a
randomsetof O (% log 1) nodesformsan (e, )-detectiorset
for nodefailureswith highprobability. Again, notethatthese
boundsare independennot just of the size of G but also
of the valueof k. Extendingour resultsto adwersarieghat
deletekx nodedor k£ > 1 isaveryinterestingandapparently
difficult openquestion.

We note the distinction, raisedby Gupta[7], between
strong and weakdetectionsetsfor nodefailures. A strong
detectionset D has the property that, after ary (e, k)-
node-filure, two nodesof D lie in different connected
components. A weak detectionset D’ has the property
that, after ary (e, k)-node-hilure, two nodesof D lie in
different connectedcomponentsor an elementof D has
beendeleted. Either of thesedefinitionsarguably forms a
plausibledefinition of network failure detection.Improving
a boundof [14], Fakcharoenphathovedthata randomset
of O(£ log klog 1) nodesis a strong(e, k)-detectionsetfor
nodefailures[7], and Guptashavedthat every graphhasa
weak (e, k)-detectionsetfor nodefailuresof sizeO(%). As
we notein Section4, weak detectionappeardo be a more
useful notion when the problemis parameterizedy node
connectvity; in particular our main resultis aboutweak
detectionsets.Henceforthwe will assumehatall detection
setsfor nodefailuresareweakunlessotherwisespecified.

Ouranalysidor nodefailuresis significantlymorecom-
plicatedthanfor edgefailures,andthisis not surprising;not
only is no analogueof the cactusrepresentatiotknown for
min-node-cutshut thisappearso beintrinsicdueto the# P-
completenessf evencountingthe numberof min-node-cuts
[2]. Indeed,given the lack of tractablerepresentationfor
min-node-cutswe believe that our analysisdevelopssome
useful propertiesof their structure. We begin by construct-
ing a detectionsetof minimum sizefor adwersarieghatcan
deleteshreddes [2, 13] — min-node-cutswhosedeletion
producesat leastthreecomponentsThe constructiorof the
detectionsetthenproceeddy greedilyisolatinga maximal
collectionof relatively balancedmin-node-cutshatproduce
just two componentsandwhose“small sides”aredisjoint;
the small side of eachsuchcut is requiredto have at least
$6 nodes. We then shaw that by placing detectorsso that
onelies on the small side of eachof thesecuts, thereis no
way for amin-node-cuproducingtwo componentsf sizeat
leasten eachto avoid beingdetected.

Further Discussion. A simple calculation basedon
Karger's algorithm givesan upperboundof O(% logn) on
a randomsampleof nodesthat forms an (e, k\)-detection
setfor edgefailures® However, our goalin this paperis to

INote that no such simple boundis available for the caseof node-
failures,whichis yet anotherevidenceof its difficulty.
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find boundsthatdo notdependon the sizeof thegraph.

Following [14], we canextendour resultsto amodelin
which the nodesof the network G are partitionedinto two
sets— a setV, of endnodesandasetV; of internal nodes
We assumehatwe areonly allowedto placedetectorsatend
nodesandcorrespondinghareonly interestedn monitoring
the connectvity of theendnodes.Specifically we re-define
(e, k)-failures as failuresof < k network elements,after
which two disjoint subsetf V4, eachof size> €|Vy|, are
separatedrom eachother We can show that the bounds
obtained above carry over to this more general setting;
we omit further discussionof the generalizatiorfrom this
versionof the paper

Our work is similar in spirit to someof the work on
vertex connectvity andaugmentatiothereof.e.g.[12, 2, 13,
11]. Theactualtechnicalissuesarequite different,however,
sincewe are only interestedin balancedcuts. In general
one could view our work hereas integrating notionsfrom
edge-and node-connectity with the problemof balanced
separatorof graphs— two topics that have traditionally
beenapproachedeparatehdueto their greatdifferencesn
tractability.

Notation. In this paperall graphsare assumediundi-
rected;our standarchotationfor agraphis G = (V, E). An
edge(node)-cus asetX of edgegnodes)suchthatG \ X
is disconnected.

A min-edge(node)-cus anedge(node)-cutf minimum
size.This sizeis alsoknown asedge(nodeonnectivityand
denotedby A\ and k respectiely. We will write min-cut
whenit is clearwhetherwe aretalking aboutedge-cutsor
node-cuts. A setof nodesis tight if it is a union of some
(but not all) component®f a min-cut. A cut X is callede-
balancedif therearetwo setsof verticesof size > en that
aredisconnectedrom oneanotherin G \ X. An e-balanced
cutof < k edges(nodess calledan (e, k)-cut.

If setsX, Y have a non-emptyintersectionwe say X
meetsY. To help clarify the notationin places,we will
sometimeswvrite X + Y to denotethe union of disjoint sets
X andY, andX —Y to denotethedifferenceof setsX and
Y for whichY C X.

2 Detection setsfor edgefailures

In this sectionall cutsare edge-cutsandall detectionsets
arefor edgefailures. Let D be a setof nodes representing
thelocationsof ourdetectors.D detectsacut X if somepair
of detectords separateth G \ X. D is an (e, k)-detection
setif it detectsvery (¢, k)-edge-cut.

Therearetwo subsectionsln thefirst onewe construct
asmallest(e, A)-detectionsetandprove it hassize< 1. In
the secondonewe prove thata setof O(+& log ) randomly
sampledhodesis an (¢, k)-detectionsetwith high probabil-

ity.

2.1 Detection setsfor min-edge-cuts

Cactus representation. To make the presentatiorself-
contained, we describesome basic propertiesof cactus
graphsandthe cactusrepresentatiomf minimum cuts; see
[6, 8] for more details. In this exposition, edgeswill be
viewed as cyclesof lengthtwo; cyclesof length3 or more
arecalledproper. A cactusis a connectedyraphsuchthat
ary two of its cycles have at mostone vertex in common.
An arbitrarycactuscanbeobtainedstartingfrom acycle and
recursvely addingnew cyclesthatsharea singlevertex with
theexisting graph.In a cactus someedgesarecontainedn
a propercycle (cycleedges, andsomearent (path edges.
Supposeve give eachcycle edgecapacityl/2,andeachpath
edgecapacityl. Thenonecanshav thatthe min-cutsof a
cactushave capacityl: eachpathedgeis amin-cut;ary pair
of cycle edgesfrom the samecycle is a min-cut; andthere
areno othermin-cuts.

In a cactus,nodesof degreeonewill be calledleaves
nodesof degreetwo that are containedin a cycle will be
calledcyclenodes andall othernodeswill becalledbranch
nodes Considera branchnodew of a cactusT'. It connects
two or morecycles.Onecanshow thattheremoval of v splits
T into two or more connecteccomponentgv-components
Eachwv-componentX is tight: for somecycle C' containing
v, it is obtainedby removing the edge(s)of C that are
adjacentov.

FACT 2.1. Supposé isatightsetin cactusT’, v isabranch
node Then:
(a) if v € S thenS containsat leastonev-component.
(b) if v ¢ S thenS is containedn a v-component.
(c) for any v-componentX of T', either X C S, or
ScX,orXCcV-SoV-ScX.

The proofs are not difficult; they are omitted due to
spacdimitations.

Let G be a weightedgraphon n vertices. A cactus-
pair of G is a pair (T, ) whereT is a cactus,and~ is a
mappingfrom V(G) to V(T') suchthatif M is atight set
in T then7—1(M) is a tight setin G. For eachtight set
M of T saythat (T, 7) representghe min-cutC' of G such
that 7—1(M) is a C-component. A cactusrepresentation
of G is a cactus-pairof G that representsll min-cuts of
G. Dinits et al. [6] provedthatevery capacitatedyraphhas
a cactusrepresentatiomf size O(n). Furtherresultsshow
that a cactusrepresentationf size O(n) canbe efficiently
constructedSeetheintroductionof [8] for discussion.

Balanced cactusrepresentation. Herewe areonly in-
terestedn e-balancednin-cuts,andsothe cactusrepresen-
tation is too generalfor our purposes. This motivatesthe
following definitions.

Let an e-cactus-pair be a cactus-pairthat represents
all e-balancedmin-cuts. Let an e-cactusbe the cactusin
such cactus-pair(if the mappingis clear). A subsetS
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of verticesof a cactusis heavyif |[7=1(S)| > en. Call
a cactus-pairreducedif every v-componentis heary. A
reducede-cactus-paircan be efficiently computedfrom a
standarctactugrepresentatioby consecutrely applyingthe
following reduction.

LEMMA 2.1. Supposéd’ is ane-cactus, is a branch node
X is a v-componenthatis notheavy LetT' be T with X
contractedinto . ThenT" is alsoan e-cactus.

Proof: For eache-balancednin-cutC of G thereis a min-
cut C' of T that representst. By Fact 2.1c thereis a
componentS of C' suchthat X ¢ S or S C X. Since
S isheavry and X isn't, it mustbethecasethat X is aproper
subsetof S. Thenv € S, soC' is amin-cutin 7", too.
ThereforeT" represents. O

Characterizing detection sets for min-cuts. Let G be
a capacitatedyraph. Let (T, 7) be a reducede-cactus-pair
of G. Wewill characterizge, \)-detectionsetsof minimum
sizein termsof 7.

Let a subcyclebe a setof consecutie cycle nodesof a
(proper)cyclein T'. Considerthe non-deyenerateasewhen
thereis at leastonebranchnode. Thenthe weight |7 —1(-)]
of eachleaf and eachsubgcle is at most(1 — €)n. Leta
canonicalsubcactudeasetof nodesof T' thatcontainseach
leaf, hasan elementin every heary subgcle, and contains
no branchnodes.Let D C V(G) bea setof detectors(not
necessarilan (e, \)-detectionset). Say D is T-canonicalif
w(D) is a canonicalsubcactusand at mostone detectoris
mappedo eachnodeof T'. Thefollowing two lemmasshov
thatany smallest(e, A)-detectionsetis in facta smallestT'-
canonicaket.

Call S C V heavyif |S| > en, andbalancedif both S
andV \ S areheary. Call S’ C V(T') balancedif =—1(S’)
is balanced For eachbalancedight setS of G let 7' (.S) be
a(balanced}ight setS’ of T suchthatS = 7=1(5").

LEMMA 2.2. Any smallest (e, A)-detection set is T-
canonical.
Proof: Let D be a smallest(e, A)-detectionset. Call
elementof D detectos. We needto prove that (1) at most
one detectoris mappedto eachnodeof T', (2) thereis a
detectormappedo eachleaf andeachheary subgcle of T,
(3) andnodetectoraremappedo branchnodesof 7. We'll
provethesethreestatementi ordet

(1) Supposewo detectorsd;, d» mapto a nodewv of
T. To obtaina contradictionit suficesto shov an (e, A)-
detectionsetsmallerthanD. We claimthatD — d; is also
an(e, \)-detectiorset. Supposaot. Thenthereis abalanced
tight setS of G thatcontainsD — d;. Olviouslyd; ¢ S.
LetS' = 7'(S). Sinceds € S,v = 7(d2) € S',s0d; € S,
too,a contradiction.

(2) Thereis adetectomappedo eachheavy tight setof
T, in particular to eachleaf andeachheary subgycle.
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Figure 1: An e-cactuswith detectors. Branch nodesare
denotedby 'e’, detectorsdby '*'. In the centralcycle, there
arethreesubg/clesbetweerthe branchnodes.The smallest
of themis not heary, hencedoesnot containa detector The
othertwo are big enoughso that they needtwo detectors
each. Each of the three smaller cycles is heary (even
withoutits branchnode),sinceotherwiset would have been
contracted.

(3) Suppose detectord is mappedo a branchnodewv
of T'. By analogywith (1), we claimthatD — d is alsoan
(e, A)-detectionset.For supposenot. ThenD — d is disjoint
with somebalancedight setS. Let S’ = #'(S). SinceD
is an (e, A)-detection set,d € S, sov € S'. Therefore
by Fact2.1aS’ containssomev-components”. SinceT is
reducedS” is heavy, sothereis a detectomappedo it. So
S containsa detectorotherthand, a contradiction.

In view of (1-3),we seethat D is T'-canonical. O

LEMMA 2.3. AnyT'-canonicalsetis an (e, A)-detectionset.
Proof: SupposeD C V andn(D) meetsachleafandeach
heary subgcleof T'. We needto provethatr (D) meetssach
heavy tight setof T'. To shaw this we claim thatary heary
tight setS of 7' containsaleafor aheavy subgcle.

We'll useinduction on the size of S. The basecase
correspondso an S that consistsof oneverte, sayv. By
Fact2.1lav cannotbeabranchnode.Soeitherv is aleaf or
it is aheavy subgcle consistingof a singlecycle node.

For the inductionstep,notethatif S containsa branch
node v then by Fact 2.1a S contains some (heary) v-
componentto which the induction hypothesisapplies. If
S doesnot containa branchnodethenit lies within a single
cycle,soS is a(heary) subgcle. Theclaimfollows. O

THEOREM 2.1. A smallest(e, \)-detectionsetis of sizeat
most%. There is a polynomial-timealgorithm to construct
it.
Proof: Let (T,w) be a reducede-cactus-pairof G. We
have seenthatsmallest(e, A)-detectionsetsare (mappedo)
smallestcanonicalsubcactiof T. Thereforeit sufiicesto
computea smallestcanonicakubcactusf T

Let S be a subsetof a propercycle C in T. Call S
a C-detectionsetif S doesnot containany branchnodes,
and every heary subgcle of C' containsan elementof S.
By definition, if thereareno heary subgclesin C thenan
emptysetis a C-detectionset. Obviously, a subsetof T is
a canonicalsubcactusff it is a union of leaves of T' and
(disjoint) C-detectionsets,onefor eachpropercycle of T'.



Thereforeto computea smallestcanonicalsubcactuof 7'
it sufficesto constructa smallestC-detectionsetfor each
propercycleC of T'.

The constructionis asfollows. AssumingT’ consistsof
morethanonecycle, C' containsoneor morebranchnodes.
AssumingC containscycle nodes pick ary branchnodew;
followed by a cycle nodewv. Startwith v. In the iterative
step,startwith a cycle nodeandmove clockwisealongC till
aheary subg/cleis detectedcall thissubgcle selectedior a
branchnodeis reached Starta new stepwith the next cycle
node. Stopwhenuy is reached.Let S bethe setof thelast
nodegclockwise)of selectedsubgcles.

Olviously S is a C-detectionset. S is a smallestsuch
setby thefollowing obsenation. Let S’ beaC-detectiorset.
Letv € C beabranchnodeor anelemenbf S’. Letv' bethe
next nodeclockwise.Let C' bethe smallestheary subgcle
startingwith «', if it exists. Let w be the lastnodeof C’.
ThenC’ containsatleastoneelemenif S. Theobsenation
is that S’ — C' + w is a C-detectionsetwith the sameor
smallernumberof elements. Consecutiely applying this
obsenation, we cantransformS’ to S without increasing
thenumberof detectors.

Our constructionputs one detectorinto eachleaf of T
andeachselectedsubgscle. Sinceleavesof T areheary and
selectedsubg/clesare heary anddisjoint, our construction
coversat leasten weightwith eachdetector Sincethetotal
weightof (nodesof) T' is n, thetotal numberof detectorss
atmostL. ]

2.2 Smaller detection sets for edge failures A setS of
nodess k-edge-sepaableif thereexistsasetZ of < k edges
suchthatS is aunionof component®f G \ Z. Let F bethe
family of all k-edge-separablgets. We saythatA C V is
shatteedby F if for all B C A thereexistsan F' € F such
thatB = ANF. TheVC-dimensiorf F is definedto bethe
maximumcardinalityof asubsebf V thatis shatteredy F.

In [14], it was showvn that one can connectthe VC-
dimensiond of F with (e, k)-detectionsetsvia the notion
of ane-net which is a setthat meetseachF € F of size
> en. Specifically a theoremby [1] saysthat a set of
O(Z1og ! + Llog}) randomlysamplednodesis an e-net
for F with probabilityatleastl — §.2 Moreover, it is easyto
shawv [14] thatane-netfor F is an (e, k)-detectionset.

In [14], it wasshowvn thatthe VC-dimensionof F is at
most2k + 1, yielding a boundof O(% log %) onthesizeof
an(e, k)-detectiorset. In thissectionwe strengthenheVC-
dimensionboundon F to O(%). As aconsequenceye will
obtainthefollowing theorem.

THEOREM 2.2. A set of O(%log 1) randomly sampled
nodess an (¢, k)-detectionsetwith high probability.

2[14, 7] useda slightly wealer theoremwith a correspondingpoundof
O(% log % + %log %)

We now turnto thenew boundon the VC-dimensionjo
prove it, we will usethe following theoremby Mader[16]
on edge-disjointpathsbetweenelementsof a given set of
vertices. Let R be a subsetof V' of sizer. Let d(R) be
the numberof edgesleaving R. Let ¢(R) be the number
of components” of G — R for which d(C) is odd. Let an
R-pathbea pathconnectinglistinctelementf R.

THEOREM 2.3. [16] The maximalnumberof edge-disjoint
R-pathsis 1 min(}" d(V;) — ¢(UV;)), where the minimum
is taken over all collectionsof disjoint subsetsof vertices
V1, Va,..., V. suhthat|V; N R| = 1.

COROLLARY 2.1. Theeare 2(r)) edge-disjointR-paths.
Proof: Considera collectionof disjoint subsetof vertices
V1, Va,..., V. suchthat|V; N R| = 1. Letd = Y d(V;),
g = q(UV;). By theabove theoremit sufficesto prove that
d—q=Q(r\).

Notethatd > r\ sinced(V;) > A. LetC; ... C, bethe
componentg’ of G — UV; suchthatd(C) is odd. All edges
exiting eachC; areto UV;. Sod > d(UV;) > > d(C;) >
gh. Ifr>qthend—g>rA—g>r(A=1). If r < gthen
d—qg>gh—q>r(A—1). Therefored — ¢ = Q(rA). O

Thefollowing is awell-known applicationof theproba-
bilistic method.

LEMMA 2.4. Let(R, F') beamulti-graphon R. Thenthere
existsa partition of R into setsR;, R, sud thatthere are at
least}|F| edgesbetweenR; andR,.

LEMMA 2.5. TheVC-dimensiorof F is O(%).

Proof: Let R beasubsebfV of sizer. By Cor. 2.1there
existsafamily P of Q(r\) edge-disjoin?-paths.Let (R, F')
beamulti-graphon R suchthatthereis al-1correspondence
betweenuv-pathsin P andedgesuv € F. By Lemma2.4
thereexistsapartitionof R into setsR;, R, suchthat(in the
original graph)thereareQ(r\) edge-disjoinpathsbetween
R, and R,. We canchooser = @(%) so that thereis
guaranteedo beafamily P’ of (atleast)k + 1 edge-disjoint
pathsbetweenR; andR,.

We claimthat R cannotbeshatteredy F. Supposeaot.
Thenthereexists X € F suchthat X N R = R;. X isa
union of component®f somecut Z of k£ or lessedges.Z is
disjointwith (atleast)onepathp € P'. Theendsof p arein
thesameZ-componentsoeitherthey arebothin X, or both
notin X. In bothcaseghis contradictsX N R = R;. Thus,
theclaimis proved,andit follows thatthe VC-dimensionof
Fisr = O(§). m|

3 Detection setsfor node failures

The main theoremof this section (Thm. 3.2) is that for
K < O(e’n) asetof O(Llog 1) randomlysamplednodes
is aweak (¢, k)-detectionsetwith high probability. We rely
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on a specialcaseof e-shredderswhichis a corollary of our
resulton strongdetectionthereof(Thm. 3.1).

Beforewe proceed]et’s review the definitions. In this
sectionall cutsarenode-cutsall detectionsetsarefor node
failures.A cut X is calledtwo-wayif G \ X hasexactly two
connectedomponentsgalledthe sidesof X. A shredderis
amin-cutwith threeor morecomponentsAn e-shredderis
ane-balancedshredderA setD of nodesstrongly detectsa
cut X if somepair of detectords separatedh G \ X. If D
eithermeetsor stronglydetectsX, say D weaklydetectsX .
D detectdis adetectionsetfor) afamily of cutsif it detects
every cutin thefamily.

The restof this sectionis organizedasfollows. In the
first subsectiorwe shav how to find a strongdetectionsets
for e-shredders. In the secondwe use shreddergo get a
detectionsetfor two-way e-balancednin-cuts. Combining
thesetwo resultsgivesusthe maintheorem.

3.1 Strong detection sets for shredders It is a well-
known fact that therecanbe exponentiallymary min-cuts.
Furthermore,even counting min-cuts is #P-complete[2].
However, there can be only O(n) shredderq13], with a
polynomial-time enumerationalgorithm [2]. We start by
statingthe mainresultof this subsection.

THEOREM 3.1. Supposes < en. Thena setof O(L log L)
randomly samplednodesis a strong detectionset for -
shreddes with probability at least1 — 4. Moreover, a
smalleststrong detectionsetfor e-shreddes has size < %
andcanbe constructedn polynomialtime

Beforewe provethistheoremwe needto establistsome
basic facts about min-cuts. For a cut X the connected
componentf G\ X arealsocalled X-components Let
S, T be min-cuts. Say.S meshed’ if S meetsat leasttwo
T-components.By [2, Lemma4.3(1)]if S meshesl" then
T meetsevery S-component.Thusmeshingis a symmetric
relation. If S meshesl" (andT meshesS), thetwo cutsare
meshing Else S andT" arenon-meshing

LEMMA 3.1. ([2], Lemma4.3(2)) If min-cutsS and T are
meshingthenthere is a component) of either S or T' such
that@ containsV — S —T.

COROLLARY 3.1. If k < en thenany two e-shreddes are
non-meshing

LEMMA 3.2. Let S and T be non-meshinghreddes. Let
C bethe S-componenthat meetsI". ThenC containsall
T-componentdut ong call it C'. Moreover, C' contains
V —§-C,i.e all S-componentstherthanC'.

Proof: Pickary v € S —T. By minimality of S, v has
edgesto eachS-component(else, S — v is a cut). Thus,
V — 8 — C + {v} is connected. SinceT C S UC,

V — T — C is connectedandhencelies in a T-component
C'. So all other T-componentsare containedin C' and
V-S-Cccv-T-Ccc. m|

For afamily F of e-shredderswe call a componenbf
ashreddeian F-headif it meetsatleastoneshreddein F.
Now, supposeve have an (e, k)-detectionsetfor shredders,
andS$ is ane-shreddewith an F-headH . Thenthereexists
T € F thatmeetsH; soby Lemma3.2 H containsall T'-
componentsut one, and hencecontainsa detector This
givesthefollowing lemma.

LEMMA 3.3. LetF beafamilyofe-shreddes,with k < en,
andlet S be an e-shredderwith an F-head H. Thenany
detectionsetfor F meetsH.

Proof of Thm. 3.1: Let 7, bethefamily of all e-shredders.
Startwith F = Fy. While thereexistsane-shreddelS € F
with two or more F-heads,deleteS from F. Let F; be
theresultingfamily of shreddersBy Lemma3.3ary strong
detectionsetfor F; is a strongdetectionsetfor Fy.

Let S € Fi. LettheheadH of S bethe (single)F;-
headof S. Letthetail of S beV — S — H. Notethatby
Lemma3.2 for ary S,T € F; thetail of S is contained
in the headof T (andvice versa). In particular tails are
pairwisedisjoint. Sinceeachheadcontainssomeoneelses
tail, a setD of nodesis a detectionsetfor F; iff D meets
the tail of eachS € F;. Therefore,a smallestdetection
setfor F; hassize|F;|. Sincetails areof size> en each,
|F1] < % Therandomsamplingresultfollows by a simple
probabilisticcomputation. |

3.2 Detecting two-way min-cuts We now constructa
weak detectionset for two-way (e, k)-cuts. First we give
a non-eficient deterministic construction. We consider
(75 #)-cutsandusea greedy-typealgorithmto constructa
“maximal” family of two-way ({5, «)-cutswith sidesA; and
B; suchthatA; C B; for all ¢ # j. In particular4;’s are
pairwisedisjoint, so thereare at most% of them. It turns
outthatif & < O(e?n) thenputting a detectorinto eachA;
suffices. More preciselywe shav (Thm. 3.3) that thesede-
tectorstogetherwith any weak detectionsetfor shredders
give aweak(e, k)-detectionset. Thena simpleprobabilistic
argumentyieldsthefollowing result.
6271

THEOREM 3.2. Supposex < Sg. Then a set of
O(tlog %) randomly samplednodesis a weak (e, x)-
detectionsetwith probability at least1 — 4.

We startwith somenotationanda simplebut very useful
lemmaaboutcrossingmin-cuts.Let S beasetof nodes.Call
S connectedf thesubgraphof G inducedby S is connected.
Elsesay S is disconnected Saya cut X preservesS if X
disjointwith S andS liesin onecomponendf G \ X. Note
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thata connectedsetof nodesis preseredby X if andonly
if it is disjointwith X. N'(S) denoteghesetof neighborof
S, i.e. thesetof all nodesin V — S thathave anedgeto S.
Notethatif V' — .S — N(S) is non-emptythenN (S) is acut.

Saytwo-way min-cuts X andY are strongly crossing
if eachsideof X meetseachsideof Y. SayX andY are
weaklycrossingif X meetsbothsidesof Y andvice versa®
It is easyto seethat strongcrossingimplies weakcrossing,
but notthe otherway round.

(a) X, Y stronglycrossing

(b) X, Y weaklycrossing

Figure2: Two applicationof the Two-Quarterd emma.

To formulate the promisedlemma, we will use the
following notation. The sidesof X andY arerespectiely
P, P, and @, Q2. Their intersections(“quarters”) are
Cij =PNQ;. AlsoletX; = Q;NX andY; = ,NY and
XnYy==,.

LEMMA 3.4. (THE TWO-QUARTERS LEMMA) Suppose
two-waymin-cutsX andY are weaklycrossingsothat the
two quarters Cy; andCy5 are non-emptyThen

(8) [Xy| = |Vi| and|Y3| = |Xa|,

(b) Cs1 andCqa aretight, with N(C,'j) = Y} +X;+ S,

(c) V — Cy1 — N(Cs1) is connectedsamefor Cis.
Proof: T = X;+Y3+S andU = X5+Y;+S separat€y;
and C'. respectiely from the restof the graph. It follows
thatY, > X, (else|T| < |X|), X1 > Yi (else|T| < |Y)),
Xo > Y, (else|U| < |Y|) andY; > X; (else|U| < |X]).
Thereford X1 | = |Y1| and|X2| = |Y2|, soU andT aremin-
cutsandCi», andCy; aretight. Finally, V — C2; — N(Ca1)
is connectechsa union of two connectedsets(Q, and P»)
with a non-emptyintersection(C»). O

This lemmais similar to the result of Jordan [12] on
intersectingtight sets. Note thatif X andY are strongly
crossingour lemmayields | X;| = |Xa| = |[Yi| = [Y2|
(Fig. 2a). We will also useit for {5-balancedmin-cuts
that are crossingweakly but not strongly Thenone of the

3Notethatif X meetsboth sidesof Y, sayatwv; andwvs, respectiely,
thenY meetshothsidesof X. Indeed for thesale of contradictiorsuppose
Y doesnotmeetaside P; of X. Then,sinceary nodein X hasatleastone
edgeto P; andP; is connectedthereis avy v2 pathin G/Y, contradiction.

en
10’

“quarters”,sayCh1, IS empty so,assumings < C5 and
C1» arenot (Fig. 2b).

Now we arereadyto describeghe construction.

Construction

1. Let F denotefamily of all 5-balancedwo-way min-
cuts,andlet A(F) denotethe family of the sidesof all
F € F. Stopif F is empty

2. Chooseary inclusion-wise minimal componentA4,
from A(F), let Xo = N(Ap) bethecorrespondingut
and By bethe secondcomponenbf X,. Putdetectors
in Ay andBy.

3. Deletefrom F all cutswhich do not presere A,. For
X € Flet A(X) bethesideof X thatdoesnotcontain
Ap.

4, Startwith thefirstiteration.For thei-thiterationchoose
acut X; € F sothat A(X;) doesnot containarny other
A(X) for X € F. Let A; = A(X;). Let B; bethe
othersideof X;.

5. Putadetectorinto 4;. Remove from F all cutswhich
donotpresere 4o U A; U---U A;. Stoplf F is empty;
elseiterate.

Figure3: Partitioning of the graphafter the ith iteration of
thealgorithm

By constructiorall A;’s arepairwisedisjoint, andeach
A; > 15. Thereforeour algorithmwill terminateafter at
most% stepsafterputting atmost% detectorsDenotethis
setof detectordy D-. Let D, bearny weakdetectionsetfor

shreddersD = D; U Ds.

THEOREM 3.3. If k < %n then any e-balancedtwo-way
min-cutis weaklydetectedy D.

Thisis themaintechnicatheorem Beforeproving it we
will statesomesimplepropertiesof our construction.

LEMMA 3.5. Forall ¢ # j A; C B;. In particular X; is
disjointwith A;.

Proof: Wewill provethatfor any i # j, X; is disjointwith
A; (which would immediatelyimply A; C B;). If j < 4
thenby constructionX; is disjointwith all A; for j < ¢ and
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A; C B;. Ontheotherhand,if j > i thenB; containsA;
andsupposed; N X; # 0 thenv € A; N X; hasatleastone
edgeto A; andthusto B;, so A; andB; arenotseparateda
contradiction. m|

COROLLARY 3.2. Eadch B; containsat leastonedetector

Thenext lemmamalkesuseof the minimality of the setsA;.

LEMMA 3.6. If atightsetA C A; is of size> {5 thenthe
cut N(A) is ashredder
Proof: Supposenot. Then N(A) is a two-way (5, #)-

cut preservingB; and henceU’ L Aj. Thus N(A) was
not deletedfrom F until |terat|onz soit shouldhave been
choserninsteadof X;, contradiction. O

In whatfollows we assumes < %n. Thenext lemma
shavs how D; (a detectionsetfor shreddershelpsto detect
two-way min-cuts.

LEMMA 3.7. Let Y be an {j-balancedtwo-way min-cut
with sidesC and D. SupposeD containsa setW of size
at least {5 suc that N(W) is a shredder ThenD + Y

containsat leastonedetectorfromD; .

Proof: TheshredderZ = N(W) is {5-balancedsoit is

weaklydetectedy D;. SinceY is acut thereareno edges
betweenW andC, i.e. Z liesin D + Y. It follows that
C is connectedn G \ Z, hencelies in a single connected
componenthereof. Thus at leastone detectorfrom D; is

notin C, soitisin D + Y. m|

Now we arereadyto sketchthe proof of Thm. 3.3; the
detailsarein thenext subsection.

Proofof Thm.3.3(Sketch). LetY beane-balancedwo-
way min-cutwith sidesC' and D. We needto show thatD
meetsY or both sidesthereof. For the sale of contradiction
supposet is notso. Thenwithoutlossof generalityD C C,
which impliesthat C meetsevery A; and B;. Clearlythen
A; € D +Y, for everyi. Also notethatby Lemma3.7 D
cannotcontaindisconnectedight setslargerthan {5.

There are now three casesto consider dependingon
the relation of Y to the sets X;. First, supposeY does
not strongly crossary X;. We shav that N(D\ U X;) is
a two-way 5-balancedcut that was not excludedfrom F
(seeFig. 4a) andthis contradictsthe stoppingcondition of
thealgorithm.If Y stronglycrosse®xactly one X;, thenwe
replaceY by thecutY' = N(D n B;) (seeFig. 4b). Y’
doesnot strongly crossary X;, sowe apply the agument
from the caseabove to shov thatY” is detected.Therefore
thereis atleastonedetectorin setD, which contradictsour
assumption.Finally if noneof thesetwo casesapply then
Y strongly crossesat leasttwo setsamong{X;}, say X;
andX;. An argumentusingthe Two-Quarterd emmathen
shaws that X; and X; partition Y into the samesubsets
(seeFig. 4c). We then prove that X; and X; cut off a

large connectedsubsetD’ of D suchthat N(D') is a two-
way (15, £)-cutnotdeletedfrom 7, which thusviolatesthe
stoppingcondition. |

3.3 Full proof of Thm. 3.3

LEMMA 3.8. SupposeY is e-balancedand A; meetsD.
Theneither there is a detectorin D + Y or the following
conditionshold:

(a) Y stronglycrossesX;, and

(b) N(D n B;) isatwo- Way ¢ -balancedmin-cut.
Proof: Supposehereis no detectorm D +Y. SinceA;
and B; eachcontaina detectoy they meetC. Now we can
invoke the Two-QuartersLemmato quartersB; N C and
A;nND andconcludethatA N D is tight. We claim that
|B; N D| > {5n. Indeed,otherwise|4; N D| > {5, soby
Lemmas3. 7N(A N D) is atwo-way cut, which contradicts
Lemmag3.6. Claim proved.

This proves (a) and shaws that N(B; N D) is an -
balancectut. To complete(b), notethat B; N D is tight by
the Two-Quarterd. emma,soby Lemma3.7 N(B; N D) is
two-way. O

Let Y bean e-balancedwo-way min-cutwith sidesC'
and D. We needto shav that D meetsY or both sides
thereof. For the sale of contradictionsupposet is not so.
Thenwithout lossof generalityD C C, whichimpliesthat
C meetsevery A; and B;. Clearlythen4; ¢ D + Y, for
every 5. Also notethat, by Lemma3.7 D cannotcontain
disconnectedight sets larger than {5. There are three
possiblecaseavhich we prove separately:

1. Y doesnotstronglycrossary X;.
2. Y stronglycrossesxactly one X;.
3. Y stronglycrossestleasttwo X;'s.

1. Cut Y does not strongly cross any X;. To re-use
this proof for the seconccasewe will assumehatY” is only
f—g—baIancedratherthane—balanced,

Sincewe assumedhat X; doesnot stronglycrossY” by
Lemma3.8we have all A;’saredisjointwith D. Usingthis
factwe shaw thateachX; excisesa smalla pieceof sizeat
mostk from D, andfinally we shav that D\ U X is large,
tight, connected,and preseres UA;, and thus algorithm
couldhave madeat leastonemorestep.

Let X;,, X, ... X;, beall cutswhich areintersecting
with D. LetD; = D —-DnJ;_, X;,,Y; = N(D;) and

C; =V =Y; — Dj;. Firstof all

d 8e 10 _ 3e
h=1
Thelasttransitionis because: < 20n
We will prove by inductionthateachD; is tight, con-
nectedandcorrespondingutY; = N (Djy) is two-way for
every0 < j < t.
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(b)

Figured: Threedifferentoptionsof how Y caninteractwith the setsX; in the proof of Theorem3.3. For (c) we prove the
portionof Y betweenX; and X» shrinksto theemptyset,andX; NY = XoNY.

Supposewe did that, then D; by its constructionis
disjoint with ary X;, andthusall A;’'s aredisjoint with Y7,
andhencelie in V — D, — Y, thereforeY; preseres|J A4;
(becausé@; is atwo-way cut). Ontheotherhand|D;| > f—gn
and|Cy| > |C| > eN. SoY; is 25-balancedwo-way min-
cutandpreseres|J A;, thusour algorithmcouldhave made
onemorestep,andsowe cometo contradiction.

Now we have to prove our claim. Clearly Dy is tight,
connectedand N (Dg) = Y is two-way by our definition of
Y andD. Supposehe claim holdsfor D;_;, we now prove
it for D;. We have

Dj = Dj—l - Dj—l n X,'J. = Bij N _D]'_l.

If D; is disjoint with X;, thenD; = D;_; andwe are
immediatelydone. Otherwise,Y;_; weakly crossesX;.
(Indeed,D;_; is not presered by X;;, andC;_; 2 C
and hencemeetsboth A;; and B;; andso not presered.)
But thenwe satisfyconditionsof the Two-Quarterd.emma,
whereA;; N C;_1 andB;; N D;_; is notempty andthus
D; = B;; N Dj_, istight. Thereforeby Lemma3.7 D;
is connectecand N (D;) is a two-way cut. This provesthe
claim.

2. Y strongly crossesexactly one X;. Indeedconsider
setD' = D N B;. By Lemma3.8 andour assumptiorthat
therewerenodetectorsn D + Y, it hassizeatleastf—gn, is
tightandcorrespondingutY’ = DNX;+ X;NY +YNB;
is two-way min-cut.

SinceD' C D, andonly one A; meetsD (andit does
not meetwith D' by our construction),no A; meetswith
D'. Thereforeby Lemma3.8Y" doesnot stronglycrossary
X; andthus by the case(3.3) Y' is detectedoy D. This
provesthatthereis at leastonedetectorin Y’ + D', andby
constructior”’ + D' C D+Y, andthereforethereis atleast
onedetectorin D + Y, contradiction.

3. Y strongly crosses at least two X;'s. We have to
prove thateitherD + Y containsatleastone detectorfrom
D (andthuscontradictingour assumption)or we couldhave
doneone more stepof the algorithm A2. Without loss of
generalityY” stronglycrossesX; and X,. (Fig.4c).

Firstwe prove thateachof thetriples (4,, X1, B;) and
(A2, X2, By) partitionsetY into thesamesubsetsNamely
XiNY =X,NnY, AiNY =B,NY andB; NY = 4A,NY.
Indeed,

Y=YNA4+YNX;+YNB,,

andsinceA; C By, wehavethatY N 4; C Y N By, and
analogouslyy N1 A, C Y N By, but by the Two-Quarters
Lemmawehave|YNA;| = |YNB;|and|YNAy| = |[YNBs|
andthusY N A4; =Y NBy; andY N A, =Y N By, andthus
XinY=XnNnY.

Wewill provethateitherthereis aleftoverpartD’ in D,
which could have usedfor the next stepof the algorithm,or
Y is detected.

SinceX; (i=1 or 2) stronglycrossed’, D is partitioned
by X; onthreenonemptypartsD; = DN B;, D} = DN A;
andD}" = DN X;. Now, by Lemma3.8andourassumption
thatD N (D +Y) = 0, we concludethat D} is tight,
D! > %<p and N (D)) is two-way min-cut.

ConsiderD' = D n D). We claimthatthecorrespond-
ingcutZ = N(D') is atwo-way ({5, )-Cut thatpreseres
UA;. This contradictsthe stoppingcondition of the algo-
rithm: it could have madeone moreiteration. Thereforeit
remaingo provetheclaim.

Firstly, D' is tight by the Two-Quarterd emmaapplied
tocutsN(Dj) andN(D}). Its sizeis

|D'| = |DinDi| =|D- (DY + Di")uU (D + Dy
en 6e
> —2(= >
> en 2(10+/$)_ wn,

so(1) Z is {5-balancedand(2) D' is connectedy lemma
3.7andtheassumptionthatD is disjointwith Y + D. Since
Z = (X1 UX3)N(DUY), weconcludethat(1) Z is two-
way, sinceV — D' — Z is connectedas a union of three
non-disjointconnectedsubsets”, A; and 4., and(2) Z is
disjointwith UA; by Lemma3.5.

To prove that Z preseresUA; it remainsto show that
all A;’saredisjointwith D'. Indeed supposesomeA; meets
D'. It cannotbe properly containedin D, hencein D’.



So, since4; is connectedit meetsZ, contradiction.Claim
proved. O

4 Extensionsand further directions

Thereare a numberof naturalquestionsleft openby this
work. One is to investigatewhether an (e, k)-detection
setfor nodefailuresof minimum size canbe computedin
polynomial time for a given graphG; this would parallel
the perinstanceresult we obtain for edge failures. We
notethat Section3.1 provides suchan optimality resultfor
nodefailureswhenthe adwersaryis restrictedto deletinga
shredder

It would be interestingto extend our resultson node
failuresto obtain boundsfor strongdetectionsets. In fact,
our boundsfor shreddersapply alreadyto strongdetection;
andin the full versionwe provide a stepin this direction,
shavingit sufiicesto have astrong(e, k)-detectiorsetD’ for
somesubgraphG’ = (V, E') of G of the sameconnectvity
k. Sowithout lossof generalitywe canassumehatG is
minimally k-connected.

It would clearlybeinterestingo obtainresultson detec-
tion setswith respecto adwersariegshatcandeleteanumber
of nodesequalto a constantimesthe node-connectity, by
analogywith ourresultsfor edge-connectity. To obtainde-
tectionsetboundsherethat areindependenbf the valueof
K, it is not difficult to seethatwe needto focuson weakde-
tection;indeed thereexist graphsn whichwe would needat
leastk — x nodesin ary strong(e, k)-detectionsetfor node
failures.

Finally, the problemof decidingwhethera givenset D
is an (e, k)-detectionset provides anotherclear connection
to the problem of balancedseparatorsn graphs: indeed,
deciding whetherthe empty setis an (e, k)-detectionset
is coNP-completdecauseof its equivalenceto a balanced
separatomproblem. On the other hand, using techniques
from [10, 20], we canobtain a polynomial-timealgorithm
for decidingwhetherD is an (e, k)-detectionset for node
failureswhenk = k; thisis non-trivial dueto the factthat
therecanbe exponentiallymary min-node-cuts.
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