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Extensibility and Flexibility Requirements
P h ases A p p ro ac h
� Traditional NetFlow with the v5, v7, or v8 NetFlow export

New requirements: build something flexible and extensible
� P has e 1 :  NetFlow vers ion 9

A dv antages: extensibility
I ntegrate new tec hnologies/ data ty p es quic k er

( I P v 6 ,  B G P  next hop ,  L ay er 2 ,  etc . )
I ntegrate new aggregations quic k er

Note: for now,  the temp late definitions are fixed
� P has e 2 :  Flexib le NetFlow

A dv antages: c ac he and exp ort c ontent flexibility
U ser selec tion of flow k ey s
U ser definition of the rec ords

Exporting 
P roc e s s

M e te ring 
P roc e s s
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Flexible Flo w  Rec o rd:  K ey Fields
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B G P N e x t  H o p
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So u r c e  M A C 
a d d r e s s

De s t i n a t i o n  
M A C a d d r e s s

De s t i n a t i o n  
V L A N

So u r c e  
V L A N

L ay er 2

Flexible Flo w  Rec o rd:  K ey Fields

I s -M u l t i c a s t

R e p l i c a t i o n  
F a c t o r
R PF  Ch e c k  
Dr o p

M ultic ast

N e x t -h e a d e rO p t i o n  H e a d e r

H o p -L i m i tT r a f f i c  Cl a s s

E x t e n s i o n  
H e a d e r sPr o t o c o l

Pa y l o a d  Si z eI P ( So u r c e  o r  
De s t i n a t i o n )

Pa c k e t  Se c t i o n  
( H e a d e r )

Pr e f i x  ( So u r c e  o r  
De s t i n a t i o n )

Pa c k e t  Se c t i o n  
( Pa y l o a d )

M a s k  ( So u r c e  o r  
De s t i n a t i o n )

DSCP
M i n i m u m -M a s k  
( So u r c e  o r  
De s t i n a t i o n )

L e n g t hF l o w  L a b e l

I P v 6

Pa y l o a d  L e n g t h
H e a d e r  L e n g t h V e r s i o n
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Flexible Flo w  Rec o rd—N o n-K ey Fields 

� P lu s  any  of  the potential “k ey ” f ields :  will b e the valu e 
f rom  the f irs t pac k et in the f low

Bytes Square Sum

P ac k ets L o n g

Bytes

Bytes L o n g

Bytes Square Sum L o n g

P ac k ets 

C ounters
sysU p T i me F i rst 
P ac k et
sysU p T i me F i rst 
P ac k et

T imestamp
T o tal  L en g th  
M i n i mum
T o tal  L en g th  
M ax i mum
T T L  M i n i mum

T T L  M ax i mum

I P v 4
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W h at abo ut I P FI X  and P S A M P ?
E xporting  P roc es s
This  is  I P FI X

M etering  P roc es s
This  is  P S A M P  ( only  
f iltering , s am pling , 
has hing )

R FC 3 9 1 7:  R eq u irem ents
S hared I nf orm ation M odel

I P FI X  and P S A M P  are c om plim entary :  no m ore b ou ndary

I P FI X / P S A M P  c onf ig u ration via X M L
O ne f low rec ord c om pos ed of  one pac k et?

Flexib le NetFlowFlexib le NetFlow
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W h y is I P FI X  no t w idely D ep lo yed Y et?
� W hat’s  m is s ing  in NetFlow v9 :

V ariable length,  a p roblem with strings
S ec urity  
T emp late W ithdrawal M essage

� The valu e is  in the M etering  P roc es s  

� Note:  we will im plem ent I P FI X  E xport per S C TP  S tream
draf t-ietf -ipf ix-export-per-s c tp-s tream -0 0  
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N etFlo w  as A lternativ e to  syslo g ?
� Firewall:  b etter throu g hpu t and c onnec tion/ s  b y  u s ing  
NetFlow as  oppos ed to S y s log

� W hat’s  in a nam e?
W e do exp ort M A C  address,  V L A N,  M P L S  info

R emov e I P   ; -)
W e c an define any thing we want as I nformation E lements
I P F I X  bec ame a generic  streaming p rotoc ol

C hange to “I P  F lexible I nformation eX p ort? ”
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M etering  P ro c ess C h alleng e
Flexible N etFlo w  is v ery Flexible…
� E as ier to s hoot y ou rs elf  in 
the f oot

� L et’s  not f org et that the 
rou ter s till has  to rou te 
pac k ets  

� M ig ht need s om e 
c ons u lting  s ervic es  f or 
every  c u s tom ers  

No one siz e fits all
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M etering  P ro c ess C h alleng e
Flexible N etFlo w  is v ery Flexible…

destination address inp ut destination M A C  address of p ac k ets 
rec eiv ed by  the router
sourc e address sourc e M A C  address
inp ut P ac k ets rec eiv ed by  the router
outp ut P ac k ets transmitted by  the router

E xamp le of M P L S  P E  with Q oS  … and a distributed sy stem

match d atal i n k mac {d e s ti n ati o n  ad d r e s s  i n p u t |  s o u r ce  
ad d r e s s {i n p u t |  o u tp u t} }

match d atal i n k mac d e s ti n ati o n ad d r e s s o u tp u t

match d atal i n k mac d e s ti n ati o n ad d r e s s i n p u t
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P erf o rmanc e C h alleng e
M o v ing  B o ttlenec k

� “c ons u m e a lot of  C P U ”
->  pac k et s am pling
->  m etering  proc es s  in hardware

� “c ollis ion in the c ac he”
->  im proved the has h f u nc tion
->  inc reas ed the c ac he s iz e

� “c ons u m e m u c h b andwidth”
->  f lexib le f low rec ord
->  per interf ac e, per direc tion 
->  export c ac he ty pe per c ollec tor

� Next one:  the c ollec tor?
->  do we need an overlay  network  of  c ollec tors ?           
f or exam ple, f or data retention
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I P FI X  L imitatio n
Field N o t O bserv ed
� No s pec if ic  valu e f or “not ob s erved”

E xamp le: I C M P  ty p e,  p ort number,  T C P  
window siz e for U D P  traffic
W hic h one to c hoose?
S p ec ific  v alue p er information element?

� “I f  a s pec if ic  I nf orm ation E lem ent is  
req u ired b y  a Tem plate, b u t is  not 
availab le in ob s erved pac k ets , the 
E xporting  P roc es s  M A Y  c hoos e to 
export Flow R ec ords  withou t this  
I nf orm ation E lem ent in a D ata 
R ec ord def ined b y  a new Tem plate”
R FC 51 0 1
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I P FI X  L imitatio n
N o  S truc ture D ata
� “M P L S  L ab el and M P L S  L ab el P os ition” les s on learned

T he c ontent of one v alue dep ends on the c ontent of another 
one: this break s the design
R F C 5 1 0 2 : mp lsT op L abelS tac k S ec tion,   

mp lsL abelS tac k S ec tion[ 2 -9 ]
� L is t export

outp ut interfac e for multic ast
A S  in the A S -P A T H
R F C 5 1 0 1  “I f an I nformation E lement is required more than onc e 
in a T emp late,  the different oc c urrenc es of this I nformation 
E lement S H O U L D  follow the logic al order of their treatments by  
the M etering P roc ess. ”
H ardc ode the intelligenc e in the c ollec tor?   
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C h alleng e
O v erlo ad T h e O p tio ns T emp late

� O ptions  Tem plate is  u s ed f or …
S tatistic s I nformation in the I P F I X  p rotoc ol ( T he M etering P roc ess 
S tatistic s,  T he M etering P roc ess R eliability  S tatistic s,  E xp orting 
P roc ess R eliability  S tatistic s)
T he F low K ey s O p tion T emp late
R educ ing R edundanc y
ifI ndex/ interfac e name matc hing
E tc …

� Y es  every thing  is  pos s ib le 
with O ptions  Tem plate R ec ord

� This  c om plic ates  the c ollec ting  
proc es s  
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I P FI X / P S A M P  Future A rc h itec ture?
� E nab le s everal c ac he ty pe f or dif f erent pu rpos es , 
exported to dif f erent exporters

� O ptim iz ed c ac he ty pe
F or examp le,  the c ore traffic  matrix

� G eneric  c ac he ty pe
T he c ollec tor would quic k ly  c onfigure a new c ac he ty p e,  with a 
sp ec ific  filter,  for v erific ation
F or examp le,  sec urity

“A d v a n c e d  N e t w o r k  M o n i t o r i n g  B r i n g s  L i f e  t o  t h e  A w a r e n e s s  P l a n e ”
A n d r e a s  K i n d ,  S p y r o s D e n a z i s ,  X e n o f o n t a s D i m i t r o p o u l o s ,  B e n o i t  C l a i s e
I E E E  C o m m u n i c a t i o n s  M a g a z i n e ,  2 0 0 8
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I P FI X / P S A M P  Future C h alleng e
� M ore and m ore ob s ervation points

B efore/ after Q oS  
B efore/ after W A N op timiz ation
O n different line c ards ( i. e.  different observ ation domain)

� Flow rec ord c orrelation is  a M U S T
B iflow is good start

� Two dif f erent as pec ts  to the I P FI X  M ediation Fu nc tion 
c u rrent work  …
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W h at if  w e c o uld start I P FI X  f ro m 
sc ratc h ?
� Flexib le H eader

C ontaining information elements
� S om e m ore inf orm ation elem ent attrib u tes  

in the temp late definition: p re or p ost,  k ey -field or not,  etc .
I n the flow rec ord: observ ed or not

� X M L  tem plates  as  an ans wer to s tru c tu re data?  
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A c c urac y o f  ( P ac k et)  S amp led N etFlo w
Researc h  P ro j ec t
� Mathematical model v alid f or  r an dom s amp led N etF low
� S q u ar e s u m of  b y tes  av ailab le in  F lex ib le N etF low

“c o l l e c t  c o u n t e r  b y t e s  s q u a r e d  l o n g ” i n  t h e  CL I
� “P ack et S amp lin g  f or  F low  A ccou n tin g :  C hallen g es  an d L imitation s ”,  T an j a Z s eb y ,  T homas H ir s ch,  B en oit C lais e,  P A M 2 0 0 8  � � � � � � � � � � � � � 	 
 � � 
 � � 
 � � � �� 	 ��

M e an  P ack e t S i z e  µf
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E s ti mati o n  A ccu r acy  ( P L T _ N Z I X 1 ,  S 2 4 D 0 0 ,  C i s co ,  f = 5 %
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S om e m or e 
R ea ding


