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Netconf overview

e XML-basedNetwork management
configuration protocol

Multiple configurations

- Running
e Transport protocol _ Candidate
- SSH, SSL, BEEP, SOAP, ... - Startup
e RPC e Capabilities

- get, get-config - Writable-running

- Xpath
Candidate

- edit-config, copy-config, delete-
config

- lock, unlock

— Close-session, kill-session
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YencaP architecture
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YencaP modules system
G-

register to Prae e o]
Module
+ Public copy—config
+ Fublic get—config Module
+ Public edit—config Resolver
ﬂ u
Firewall _hodule Interface hModulke Easy Module BGP_Module

+ Public Method
# Protected Method
— Private Method

+ Public Method
# Potected Method
— Private Method

+ FPublic Method
# Potected Method
— Private Method

+ Public Method
# Protected Method
— Private Method

"f..'M L

?

RBAC_hodule

+ Public Method
# Potected Method
— Private Method

Modole Register Table

Module

HKPath expression

Firewall_Modol=s

smecurity/firewal |

foonti ginstwor kibgp

.. | BGP_Module
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 http:/152.81.48.41/

Agent list

NetConf Madynes
Manager

Bookmarks Tools Help

<,‘£‘ o E> 5 @ ‘: ) @ < http:/{152.81.48.41:8888/index.htm!

152.81.48.41

Oco |G,

Copy-canfig
Delete-config

Edit-config

ters

get-config page (Help)

Configuration to retrieve :

ﬂ Candidate
d Startup
J Running

Filter type :

)

i

Subtree

Request :
XPath Subtree
i<netconf>
<interfaces/>
& ||Request </netconf>

el |

NetConf Manager

Get-Config

Retrieve all or part of a
specified configuration,

There is two parameters

needed :

Name of the

configuration datastore being
queried. such as <running/>.
<candidate/> or <startup/>

—filter : The filter element

identifies the portions of the
device configuration to
retrieve. This element have a
‘type' attribute which could

be 'xpath’ or 'subtree'

- 'xpath’ type : means that the
filier element contains an

xpath request such as :

/netcont /interfaces

- 'subtree' type : means that
the filter element contains a
subtree filter which is
comprised of zero or more
element sublrees representing
the filter selection criteria
<users>
<user>
<name>root</name>
<id/>

</user>
<users>
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<get-config>

netconf/asterisk/data

</get-config>

‘D<netconf>

<asterisk>

</asterisk>
</netconf>

<data></data>

Access control on VolP

Access control policy
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Asterisk overview

> Open source pbx system developed by Mark Spencer
> Supports VoIP with SIP, h323, and IAX

> Linux based

SIP phone

SIP phone

f Asterisk PBX

SIP phone

~

SIP phone
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Mapping configuration files to
XML

voicemail.conf

[de

extensions.conf

12

asterisk.conf

ext
ext
ext
ext

42
43
43
40

[gl
ast
ast

A1] " ast
ast

ast

sip.conf

[general]

ext_ ., context=default
40/ {#5 recordhistory=yes
realm=mydomain.tld

port=5060

asthindaddr=0.0.0.0

srvlookup=yes

¥
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NetConf Module

<?xml version='1.0"' encoding="utf-8'>
<asterisk>
<file name="asterisk.conf”>
<section name="global”>
<attribute name="astetcdir”>/etc/asterisk
</attribute>
</section>
</file>
<file name="sip.conf” >
<section name="general” >
<attribute name="context”>netconf
</attribute>
</section>
</file>
</asterisk>
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Abdelnur, Cridlig, Bourdellon, State, Festor




YencaP Module

| Request |
NetConf
/-\ Module
NetConf NetConf \
Manager Agent \
J Asterisk
& PBX
NetConf
Module
. Response |
30/07/2005 18th NMRG - VoIP Security Assessment 10

Abdelnur, Cridlig, Bourdellon, State, Festor



NetConf Demo

<rpc xmlns="'urn:ietf:params:xml:ns:netconf:base:1.0' message-id="'1"'>
<edit-config>

<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0'>
<netconf>
<asterisk>
Add a new user <file name="sip.conf">
<section name="DEMO" xc:operation="create">
) ) <attribute name="username">FOO</attribute>
username="FOO <attribute name="secret">BAR</attribute>

<attribute name="type">friend</attribute>
<attribute name="host">dynamic</attribute>
<attribute name="context">DEMO</attribute>
<attribute name="dtmfmode">inband</attribute>
<attribute name="callerid">DEMO</attribute>
</section>
</file>

</asterisk>

</netconf>

</config>

</edit-config>
</rpc>
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. ] Fuzz
Security Security Pa ckg’t
Assessment Assessment soft

/N

i

XML
Templates

g e

Ploratipues

Fuzzy Packet is a tool that is able to
manipulates and generates data
messages by injecting and
capturing packets into a network .

Its functionality depends in the
XML templates which configure the
actions to take.

Its architecture embeds on a Plug-
In model, so it provides an easy
extensibility to new features.

30/07/2005

18th NMRG - VoIP Security Assessment
Abdelnur, Cridlig, Bourdellon, State, Festor

12



.ﬂa']"]‘j".ljf}‘(h nent of Dynamic Networks ::n:F Serilice

Fiuser gener at or >
<assi gnuser >user </ assi gnuser >
<assi gnpass>pass</ assi gnpass>
</ user gener at or >

Data Generator (Fuzzer)

Random user and password generator
PlugIn

<stri ng>REG STER si p: PBX- Server.com S| P/ 2. 0</ stri ng>
<CRLF/ >

Creates the string followed by
carriage return and a line feed

<string>From sip:</string>
<vari abl e>user </ vari abl e>

<stri ng>@BX- Server.conx/string>
<CRLF/ >

Creates the string followed by the

<string>Call-1D: </string>
<randonstr>
<m nl en>5</ m nl en>
<letters/>
<nunber s/ >
</ randonstr >
<st ri ng>@BX- Ser ver. conx/string>

<CRLF/ >
@Jenerates

REAQ STER si p: PBX- Server.com SIP/ 2.0
From sip: Sm t h345@BX- Server.com
Call -1D: 9F1994A81DD@PBX- Ser ver.com

result of the python code

Creates the string followed by a
random string composed of letters
and numbers with length bigger that
5 characters

Other possible actions
*Replace Reg. Expressions
*Repeats blocks
Conditionals, probabilities
*Execution of Python Methods
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User Enumeration

Register Captures the replies and generates an authenticate

eply .
/ﬁ\‘ message if necessary

o Assignthe captured packet
Authentication (/ <filter>udp and port 5060</filter> g .
Register <assi gnvar >msg</ assi gnvar >
Pack . ..
ackets Checkif the Call-ID is in our
<conti nue>cal | i dExi st (nsg) </ conti nue> list of msg
<choi ce>
<option>
. . <condi ti on> ) )
Generates REGISTER messages and inject them i sUser Exi st s(msg) Check if Status-Code is 100
into a network. </condition> Trying. Add to a priority list
<sni ff> </ opti on>
<devi ce>et h0O</ devi ce> <option>
<i nj ect> <condi ti on> . .
<packet > i sUser Acept ed( nsg) Check if Status-Code is 200
<et her net > </ condi tion>
<sour ce>. . </ source> .. Ok. User accepted bythe
<destination>..</destinati on> </ option> Server
<i p> </ choi ce>
- <conti nue>i sRequi r edAut h(nsg) </ cont i nue> .. .
</ip> <i nj ectrepl y> An Authentication challenge is
</ et her net > <i nvert packet/> i it ini
</ packet > <xi :include href="SIP/ Auth.xm"/> reqUIred’ SOIF InJeCtareply
<xi :include href="SIP/ Register.xm"/> </injectreply> message for it
</inject> </ capt ure>
</sniff>
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RPT
Li st eni ng RPT MSG B

Sni ffed

RPT M5G B

Sni ffed
Codecs
RPT
sni ffed

RPT SPAM

Sniffing Codecs

Spam Injectlon

Listening RPT packets

<pycode>rtp = RTPPacket s() </ pycode>
<pycode>rt p. st art Readi ng() </ pycode>

<sni ff>
<devi ce>et hO</ devi ce>
<filter>
<string>p src net </string>
<vari abl e>CALLED | P</vari abl e>
<string> and udp and src port </string>
<pycode>CALLED RPT_PORT</ pycode>
</filter>
<capt ur e>

<assi gnvar >nmsg</ assi gnvar >
<pycode>rtp.|istenCurrentPacket (nsg) </ pycode>
</ capt ure>
</sniff>

<pycode>rt p. st opReadi ng() </ pycode>

Injecting Spam

<pycode>rtp = RIPPackets() </ pycode>

<capt ure> <pycode>rt p. openFi | e(codecs, "t est.wav") </ pycode>
<assi gnvar >nsg</ assi gnvar > <pycode>rt p. st art Readi ng() </ pycode>
<choi ce> <sni ff>
<option> <filter> .</filter>
<condi ti on>i sl NVI TE(nmsg) </ condi ti on> <capture>
.. <assi gnvar >nsg</ assi gnvar >
</ opti on> <pycode>rt p. set RTPFi el ds(nsg) </ pycode>
<opti on> <injectreply>
<condi ti on>i sCK(nmsg) </ conditi on> <pycode>rt p. get Current Packet () </ pycode>
.. </injectreply>
</ opti on> </ capt ure>
</ choi ce> </sniff>
</ capt ur e> <pycode>rt p. st opReadi ng() </ pycode>
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ARP Injectlon
(achiving “man in the middle”)

who Is C7 We want to see all the packets from a
who is A2\ /rho is B Computer A.
ask B& C ask A

« Reply the ARP Request send by every

: \@ 7%) 9 9 computer involving the IP of A.

« To computer A: every IP go through
the intruder

« To other computers: A's IP goes
through the intruder

Still, we want to renew the cache before they send a Request
message, SO we can send ours, once in a while to ensure they
send all packet through our the intruder
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Injects ARP packets into the
TestBed /. caller in order to be in the
I \ middle of every packet it send.

. Injects RTP packets (a recorded
message) into the called party

conversation.

PBX
DHCP
TETP

Capture RTP packets from the
called party conversation and
play them in the current
computer.

6 Try to register (brute force) in
the PBX by injecting and

capturing packets in the
network.

v

Called party Caller party
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