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Abstract—Electric Vehicles (EVs) require a well-developed
charging infrastructure. Especially when used for the daily
commute, most EV drivers will rely on a nightly charge in
their garage, for instance. In typical European urban residential
areas, however, private parking and charging resources are
severely limited. Therefore, public on-street charging often is
the only option. Yet, it faces several limitations that lead to
an inefficient and unfair utilization of charging stations, or
Electric Vehicle Supply Equipment (EVSE). For instance, EVSEs
are often blocked by fully-charged vehicles. We thus propose
and evaluate a cooperative protocol for EVs that facilitates
coordinated handovers of EVSEs. We integrate this protocol
with the ISO 15118 standard and provide a detailed security
analysis. In the evaluation, we show that coordinated handovers
significantly improve both EVSE utilization (helping to amortize
the expensive operating costs) and provide benefits for EV owners
by providing sufficient charging resources. This reduces range
anxiety and saves them from cruising for charging.
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I. INTRODUCTION

-MOBILITY has the potential to harness renewable en-

ergy sources for ensuring efficacy and affordability of
modern transportation systems. The typical challenges of e-
mobility, which have to be solved to make EVs feasible and
attractive to customers, include limited range and lack of
charging infrastructure. This situation is exacerbated by the
high installation and maintenance cost of EVSEs of up to
27150€ and 3075€ p.a. [1], respectively. While the problem
is less grave in suburban areas (where each house or garage has
a power supply) and in commercial parking lots (where cen-
tralized optimization for the available charging infrastructure
can be applied [2]), it is highly doubtful whether a sufficient
coverage with charging infrastructure is realizable for public
on-street parking in urban residential areas, especially in light
of the expected influx of electric cars in the near future. As
an example, the German National Electric Mobility Platform
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(NPE) predicts about 1000000 EVs in Germany by 2020 [1],
with a demand of about 70000 public on-street charging
spots alone. Thus, it is crucial to use this sparsely available
infrastructure as efficiently as possible. In this paper, we focus
on residential areas without private charging infrastructure,
where on-street parking and charging is predominant. In these
scenarios, several limitations are encountered, which result in
an inefficient and unfair utilization of EVSEs.

First, different companies will operate the EVSEs. This
will prevent the development of a unified reservation back-
end. Thus, occupancy information—and, more importantly,
predictions—may not be available.

Second, on-street EVSEs are an unmanaged resource that is
used in a First Come First Served (FCES) order according to
the working hours of the residents.

Third, fully-charged or even non-charging vehicles often
block EVSEs, drastically reducing the total utilization and the
chance of finding charging spots for other drivers. Government
agencies [3] and standardization institutions [4] envision legal
regulations as a means to solve this problem. However, reg-
ulations can hardly enforce an efficient usage pattern, as we
will elaborate on in Section III.

A. Approach

The combination of e-mobility with autonomous driving ca-
pabilities can alleviate some of the aforementioned problems.
Automatic driving applications, e.g., for parking assistance
(BMW Remote Parking) or highway driving (Tesla Autopilot),
are already on the market and fully automated driving has
been demonstrated by several car manufacturers. It is therefore
expected that limited autonomous driving capabilities, e.g., for
parking scenarios, will become market-available in the next
decade [5]. A fully charged (autonomous) vehicle could move
to a regular parking spot in order to make the EVSE available
for the next car. Yet, this does neither solve the occupancy
information deficit nor does it provide a coordinated (and thus
more efficient) strategy. Consequently, a more complete so-
lution will also facilitate Inter-Vehicle Communication (IVC).
IVC enables cars to be notified when an EVSE becomes avail-
able. However, if multiple vehicles learn about the availability
of an EVSE, they will compete for this scarce resource and
only one of them will succeed, while the others will waste
time and energy in their failed attempt. To prevent this, we
propose a coordinated strategy that incentivizes cooperation
and mitigates malicious behavior.

B. Contribution

In this paper, we design, implement and evaluate a coop-
erative protocol for EVs that facilitates coordinated handovers
of EVSEs. This protocol solves the abovementioned problems



of scarce on-street charging as follows. EVs charging at an
EVSE are incentivized to make it available to the next vehicle
as soon as possible, while avoiding competition between the
possible successors. It further provides occupancy availability
and projection to interested EVs. A security analysis shows
the protocol’s practical feasibility. We integrate this protocol
with the ISO 15118 [6], [7] standard, which specifies Vehicle-
to-Grid (V2G) communications, certificate infrastructure and
payment models for e-mobility, to demonstrate a practical
implementation. To the best of our knowledge, we are the first
to address the problem of efficiently and securely managing
scarce on-street charging in a cooperative manner.

C. Outline

The remainder of this paper is structured as follows. Sec-
tion II discusses related work on parking/charging management
as well as e-mobility architecture and standards. We define our
scenario and describe assumptions in Section III. Section IV
presents design decisions. The proposed protocol itself and its
integration with ISO 15118 is introduced in Section V. Possible
attacks on the system and their mitigations are presented in
Section VI. Section VII describes our simulation setup. We
provide simulation results in Section VII. The paper concludes
in Section IX.

II. RELATED WORK

In this section we provide a short summary of related
solutions for an efficient charging/parking management. We
also present the technical background of V2G communications,
especially ISO 15118, as well as related work on e-mobility.

A. Centralized Reservations

A seemingly obvious solution to the three problems de-
scribed in the introduction is a central reservation system—an
approach that is widely used in parking management systems.
In commercial parking lots or garages, for instance, this allows
to take customer requirements (such as arrival/departure time,
State of Charge (SoC), etc.) into account for a centralized
scheduling and thus for a local optimization of charging
resources [2]. For on-street charging, however, a central reser-
vation system is unfeasible for the following reasons.

On the one hand, current developments suggest that the
EVSE market will be highly partitioned between utility com-
panies, gas station operators, and even vehicle manufacturers'.
Thus, a single (i.e., unified) backend, as assumed by Bedogni
et al. [8], providing EVSE reservations for all these different
operators is implausible, just as “gathering [all parking lots]
under the same authority is hard if not unfeasible” [9].

On the other hand, if there was a single backend, how
would reservations be enforced? In an environment with a
severe shortage of parking spots, it is not uncommon that
drivers deliberately park in no-park zones (see Section III).
Legal regulations alone cannot solve this problem.This is also
a weakness in current standardization effort ETSI 101 556-
3 [4], which assumes that “there is no point for the EV to stay
longer than reserved”.

Uhttp://www.teslamotors.com/supercharger
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Figure 1: Relationship and security of ISO 15118 actors.

B. Decentralized Reservations

An alternative solution that overcomes some of the men-
tioned problems is a decentralized reservation mechanism.
Delot et al. [10] present a reservation protocol for park-
ing spaces that avoids the competition between drivers for
an available spot. This approach is based on a coordinator
vehicle which is responsible for assigning its spot to (one-hop)
neighbor vehicles interested in an available parking space. This
approach, however, assumes that vehicles in the coordinator’s
communication range are interested in a free parking space at
this point in time. Reservations cannot be made in advance,
e.g., via a query-based mechanism. This makes the protocol
unsuitable for managing reservations for scarce EVSEs. What
is more, we seek to make EVSEs available again as soon as
possible (potentially before an EV is fully charged).

Delot ef al. [10] also provide an in-depth study of park-
ing management approaches. For instance, a game-theoretic
approach by Ayala er al. [11] takes competition between
drivers for available spots into account. Szczurek ef al. [12]
propose machine learning methods for finding the probability
that a given parking location will be available at the time
of arrival. Similarly, Caliskan er al. [13] estimate the future
parking lot occupancy from the available information received
through a VANET. Verroios et al. [14] investigate how to
determine the best way to visit parking spots reported to
be free. To the best of our knowledge, though, none of the
above provides a decentralized and cooperative mechanism for
on-street charging scenarios, which differ significantly from
traditional parking search scenarios as described above. In
addition, our protocol includes a financial incentive system
and corresponding security considerations.

C. Charging Architecture: ISO 15118

Ideally, charging should be as simple as parking for the
driver—yet, a sophisticated backend architecture and protocols
for facilitating information exchange between EV and EVSE
are required in the background. In the following, we provide
a brief overview of the most important standardization efforts.
Due to the extent of the matter, we have to refer the interested
reader to the full standards for all details.

As depicted in Figure 1, ISO 15118-1 [6] defines the actors
in the backend system and protocols for load management,

Mobility Operator (MO)
[ )



billing and clearing, as well as digital certificates. While it
defines several payment options, we focus on the Plug and
Charge (PnC) system, as it offers the highest usability. PnC
requires the user to have a contract with a Mobility Operator
(MO). The MO can be the utility provider that collects
charging fees together with the monthly energy bill. The MO
also issues X.509 certificates to the driver and EV. After a
charging session, the MO receives a Service Detail Record
(SDR) with all information required to pay the Energy Provider
(EP) (which we assume to be identical to the Charging Spot
Operator (CSO), for the sake of readability). After a charging
session, the EVSE informs the EP by sending EV-signed meter
receipts. The EP can use these in case of disputes. When a
billing period ends, the MO provides a bill to the contracted
user for received SDRs.

ISO 15118-2 [7] defines detailed communication protocols
and application layer messages including security mechanisms
based on Transport Layer Security (TLS) and XML Security.
The message exchange between EV and EVSE happens in
five phases after the EV is physically connected. In the
Communication Setup, a session is initiated. The EV will
then choose the desired charging service and agree with the
EVSE on payment options in the Identification, Authentication
and Authorization phase. We assume a contract-based payment
here, as it requires no user interaction and allows PnC. Other
payment options include credit, debit and prepaid cards. Before
the actual charging process, parameters such as desired depar-
ture time, requested amount of energy, available power, etc.
are exchanged in Target Setting and Charge Scheduling. Pe-
riodic ChargingStatus and MeteringReceipt messages provide
updates about the charging progress during the Charge Control
and Re-scheduling phase. In the End of Charging Process, the
charging session is stopped.

D. E-Mobility and Smart Grid

A hot research topic is the integration of EVs into smart grid
applications. This integration allows adopting dynamic pricing
tariff schemes, limiting power peaks and lowering electricity
bills by shifting consumption [15] towards low-demand times,
typically at night. Further, EVs can support the electric grid by
supplying energy from their batteries during peak hours [16].
To be fully effective, however, these approaches require many
EVs to be plugged into the grid throughout the day. This is
reasonable in a suburban environment with private charging
infrastructure and several cars per household. In this paper’s
scenario, however, we focus on downtown areas with on-street
charging only. As a consequence, the availability of EVSEs
is highly limited (which some authors try to address through
planning frameworks for EVSE locations [17]).

Reservation systems that plan routes along where EVSEs
are available, either at highway exits [18] or parking lots [19],
make sense for long-distance travel, but not for typical com-
mute distances and residential parking as considered in this
paper. What is more, we aim to maximize the overall EVSE
utilization and EV throughput, which is contradictory to EVs
being constantly plugged into the grid. Typical charging station
scheduling rather focuses on maximizing revenue for load

Figure 2: Multiple parking violations due to lack of regular
parking spaces [22]. Hatched areas are no-parking zones.

aggregators [20] or on compensating the time-varying reactive
power of the grid [21].

III. SCENARIO

We focus on typical European downtown residential areas
with large apartment buildings without private parking infras-
tructure (see Figure 2). In this environment, public on-street
parking is predominant and there is a chronic shortage of
parking spots, especially in the evening when most residents
return from work. As a result, parking violations are quite
common. In particular, drivers deliberately park in no-park
zones as depicted in Figure 2, despite the risk of getting fined.
This shows that legal regulations do not necessarily lead to
correct behavior, if the infrastructure cannot cope with the
demand.

A similar overdemand can be expected for public EVSEs,
which can lead to fully-charged or non-charging vehicles
blocking EVSEs, too. The German government anticipates
an influx of up to 1000000 EVs by the year 2020, with a
demand for about 70000 public on-street AC EVSE alone
(corresponding to 5 % of the total demand). With installation
and maintenance cost of about 10500€ and 1750€ p.a. per
unit, respectively [1], the financial feasibility of so many on-
street EVSEs is highly questionable though. Fast charging DC
EVSEs (e.g., Combined Charging System (CCS) [23]) are even
more expensive at 27150 € plus 3075 € p.a.

A promising low-cost solution is to turn street lamp-posts
into charging stations. In Berlin, Germany, several dozen are
already installed, at unit costs of less than 500<€. Being
connected to the low-voltage grid (which saves significant
installation costs), their charging power is limited to about
3.7kW which is also the power output of typical home
chargers. Yet, most market-available EVs do not support high-
power charging per default anyway. Moreover, CCS EVSEs
are very expensive and thus scarce. Furthermore, fast charging
generally reduces battery capacity and longevity as shown by
Li et al. [24].

In our scenario, we consider both types of charging. In
residential areas, slow (and cheap) charging at 3.7 kW prevails,
resulting in several hours of charging time. For fast and
emergency charging, CCS EVSEs with a power output of up
to S0kW are available along arterial roads, providing charging
times of less than 30 min (resembling classical gas stations).

We assume that vehicles are equipped with IEEE 802.11p
radios for Inter-Vehicle Communication (IVC) and have on-
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Figure 3: Protocol Design

board digital maps including the position of EVSEs that are
generally compatible (in terms of plug standard, voltage, etc.).
Further, we assume low-speed autonomous driving/parking
capabilities, which have been successfully demonstrated al-
ready [25]. This first deployment phase of autonomous vehicles
is expected in the next five years [5], which corresponds to the
forecasting horizon of when a large number of EVs is to be
expected on the streets. Autonomous EVs can either be charged
inductively [26] or be connected automatically via robotic
arms [27]. These systems can be integrated with lantern-post
systems (and thus use the existing low-voltage grid).

IV. PRoOTOCOL DESIGN

In this section, we look at the scenario’s main research
issues as described in Section I and propose solutions. Fig-
ure 3 depicts the resulting protocol design from a high-level
perspective, while Section V describes each protocol phase
in detail. Initially, a vehicle occupies an EVSE in a specific
Region of Interest (ROI) and starts charging (Figure 3, Step
a). This EV is called provider in the following.

A. Distribution of Occupancy Information

Drivers should be able to learn in advance whether specific
EVSEs, for instance close to their home, are currently occupied
or when they will be available again. We therefore facilitate
IVC to send a query for EVSE availability information into
the geographical ROI (Figure 3, Step b, and Figure 4). EVs
querying for information are therefore referred to as requesters.

The provider(s) in the ROI respond with the estimated time
to complete the charging process (Figure 3, Step c). The
requester EV thus learns about whether or not it is practical
to drive to this particular EVSE.

B. Cooperation instead of Competition

To increase the overall utilization and the efficient use of
available EVSEs, we seek a coordinated strategy for handing
over EVSEs to the next EV. The main goals are to (i)
increase the overall chances to use an EVSE by preventing
exclusive First Come First Served (FCFS) usage, and (ii) to
avoid inefficient competition which would result from naively
broadcasting EVSE availability, for instance.

This is realized as follows. Similar to Delot et al. [10], the
provider becomes the coordinator for its resource and chooses
a successor from the set of interested requesters (Figure 3,
Step ¢). While different selection processes are conceivable,
we deliberately use a uniform distribution to randomly select
a successor from the set of requesters. We do so to ensure
a fair selection process. As the selection process is random,
requesters do not need to provide any additional personally
identifiable information. Future models might select the highest
bidder or the EV with the least charging time remaining in
order to maximize EVSE usage. However, this would introduce
security risks, as such properties cannot easily be verified and
business models for malicious nodes could arise.

C. Incentivized Cooperation

In order to minimize blocking of EVSEs by fully-charged
or non-charging vehicles, we propose a financial incentive
system for making EVSEs available to other vehicles as soon
as possible.

The basic idea is to reimburse a provider, who vacates an
EVSE for a requester, for the expenses of (i) reparking and
(ii) possibly forgoing a full battery charge by leaving early.
We measure these expenses in kWh, meaning that providers
do not actually get paid for vacating an EVSE. Instead, the
provider can split his bill with a requester, who then pays the
EP for a certain amount of energy of the provider’s current
charging session.

1) Payment Model: As described in Section II-C, the EVSE
informs the EP about a charging session by sending EV-signed
meter receipts consisting of a timestamp and the charged kWh.
The provider EV keeps copies and has the requester EV sign a
share of the receipts. The signed receipts are forwarded to the
EVSE which acknowledges the delegated payment (Figure 3,
Step d). The provider vacates the EVSE and the requester takes
his place, starting the charging process (Figure 3, Step e).

The exact amount that is delegated to the requester depends
on the provider’s current State of Charge (SoC).

We assume that every driver estimates a minimum en-
ergy level required for the next driving task, SoC,. This
estimation can, for example, be based on recorded energy
consumptions from previous commuting times, which vary
depending on the traffic situation and other uncertainties. In
our scenario, drivers are not willing to vacate an EVSE if
SoC < SoC nin-

If, however, SoC > SoC i, a driver would vacate the
EVSE and thus forego a full battery charge in exchange for
a small incentive. If the provider’s SoC is close to 100 %, he
is more likely to do so and the incentive can be smaller. The
lower the actual SoC is, the larger the incentive needs to be. To
the best of our knowledge, there is no study on the percentage
of users willing to do this.

2) Cost: The total cost c that the provider bills the requester
for vacating an EVSE includes the cost of forgoing a full
battery charge and the cost cpak Of reparking. Providers will
only participate in the protocol if the available meter receipts
cover the cost c, as follows. The cost ¢y, of reparking depends
on the scenario, i.e., how many parking spots are available in



the vicinity in comparison to the total demand, the time of
day, the day of the week, etc. This can be estimated by each
vehicle from empirical values, coordinated between a group
of vehicles as proposed in Parking Communities [28], or be
provided by a backend service [29]. The cost of forgoing a
full battery charge can be expressed as a percental surcharge

ON Cpark:
SoC > S0Cin : ¢ = Cpark - (1 4+ (1 = S0C))
= Cpark - (2 —50C).

Consequently, if SoC = 100 %, only the cost of reparking
needs to be reimbursed: ¢ = Cpark.

3) Discussion: The model has several benefits. First, no
actual money is transferred and no new virtual currencies are
required, as it integrates with the existing ISO 15118 standard.
Second, it handles different pricing models: some EPs charge
per hour, others per kWh. Hybrid models exist as well. Meter
receipts include both the charged kWh as well as the charging
time and can thus be used independently from the actual
pricing model. In particular, if a bill is split between provider
and requester, both of them can pay their share according to
their respective tariff model. The total revenue of the EVSEs
operator is not affected, as charging sessions are always paid
completely (but may be split between provider and requester).

In the future, energy prices may vary greatly, possibly in
minutes. ISO 15118 prepares for this: EVSEs provide EVs
with a sales tariff table to calculate a charging schedule. The
proposed protocol can take advantage of this as follows: EV
A is not willing to pay the current high price and thus waits
for when charging is cheaper according to the tariff table. EV
B, on the other hand, is willing to accept a higher price to
charge as soon as possible. Consequently, B hands over the
EVSE according to the proposed protocol, for as long as the
higher price is valid. When B has been charged to SoC iy, it
hands over the EVSE to A again.

V. PROTOCOL INTEGRATION WITH ISO 15118

In this section, we build upon the design decisions in
Section IV to derive a cooperative protocol for EVs that
facilitates coordinated EVSE handovers. The terms resource,
requester, and provider are used as introduced the previous
section. We integrate this protocol with ISO 15118-2 [7],
which specifies Vehicle-to-Grid (V2G) communications as
described in Section II-C. Consequently, Figure 5 and Figure 6
include clearly marked references to the standard (as described
in Section II-C) where it interfaces with our original contribu-
tions.

A. Phase I: Query

In Phase I, requesters send a SpotReq message via geo-
cast? [30] into the EVSE areas that come into question
(because of their vicinity to the driver’s home location, for
instance). Figure 4 depicts this situation. In addition, vehicles
might query backend services for occupancy information [29].

2A geocast is a special form of multicast in which destination nodes are
identified by geographical positions.

Phase I, II

Figure 4: Phase I: A requester geocasts a SpotReq into a ROI
while driving home and receives SpotRes messages. Phase II:
Provider selects requester. Phase III: Requester waits close to
the provider while exchanging receipts. Phase IV: Payment is
delegated and the EVSE is handed over.
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SpotReq o
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— HandoverReq — frame
T B Phase 1
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opt .
— HandoverRes(true). hold TLS session
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[false] — HandoverRes(false), stop TLS session ——

Figure 5: Phase I and II: Query and Competition.

If there is an EVSE available, the requester drives there. This
is the case, either if the backend knows about the EVSE status
or if no SpotRes message is received. However, if the EVSE
is occupied, the occupying EV (provider) can be considered
a full-fledged network node as connected EVs do not suffer
from a limited energy supply. The provider will thus respond
with a SpotRes message as depicted in Figure 5.

1) Provider: The provider can further estimate (based on
its current SoC and the EVSE’s power output) when it will
have reached SoC' ;. SpotRes thus contains an estimated time



tmin Of when SoC;, has been reached, that is the earliest
point in time when the charging resource can be released,
such that another EV can charge. Moreover, SpotRes includes
the provider’s estimated cost ¢ to vacate the EVSE early (see
Section IV-C) as well as a proof p that the provider is actually
charging (by means of a valid metering receipt per ISO 15118).

2) Requester: It is noteworthy that the SpotReqg/SpotRes
message pair is authenticated via regular Vehicle-to-Vehicle
(V2V) Public Key Infrastructure (PKI) certificates [31]. Due
to geocasting, the provider is not known at this point. Thus,
the provider’s certificate is not available and the query cannot
be encrypted. Requesters check the plausibility of c after
receiving a SpotRes message and then decide to (a) drive
to a different EVSE or to (b) park in a regular parking spot
and wait until ¢.,;,. EVs still interested in the occupied EVSE
at tmin announce their interest and their taking part in the
selection process via a HandoverReq. This polling mechanism
avoids having the provider to keep track of vehicles that have
sent queries at some point in the past, thus reducing storage
overhead. From now on, mutually authenticated TLS sessions
will be established between requester(s) and provider using
EV certificates signed by the V2V PKI as shown in Figure 5.
The provider notices the demand for “his” blocked EVSE
with the first HandoverReq. It starts a timer, waiting for other
HandoverReq to arrive.

B. Phase II: Competition

After a timeout, Phase II starts with the selection process.
The provider determines a successor as described in Sec-
tion IV-B. The selected requester is notified via a HandoverRes
and instructed to hold the TLS session. It can now either
notify the driver or, if applicable, automatedly drive towards
the EVSE and wait close to the provider as shown in Figure 4
(green car). All other petitioners are also notified and the
corresponding TLS sessions are stopped (see Figure 5). The
rejected requesters wait for HandoverRes messages from other
providers they may have queried or, if necessary, periodically
send additional SpotReq messages to (increasingly larger)
ROIs. Note that the time frame between ¢, and the beginning
of Phase II is fixed, so that the overhead of keeping TLS
sessions alive is limited.

C. Phase Ill: Receipt Exchange

While the selected requester is approaching the EVSE, the
provider is typically still charging and following the ISO 15118
protocol for V2G communications between EVs and EVSEs.
In particular, in the Charge Control and Re-scheduling loop
(see Figure 6), it receives MeterInfo data in the ChargingSta-
tusRes and sends signed MeteringReceiptReq messages to the
EVSE. The signed meter receipts can be used for billing
purposes as they provide proof that the charging process has
taken place, as explained in Section II-C. The provider keeps
records of these receipts.

Remember that all communication between requester and
provider is now secured via the previoulsy created TLS
session (see Phase II). Using this secure connection, the
provider sends a share of the receipts to the requester via

the V2VConnectReq/-Res message pair. This share equals the
cost ¢ in kWh as defined in Section IV-C. The requester checks
the validity of the received receipts and compares them against
the cost c of the initial SpotRes message.

D. Phase IV: Payment Delegation

The last phase is concerned with the actual payment as
shown in Figure 6 (lower half). To this end, the requester
first sets up a communication session with the EVSE resource.
As the EVSE has no wireless networking support itself, this
connection setup is done multi-hop via the provider, who
is still physically connected to the EVSE. In other words,
the requester’s ISO 15118 [7] TLS session, which is only
unilaterally authenticated, is tunneled through the mutually
authenticated TLS session between both vehicles.

The requester agrees to pay the split bill by signing the meter
receipts using his own contract certificate. It sends the signed
meter receipts to the resource with the DelegatedPayReq. The
resource verifies the requester’s signature and acknowledges
the pay delegation to the provider including the E-Mobility
Account Identifier (eMAID), which uniquely identifies the re-
quester. The provider can now safely assume that the requester
is assuming liability and further forwards the DelegatedPayRes
as an acknowledgement. It can now close the connection with
the resource and drive away, while the requester takes its place.
The requester is now able to continue the session using a
direct connection proceeding to its own Charge Control and
Re-scheduling loop.

VI. ATTACK MODEL

To evaluate the security of our protocol, possible attack
scenarios are discussed in detail. Our security design is based
on well known primitives, which we accept as assumptions.
This includes the Public Key Infrastructure (PKI) of the
V2V communication [31] as well as Transport Layer Security
(TLS). Following the Dolev—Yao model, we also assume that
the resource EVSE, i.e., the endpoint, is not compromised.
Nevertheless, before going into protocol details, classical at-
tacks are discussed in the context of our protocol design.

A. Classical Attacks

Man-in-the-Middle (MitM) An attacker who acts as a
MitM in the TLS connection between requester and provider
could decipher, inject, and alter messages.

Solution: These attacks are prevented by executing the mutu-
ally authenticated TLS handshake using EV certificates, which
are in turn signed by an Original Equipment Manufacturer
(OEM) organized via the V2V PKI.

Impersonation and Sybil attacks Impersonating another
EV would allow to acquire a charging spot that was already
paid for by the legitimate EV. This could be done by replay-
ing an eavesdropped message. Sybil attacks would allow to
increase the probability to be selected in the Phase II, i.e., by
using many fake vehicle identities while querying.

Solution: Similar to the MitM scenario, these attacks are
mitigated by the V2V PKI and TLS’ replay protection mech-
anisms [32].
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Figure 6: Phase III and IV: Receipt Exchange and Payment Delegation.

Compromising private keys If private keys are compro-
mised, the corresponding certificates have to be revoked to
prevent their usage by adversaries.

Solution: Mechanisms to distribute revocations are revo-
cation lists or queries via Online Certificate Status Protocol
(OCSP). ISO 15118-2 [7] requires OCSP for Sub-CA certifi-
cates inside the chain to the EVSE certificate. EVSE certifi-
cates themselves are short-term, thus no revocation mechanism
is deployed here. How EV certificates are revoked is defined
by the V2V PKI.

B. Denial of Service (DoS)

Naive DoS A simple DoS can be executed by sending many
SpotReq messages.

Solution: Thanks to EV certificates and digital signatures in
V2V communication, providers can block excessive requesters
by their identity.

Requesting charging spot without MO contract An EV
requests a parking spot via SpotReq but does not have a valid
contract with a MO.

Solution: In case this EV is selected, the contract is verified
by the resource in Phase III of the protocol. If this verification
fails, the resource stops the process and informs the provider.
The provider cancels the protocol and waits for new SpotReq
messages. The attacking EV should then be blocked by its
identity.

Requester sending invalid multiSignedMeteringReceipts
If the requester sends multiSignedMeteringReceipts with in-
valid signatures, the resource cancels the process.

Solution: Similar to the previous scenario the provider falls
back to receive new SpotReq messages.

Requester not sending multiSignedMeteringReceipts The
requester can cancel the protocol without informing the
provider or resource, e.g., by not sending multiSignedMeter-
ingReceipts.

Solution: The protocol defines a timeout to handle this
situation. After its expiry, the provider falls back to receive
new SpotReq messages.

C. Protocol Attacks

Location privacy The SpotReq/-Res messages can be read
by neighboring EVs as they are not encrypted. Thus, other
EVs know when and where a charging spot is vacated.

Solution: SpotReq messages cannot be encrypted as they are
sent via geocast routing to a target location, not to a specific
previously known EV. This is a conceptual limitation of such
routing algorithms.

Replaying multiSignedMeteringReceipts The requester re-
plays multiSignedMeteringReceipts from a previous payment
delegation.

Solution: These meteringReceipts cannot be used again
because only meteringReceipts valid for this particular session
are accepted, i.e., meteringReceipts that were created before
and signed by the EVSE.

Honeypot The provider sends a HandoverRes(true) to mul-
tiple requesters, thus decoying them to drive to his resource.
He then splits his metering receipts between the waiting



requesters, delegating a larger percentage of his bill than
usually possible. Only one requester can obtain the EVSE after
the provider leaves, though.

Solution: This fraud is easily detectable: A requester, who
has paid for EVSE access, has the metering receipts as a proof
which can be used by a clearing house to resolve this. In fact,
the physical attacks Third-Party occupying EVSE and Provider
not driving away are very similar.

D. Physical Attacks

Naive blocking of charging spot An EV could block the
charging spot to make profit.

Solution: As explained in the Replaying multiSignedMeter-
ingReceipts scenario, no valid meteringReceipts are available
that could be delegated. Thus a provider cannot easily make a
business out of this.

Third-party occupying EVSE A third-party vehicle drives
into the spot vacated by the provider although the requester
has paid for it.

Solution: This improbable scenario is averted by requiring
the requester to drive as near as possible to the current provider
before proceeding with Phase III.

Provider not driving away After a delegated payment by
the requester to the resource, the provider does not drive away
and still occupies the charging spot.

Solution: In this case, the requester should park besides the
provider and inform local authorities. Because the provider
still occupies the spot, it can easily be held responsible for not
following the protocol and be towed away. A naiive solution
to this attack is to postpone the payment until the provider
vacated the spot. However, this bears the risk for the provider
to not get paid, which is more difficult to resolve than the
original attack.

VII. SIMULATOR EXTENSION AND CONFIGURATION

Veins [33], a framework for vehicular network simulations
based on SUMO and OMNeT++, has been extended to support
our scenarios. We extend SUMO vehicles with a battery,
working day movement, and a behavior model.

A. Battery Model

The EV’s battery model has been adopted from Bedogni
et al. [8]. Because a realistic simulation of battery physics
would be too resource consuming, their battery model is an
efficient approximation for large scale vehicle simulations.
In comparison to real-world EV battery discharging, it is
still highly accurate [8]. Incorporating force, current speed,
and vehicle properties, the average power consumption Ppean
is calculated for each step fg.,. The total battery capacity
Beapacity and the efficiency 7 of transforming electric energy
to mechanical energy are configured as constants. Battery
discharging, i.e., the consumed battery capacity SoC'; for each
simulation step tep is calculated as:

Prean - ts 1
SoCy = SoCy_1 — Zmean 7step -
Bcapacity n

Table I: Summary of simulation parameters.

Number of EVs 3254
Vehicle type e-Golf
Weight 1585kg
g Energy usage 12.7 kWh/100km
»'  Battery capacity 24kWh
Max charging power  AC 3.6kW, DC 50kW?*
Charging time 3.6 kW  ~8h°¢
© Number of AC EVSEs 224/ 44
Ug’;] Charging power AC 3.7kW, DC 40kW
Start of day between 07:00 - 09:00¢
§ Working duration 8h (+ up to 60 min¢)
s Pr for leisure activities 30 %
£ Avg. speed outside 70 km/h
2 Commuting distances cf. Figure 8
Pr to charge at work 25% ¢

S0C cager High (>85 %)/ / Low (50 %)

@ estimation based on Nationale Plattform Elektromobilitét [1]

b with special CCS charging equipment

¢ approx. calculation based on Bedogni et al. [8]

d leisure activities, uniform distribution

¢ for workplaces outside of the simulated area

f threshold based on commuting distance, forces recharging after every trip

Battery recharging uses pow(t), the power delivered by an
EVSE for each simulation step tgep, and w(SoCi—1), a
battery-depended coefficient representing charging character-
istics. Recharging is calculated as:

(pow(t) - tyep) - w(SoCy—1)

B capacity

SOCt = SOCt_l +

By varying pow(t), AC and fast DC charging can be simulated.
As represented in Table I, we assume a Volkswagen e-Golf as
the vehicle type, lamp-post AC EVSEs (cf. Section III), and
fast charging DC EVSEs.

B. Map

As described in Section III, we focus on a typical residential
area, namely a city district of Braunschweig, Germany. The
Ostliches Ringgebiet® is densely populated (6400 people/km?),
with an area of 4km? and a population of 26 616 people [34].
This area has been exported from OpenStreetMap and con-
verted to a SUMO road network. As depicted in Figure 7, 22
AC EVSEs (based on NPE estimation [1]) have been sensibly
placed inside this area. In addition, a second scenario with
44 EVSEs has been generated to simulate a highly optimistic
estimation. DC EVSEs’ locations are not mapped, instead these
are dynamically used while commuting between home area and
workplace.
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Figure 7: Map of Ostliches Ringgebiet with 22 EVSEs.
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Figure 8: Distribution of commuting distances (from Statistis-
ches Bundesamt [35]). For our simulation, same site values are
neglected and changing workplace values are proportionately
distributed among the remaining parts.

C. Working Day Movement

We have implemented a simplified version of the Working
Day Movement by Ekman et al. [36]. A home area and a
workplace location are assigned to each individual vehicle
where the distance between these locations is based on the
vehicle’s commuting distance. The latter are distributed ac-
cording to Figure 8. Home areas are randomly mapped into
the simulated area. Depending on the commuting distance,
workplaces are likely to lie outside of the simulated map.
If vehicles leave the map (and thus town), we assume an

3https://en.wikipedia.org/wiki/%C3%96stliches_Ringgebiet

Table II: Lookup table to determine the search radius and
n, the number of EVSEs an EV is trying to recharge at.

Distance [km] SoC [%] n Radius [m]
SoC < 15 14 150

15 < SoC < 25 24 200

25 < SoC < 50 4 400

I<e<d0 512 soc<73 2 200
75 < SoC < 90 2 200

90 < SoC < 100 1 150

SoC < 25 5 500

25 < SoC < 50 4 500

10< <25 50 < SoC < 75 3 400
75 < SoC < 90 2 300

90 < SoC < 100 1 150

SoC < 50 5 500

50 < SoC < 75 4 400

25 <2 <60 75 < SoC < 90 3 300
90 < SoC < 100 2 150

“SoC is so low that only a small number of EVSEs can be tried
lest the battery fully discharges.

average speed of 70km/h. A SoC, value is assigned to each
individual vehicle. In our simulation, it is a fixed value based
on the vehicle’s average energy consumption and the vehicle’s
commuting distance. In real-world implementations, however,
SoCmin can be calculated dynamically if historic data such as
previous energy consumptions are available (cf. Section IV-C).
As presented in Table I, a working day starts between 07:00—
09:00 when the EVs drive to their assigned workplaces.
Besides parking at work for 8h (plus a 30 % chance of up
to 60min to simulate shopping or leisure activities), EVs
also have a 25% chance to charge at work. On their way
back home, the drivers’ eagerness to charge comes into play.
Current research [37] shows that drivers feel an urge to charge
earlier than actually necessary. If an EV’s SoC falls below
the eagerness threshold SoCcqger, it tries to find charging in its
home area. The higher S0Ccager, the earlier a driver wants to
charge. If an EV is looking for charging, its search radius and
the maximum number n of EVSEs it will try to charge at are
looked up in Table II, which defines a rough approximation
of realistic human behavior. An EV with a low commuting
distance, for example, that has a SoC';y of 50 % or lower tries
up to 4 EVSEs in a radius of 400 m, i.e., without the proposed
protocol it drives to each one and checks if it is occupied or
not until a free one is found. A larger commuting distance
results in a higher urge to recharge in general and a lower
SoCy means that more EVSEs are tried in a larger radius.
If an EV’s SoC; reaches the lowest defined threshold in the
lookup table while driving, a DC emergency charging at 40 kW
(cf. Table I) is dynamically scheduled. Thus, fully discharged
vehicles are prevented.



D. Scenarios

Two general scenarios have been implemented. The unco-
operative scenario (abbreviated as U) without our protocol,
where EVs block EVSEs until the next morning, and the
cooperative scenario (C), simulating the protocol behavior
defined in Section V. To evaluate effects resulting from an
increased number of available EVSEs or different SoC'eager
levels, we define the following 8 fine grained configurations:

U-22-H Configuration U-22-H represents an uncooperative
scenario with 22 EVSEs and a high So0Ceer > 85%.
The number of EVs and EVSEs correspond to the NPE
predictions [1]. Furthermore, a high SoC'cqeer value represents
careful/selfish drivers recharging their EVs after every trip even
though their SoC is sufficiently high for the next trip.

U-22-L In contrast, in U-22-L a rather low S0Cueer Of
50 % represents less anxious and more friendly drivers. It has
been shown that the mean and median SoCs [37] at which
recharging is performed are 55.5 % and 56 %, respectively. The
number of EVSEs and EVs is not modified.

U-44-H, U-44-L In configurations U-44-H and U-44-L, the
number of EVSEs is doubled. All remaining parameters are
chosen analogue to U-22-H and U-22-L, respectively.

C-22-H, C-22-L, C-44-H, C-44-L To simulate our cooper-
ative protocol, the same configurations are used. Additionally,
each scenario is extended by SoC i, = 90 % (minimum SoC
required for the next driving task, see Section IV-C).

VIIL

In this section we evaluate the efficiency of the proposed
protocol in terms of its impact on the number of satisfied
charging requests, the number of required emergency DC
charging sessions and EVSE utilization.

EVALUATION

A. Satisfied Charging Requests

Figure 9 depicts the total number of charging sessions per
day for each configuration. In the uncooperative scenarios, the
available EVSEs clearly cannot satisfy the demand, as the
number of charging sessions equals the number of available
charging resources. The primary reason of course is that EVs
misuse the EVSEs as parking spots after they have been
fully charged. Noticeably more EVs are recharging in the
cooperative scenario. From Day 3 on, the number of charging
sessions increases as a lot of vehicles consumed most of their
energy on the first days and are now required to recharge.
Especially in C-22-H and C-44-H (in comparison to U-22-H
and U-44-H, respectively), a substantial increase from 22 (or
44) to 160 charging sessions due to EVSE handovers is visible.
C-22-L and C-44-L show a more moderate increase beginning
on Day 3, caused by a lower number of requesters because of
a more friendly SoCcager 0f 50 %.

For a more detailed analysis of how many charging requests
can actually be satisfied and how many futile attempts are
required to do so, Figure 10 exemplarily plots the following
metrics for U-22-H and C-22-H:

1) Maximum visits m: Sum of each individual maximum

number of EVSEs an EV considers to visit in order to
recharge: 0 < m < n (cf. Table II)
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Figure 10: Comparison of the number of satisfied and unsat-
isfied visits between U-22-H and C-22-H.

2) Unsatisfied visits u: Total number of visited EVSEs
that were occupied: 0 < u < m

3) Satisfied visits s: Total number of visited EVSEs that
were available: s € {0,1}

Note that m # u + s because if an EV would try up to
m = 3 EVSEs and the first EVSE is available, there are no
unsatisfied visits v = 0, but s = 1.

In the uncooperative scenario, Figure 10 shows a very
high number of futile visits to occupied EVSEs, indicating
a constant high need to recharge which cannot be satisfied
in most cases. Up to about 440 unsatisfied visits per day
are required to achieve 22 satisfied visits only. Again, these
22 (or 44 in U-44-H/L) visits equal the total number of
available EVSEs which clearly indicates an overload situation.
Configurations with a low eagerness to charge (U-22-L and U-
44-L) just delay this overload until Day 3 (not shown).

In the cooperative scenario as shown by Figure 10, almost
no unsatisfied visits occur for two reasons. First, EVs do
not have to drive to occupied EVSEs since they learn about
their availability beforehand via SpotReq/SpotRes message
pairs. If all EVSEs in its ROI are occupied, an EV drives
directly to its home zone. Second, EVSE handovers avoid
competition so that only the chosen requester will drive to
it. Hence, unsatisfied visits are generally avoided. However,
sporadic unsatisfied visits can occur if at least two EVs are
heading towards the same available EVSE at the same time
because they both received a positive SpotRes message. The
total number of such occurences is negligible, though, as
Figure 10 shows. Further, the number of satisfied visits is
considerably higher than in the corresponding uncooperative
scenario, namely up to 160 (cf. Figure 9a).

In sum, the proposed protocol enables up to 160 vehicles
to charge per day, while only 22 EVs were able to do so in
the uncooperative scenario with the same number of EVSEs.
At the same time, the number of unsatisfied visits per day is
reduced from about 440 to less than 12, thus saving time and
energy as well as reducing traffic. Even in a more optimistic
scenario with 44 EVSEs the increase of charging sessions (159
compared to 44) and the saved futile visits (up to 329) are
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Figure 9: Comparison of the number of charging sessions per day between uncooperative and cooperative scenarios.
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substantial.

B. Emergency DC Charging

As the previous section has shown, 22 EVSEs cannot satisfy
the number of charging requests in the uncooperative scenario.
This also applies to low eagerness configurations, in which
drivers are very friendly and only search for an EVSE if it
is really necessary. Even doubling the available EVSEs to 44
does not significantly reduce the problem.

Another proof for this overload situation is depicted in
Figure 11, which shows the number of required emergency
DC charging sessions per day. DC charging sessions are
performed if all EVSEs that are considered by a specific EV
are occupied, but the EV’s current SoC requires charging
to cover the upcoming commuting distance. As shown, DC
charging is necessary to prevent fully discharged EVs’ batteries
starting from Day 2 for U-22/44-H and Day 3 for U-22/44-L,
respectively.
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Figure 12: Efficiency of EVSE utilization in uncooperative and
cooperative scenarios.

In the cooperative scenario, however, there is no need for DC
charging at all throughout the simulation period (not depicted).
Thus, each EV recharges and maintains a SoC that is high
enough to cover upcoming commuting distances via regular
AC EVSE:s alone. This not only shows that the existing number
of 22 EVSEs can completely satisfy the total demand if the
proposed protocol is used, but that the more expensive and
harmful (in terms of battery life [24]) DC charging can be
avoided.

C. EVSE Utilization

Figure 12 shows the efficiency of EVSE utilization. In
particular, the corresponding uncooperative and cooperative
configurations are directly compared. The efficiency is mea-
sured as the ratio of how long an EVSE was actually providing
energy and how long it was blocked by an EV. A high
efficiency thus indicates that the EVSE was not misused as
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a parking spot by fully-charged or non-charging vehicles.

Figure 12 illustrates the highly inefficient use of EVSEs in
the uncooperative scenarios—recharging in U-22-H is finished
after about 11 % of the occupancy time. For the remaining
time, the EVSE is misused as a parking spot. EVs with a
lower S0C¢ager in U-22-L need more time to fully recharge,
leading to a higher but still insufficient utilization. EVSE
handovers significantly reduce the amount of time EVSEs are
blocked by non-charging EVs, as the significant increase of
charging sessions per day in Section VIII-A shows. Further,
DC charging can be completely avoided (see Section VIII-B).
Consequently, the EVSE efficiency improves substantially as
shown in Figure 12. For 22 EVSEs, an increase of up to 46 %
is possible. Moreover, it is observable that the variance in the
cooperative scenario is higher because of a larger range of
EVs’ SoCs recharging at different EVSEs. In an optimistic
(but more unrealistic) scenario with 44 EVSEs, there is still
an improvement of about 21 %. The reason for the smaller
improvement is of course due to fewer requesters per EVSE
in the cooperative scenario as the demand is distributed across
more EVSEs.

IX. CONCLUSION

In this paper, we have presented a cooperative protocol for
EVs that facilitates coordinated handovers of EVSEs to solve
the challenges of scarce on-street charging. EVs charging at an
EVSE are incentivized to make it available to the next vehicle
as soon as possible, while avoiding competition between the
possible successors. It further provides occupancy availability
and projection to interested EVs. In a detailed security analysis
we have shown the protocol’s practical feasibility. We have
further integrated this protocol with the ISO 15118 [6], [7]
standard, which specifies V2G communications, certificate in-
frastructure and payment models for e-mobility, to demonstrate
a practical implementation.

Simulation results show that in an uncooperative (i.e., with-
out our protocol) scenario, the anticipated number of publicly
available AC EVSEs in an urban residential area cannot satisfy
the expected charging demand. This overload results in a
large number of emergency DC charging sessions (which
strain battery life) as well as additional mileage and energy
consumption for vehicles that are cruising to find charging
resources. Even doubling the number of available EVSEs does
not considerably improve the situation. We have shown that the
proposed protocol is able to substantially improve the efficient
utilization of existing EVSEs by 21 % to 46 %. The number of
daily charging sessions can be increased by a factor of 7. As a
result, emergency DC charging as well as cruising for charging
resources can be completely avoided. In sum, coordinated
handovers have been shown to significantly improve both
EVSE utilization (helping to amortize the expensive operating
costs) and to provide benefits for EV owners by providing
sufficient charging resources. This reduces range anxiety and
saves them from cruising for charging.

A. Future Work

In this paper we assume low-speed autonomous driving
capabilities that allow for automatically executing handovers.

Future versions might be based on a smartphone application
that notifies drivers of a handover request which they can
either confirm or decline. Nightly handovers would then be
affected by the driver’s mood, behavior or if he/she is sleeping.
Moreover, we are planning to evaluate the impact of alternative
incentive models which have been out of scope for this paper.
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