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Motivation

Scenario: Huge loT in Healthcare
= Patients

= Doctors, Nurses

= Stationary Devices (X-Ray, ...)

Network Requirements for Low-Cost Deployment

» Take advantage of node mobility (Store-Carry-Forward)
= Minimize central infrastructure

—> Traditional Internet or Ad-hoc protocols would fail

—> Deploy Delay/Disruption-Tolerant Networks (DTN)
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Delay/Disruption-Tolerant Networks (DTN)

Store-Carry-Forward
= Use disruptions and delays as an advantage
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uDTN - DTN for Sensor Nodes
Implementation for

 Contiki OS (original port)

* FreeRTOS

Compatible to RFC 5050
* Compressed Bundle Header Encoding (CBHE)
* Interoperable with IBR-DTN, DTN2

Located above MAC-Layer
» Contrast to most other DTN implementations
* Reduced overhead
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DTN Protocol Stacks

DTN Apps

Bundle Protocol

(RFC 5050) DTN Apps
TCP Convergence Layer )
TCP Bundle Protocol
(RFC 5050)
IP 802.15.4 Convergence Layer )
IEEE 802.11 (WiFi) IEEE 802.15.4 (“ZigBee”)
PC Sensor Node
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Security Threats

Threats
= Data Modification -> Death by overdose?
= |mpersonation Sy 10 DIN®
yaoly ©
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U
More Threats Aack®
= Eavesdropping
= Man-in-the-Middle (MitM)

Traditional Security Architectures
= Example: IEEE 802.15.4 (WPAN) with single key
—> Traditional security architectures would fail on a single compromise
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The Need for a DTN Security Layer

Goals

* End-to-End Security for Multihop (src -> final dst)
* Elliptic Curve Cryptography

* Use hardware AES of AT86RF23X radio

Existing Standards?

* RFC 6257 defines Security Blocks Sz Sundk
extending RFC 5050 Protocol (RFC 6257)

Bundle Protocol
(RFC 5050)

Delay Tolerant

Networking
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RFC 6257: Important Blocks

Contains security-source Must be confidentiality
0x04 Contains security-destination ciphersuite

iy \ /
" type |flags (SDNV)| \ EID reflist (comp)
length (SDNV) ciphersuite (SDNV)
ciphersuite flags (SDNV) correlator (SDNV) X
params len ~ ciphersuite params data \\

res len 4 security result data

/ Must be present when both
payload and PIB blocks

Contains the BEK and are protected

encrypted blocks

May contain key ID

Payload Confidential Block (PCB)
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Must be end-to-end
0x03 Contains security-destination authentication ciphersuite
\ EID ref list (comp)
ciphersuite (SDNV) ¥
correlator (SDNV)

Contains security-source

type | flags (SDNV)
length (SDNV)
ciphersuite flags (SDNV)

params len ciphersuite params data \
res len 4 security result data
/ Must be present when the
result is in a separate block

Will contain the authentication result
e.g., MAC or signature

Payload Integrity Block (PIB)
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UDTNSec Modes

Signature Mode (PIB)

 Digital Signature with ECDSA + SHA256

v" Prevents Data Manipulation and Impersonation
v Integrity/Authenticity

Sign-then-Encrypt Mode (PIB + PCB)

 Signature mode, then:

* Shared secret with ECDH, session key with ANSI-X9.63-KDF
* Hardware-backed AES encryption in CBC mode

v" Prevents Eavesdropping, MitM attacks

v" Confidentiality

SALL
o .?Q

Institute of Operating Systems

g‘% + Technische — -
3 %E Universitit Dominik Schirmann | uDTNSec | 9
and Computer Networks

Braunschweig

‘ % . a
el
EALE
Nscw



pDTNSec Signature Mode

’.Payload . @

Y L/_\
[ECDSA'Sign] [ECDSA-verify|

Payload PIB
Generation Verification

Important catch: Do not create signature over full bundle!
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pDTNSec Encrypt-then-Sign

: : PIB generation
vl [as in Figure 33}

ECDH [ . }
[Shared Secret] Padding

Y Y

'

Nonce » KDF
_/

Y

PCB

Y

y

Leading
Payload 16 bytes
\_;

4 Y

y

[Paddlng}(AES 128-CBC @ AES-128- CBC

‘ y

* Shared Secret between transmltter(tx) and receiver (rx)
Check public key validity to protect against related key attacks
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Time in s

Signature Mode: Time and Energy
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Sign-then-Encrypt Mode: Time

Time in s
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Conclusion

* pDTNSec provides:

End-to-End Integrity, Authenticity, Confidentiality h

* Performance and Energy Measurements

\\—_’i:‘/
* Consider requirements: Signature Mode enough?
* Transmit less often, gather more data

Future Work
* uDTNSec currently requires pre-deployed public keys

Source Code @ https://www.ibr.cs.tu-bs.de/projects/mudtn/
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Backup Slides

Backup Slides
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pDTNSec Encrypt-then-Sign: Decryption

Payload PCB
Y

@ ECDH
)

KDF

[AES-IZS-CBCJ [AES-IZS-CBCJ @ @

[ECDSA—Verify Payload
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Sign-then-Encrypt Mode: Energy
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Bundle payload in bytes
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