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Motivation Timing Analysis
For the development of protocols, it Is essential to have a good and powerful protocol m T-Mote Sky. CPU Clock: 3.9 Mhz. Contiki 2.4
analyzer at hand. When it comes to developing low-level protocols for Wireless Sensor 4 ST
Networks using IEEE 802.15.4-based radios, the choice of packet analysis tools is limited. 35 | UART Delay mmmm
Commercially available hardware is expensive and typically not available when you need ;
it. In addition, the necessary tools are often closed source and therefore not customizable
to one's specific need. E =
g
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In this demo we show how to use off-the-shelf hardware for wireless packet analysis. The 0 >3 bytes 1 bytes
idea Is to run a program on a standard node that receives radio packets and sends them Radio packet sizes

over the serial line. An attached PC runs a program that receives the packets on the serial
line and feeds them into Wireshark via Raw ethernet frames on the loopback interface or
using UDP packets. In addition, we propose to modify Wireshark to analyze packets of
currently unsupported (i.e. custom) protocols. One advantage of this approach is to use the

homogenous hardware support of Contiki, since only minimal modification of the radio Serial P()rt REIIabIIIty
driver are necessary.
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Mo, |Time |5nurce |Destinatinn|Prntncn||lnfn El h;'::"i “"Elt _
3 0.318972 0x0000 Broadcast GinMAC Data Frame, Dst: Broadcast, Src: Ox0000, Dummy Packet i ﬂlEﬂIEtl.ﬂ'—ﬂl. Mﬂlm]m]_ 1

4 0.338964 0x0002 Broadcast GinMAC Data Frame, Dst: Broadcast, Src: 0x0002, Dummy Packet GO0
o 1.000998 ) 1 CxO000 GLNMAC Data Frame, Dst: OxQ000, Src: OxQ002, Data Packet

6 1.001016 G1nMAC ACK Frame

7 1.012981 Ox0002  OxCO0O0 GInMAC Data Frame, Dst: Ox0000, Src: Ox0002, Performance Debugging Packet
8 1.013002 G1nMAC ACK Frame |
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< G1nMAC Data Frame 4]
b Frame Control Field: Data Frame (Ox8851)
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Frame Sequence MNumber: 142
Metwork ID: Oxdeff

Mext Hop: OxOQDOO

Last Hop: OxOQDO2Z

Slot Number: 2036
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Throughput (kbit's)

Topology Control Flags: Ox000O EDD
¥ Frame Check Sequence (TI CC24xx format): FCS OK
RSSI: -2 dBm
FCS valid: True
LQI Correlation Value: 105 ]_[][]
¥ GLNMAC Data Packet
Length: 30

TTL: 1 D

O00. .... = Type: Data Packet (Ox00)

Destination: Ox00Q0 1152':":' EEM{H] "q'EDHDD S?EDDD gzlﬁm

Source: QxOQ0Z

Packet Seauence furber: 49 Configured UART Speed (baud)

TX Slot: 1978
b Data (18 bytes)
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