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ABSTRACT
Network management requires a lot of manual work. Due
to ongoing growth of the Internet, more self-management is
needed in order to deal with the growing complexity. Policy-
based management is an approach to simplify management
by the use of rules. Policy refinement, i.e. breaking down
high-level policies to technical configurations is still a task
that needs manual work. We propose an architecture that
uses Web services and automatic Web services composition
as a complementary technique to policy refinement in order
to automate policy-based management.

Categories and Subject Descriptors
C.2.3 [Computer-Communication Networks]: Network
Operations

General Terms
Autonomic Communications, Policy-based Management, Web
Services

1. INTRODUCTION
Network management currently requires a lot of man-

ual interaction. The current growth of the Internet is ex-
pected to continue, so the number of connected devices will
rise. Therefore, automation in network management not
only helps reducing (personnel) costs, it becomes a need in
order to handle the rising complexity.

Recently, self-management has come to the research focus
in the networks and distributed systems domain. The term
“Autonomic Communications” is often used to refer to net-
works that are partly autonomous, but still contain certain
management interfaces.

The idea of addressing management from a more abstract
point of view is not new. Extensive research under the key-
word “Policy-based Management” has been done for more
than a decade. Policy-based approaches ease management of
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complex networks and systems by separating functions and
the description of the system’s behavior using rules. These
rules (“policies”) can be expressed on different levels of ab-
straction. Generally speaking, there are high-level policies
(HLP) and policies on a more technical level (LLP). Trans-
lating HLP into LLP is called policy refinement. There is
no generic solution for policy refinement, but recent research
results have shown that Semantic Web technology may be
the first toolkit to solve this problem [1, 5, 2].

In the last years, Web services have been discussed as
a possible base for management architectures [7, 6]. We
believe, that Web services, enriched with semantic informa-
tion, are well suited for policy-based management. Auto-
matic Web services composition is a complementary tech-
nique to policy refinement and can help to make manage-
ment more autonomic.

2. PROPOSED ARCHITECTURE

2.1 Device Layer
The network devices are located on the bottom layer of

our architecture (see Figure 1). Some of them will offer Web
services for configuration, for monitoring, and/or for notifi-
cations. They can conform to a (proposed) standard such
as WSDM, WS-Management, of NETCONF, or they can
be proprietary. Devices that do not support Web services
can be accessed through gateways. The services that are
provided by the devices either directly or via gateways are
called low-level services (LLS).

2.2 Policy Engine
The policy engine is the core of our architecture. It con-

tains the registry for management Web services, the reposi-
tory where policies are stored and the component that makes
policy decisions.

Network devices register their LLS in the registry, along
with information about its structure and semantics. In addi-
tion to this data base, the registry contains a service compo-
sition engine that allows for combining LLS to higher-level
services (HLS). The policy repository is quite similar to the
Web services registry. It not only stores the policies, it also
contains a policy refinement engine, that allows for breaking
down HLP to LLP.

The decision component uses the services stored in the
registry to monitor the devices. Based on these monitoring
information, policies stored in the repository are enforced.
These policy decisions lead to changes in the device config-



Figure 1: A Policy-based Architecture for Auto-

nomic Communications

urations. They are realized by calling the appropriate con-
figuration Web services of the devices. In order to find the
appropriate Web services for monitoring and configuration,
policies must be mapped to Web service calls.

2.3 User Interface
The user interface is located on top of the architecture.

Administrators can use this interface to enter, remove, or
change policies in the repository. Usually, administrators
will specify HLP, which will be broken down to LLP in the
repository.

3. INITIAL RESULTS
We have analyzed automatic Web service composition as a

possibility to further automate network management. Fur-
thermore, we have developed aNeMaC, a composition en-
gine for network management Web services which allows to
manage ontologies and service descriptions, and can gener-
ate plans from given task descriptions. Automatic Web ser-
vice composition can be used to simplify complex network
management tasks. aNeMaC with its network management
ontology enables automatic composition that covers large
parts of network management tasks. In order to use au-
tomatic service composition, the registry data base must
support semantic information.

To avoid a constant polling for monitoring information,
notification systems can be used. We compared several no-
tification systems that support Web services (WS-Eventing,
NETCONF notifications, WS-BaseNotification, and our own
simple prototype) with traditional widely deployed solutions
(syslog and SNMP traps). None of the analyzed notification

system posed requirements that our architecture could not
fulfill, so they all can be used in our architecture.

Our initial results on policy refinement show, that it is
better to map policies to HLS as soon as possible, instead
of completely breaking down HLP to LLP. However, these
initial results still have to be validated.

4. FURTHER WORK
One of the first steps to take is to choose an appropriate

information model. For policy modelling, a lot of different
approaches have been developed. The IETF has specified
a Policy Core Information Model, DMTF developed CIM.
Furthermore, there are DEN-ng and NGOSS Shared Infor-
mation and Data Model (SID). Recently, papers about in-
tegrating different models into an ontology have been pub-
lished [3, 4, 8]. We will compare the different approaches
and choose the best suited model. An additional require-
ment for the model is that it must be compatible with the
service descriptions in the registry in order to enable policy-
service-mapping.

Further research has to be done on policy refinement and
policy-service-mapping. Moreover, the components of the
architecture have to be implemented and tested in case stud-
ies.
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