
Seminar Distributed Systems
Byzantine Fault Tolerance-Based Consensus Protocols for Blockchains

Signe Rüsch
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Course

Course held in German/English

Language

Essay and presentation in either German or English

Certificate Requirements

Essay (6 pages, double column)
Presentation of own topic (25min + discussion)
Active participation in discussions
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Procedure

Not a single meeting with all presentations

→ Two presentations each meeting

Time will be determined after this meeting
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Procedure

Procedure (4 Weeks)

Today Topic selection

W 1-3 Read the papers or find other work fitting the topic1

W 1-3 Write essay and create presentation

W 2 Presentation dry-run, first draft of essay

W 3 Presentation, receiving peer review of essay

W 3-4 Incorporate comments

W 4 Submission of essay & presentation slides

1How to read a paper, http://dl.acm.org/citation.cfm?id=1273458
.
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Requirements Presentation

25mins talks = approx. 25 slides

Pictures � text

Presentation best-practices

Title, author, page numbers on each slide
Corporate design TU Braunschweig

Structure of presentation (recommendation)

Introduction, Motivation
Problem
Approach
Evaluation, Conclusion (one slide summary!)

Templates: https://www.ibr.cs.tu-bs.de/kb/templates.html

LATEX is preferred
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Requirements Essay

6 pages (ACM Proceedings template)

Structural components

Introduction & Motivation
Problem outline
Solutions, approaches tackling the problem
Evaluation
Conclusion, Discussion of results, Outlook

Look at multiple papers and your papers’ related work!

LATEX is required!

Templates:
https://www.acm.org/publications/proceedings-template

Signe Rüsch | Seminar Distributed Systems | 7

https://www.acm.org/publications/proceedings-template


Organisational Topic Descriptions

Table of Contents

Organisational

Topic Descriptions
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Topic Descriptions

What is a blockchain?

Blocks containing transactions

Each block contains hash of
previous block

Strict ordering of messages

No message modification

Rule-based read permissions,
global write

Often cryptocurrencies, e. g.
Bitcoin

BFT-SMART ordering service (Section 5) and its exper-
imental evaluation (Section 6). We discuss some related
work in Section 7 and conclude this paper in Section 8.

2 Blockchain Technology

A blockchain is an open database that maintains a dis-
tributed ledger typically deployed within a peer-to-peer
network. It is comprised by a continuously growing list
of records called blocks that contain transactions [19].
Blocks are protected from tampering by cryptographic
hashes and a consensus mechanism.

The structure of a blockchain – illustrated in Figure
1 – consists of a sequence of blocks in which each one
contains the cryptographic hash of the previous block in
the chain. This introduces the property that block j can-
not be forged without also forging all subsequent blocks
j+1...i. Furthermore, the consensus mechanism is used
to (1) prevent the whole chain from being modified; and
(2) decide which block to be appended to the ledger.

The blockchain may abide to either the permission-
less or permissioned models [25]. Permissionless ledgers
are maintained across peer-to-peer networks in a totally
decentralized and anonymous manner[19, 6]. In order
to determine which block to append to the ledger next,
peers need to execute Proof-of-Work (PoW) consensus
[13]. The key idea behind PoW consensus is to limit the
rate of new blocks by solving a cryptographic puzzle,
i.e., execute a CPU intensive computation that takes time
to solve, but can be verified quickly. This is achieve by
forcing peers to find a nonce N such that given their block
B and a limit L, the cryptographic hash of B||N is lower
than L [2, 12]. The first peer that presents such solution
gets its block appended to the ledger. Roughly speak-
ing, as long as the adversary controls less than half of the
total computing power present in the network, PoW con-
sensus prevents the adversary from creating new blocks
faster than honest participants.

Permissionless blockchains have the benefit of en-
abling the ledger to be curated completely anonymously;
any peer willing to hold a copy of the ledger and create
new blocks to it is able to do so. On the other hand,
the computational effort associated to PoW consensus
is both energy- and time-consuming; even if specialized
hardware is used to find a Proof-of-Work, this process
still exerts a limit on transaction latency.

By contrast, permissioned blockchains require a set
of trusted nodes tasked with creating new blocks and
executing a traditional Byzantine consensus protocol
to decide the order by which the blocks are inserted
to the ledger [17, 18, 26, 8]. Hence, permissioned
blockchains do not expend the amount of resources that
open blockchains do and are able to reach better transac-
tion latency and throughput. In addition, it makes pos-
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Figure 1: Blockchain structure.

sible to control the set of participants tasked with main-
taining the ledger – rendering this type of blockchain a
more attractive solution for larger corporations, since it
can be separated from the dark web or illegal activities.

3 Hyperledger Fabric

Hyperledger Fabric (HLF) [26, 9] is an open-source
project within the Hyperledger umbrella project.5 It is
a modular permissioned blockchain platform designed
to support pluggable implementations of different com-
ponents, such as the ordering and membership services.
HLF enables clients to manage transactions by using
chaincodes, endorsing peers and an ordering service.

Chaincode is HLF’s counterpart for smart contracts
[24]. It consists of code deployed on the HLF’s network,
where it is executed and validated by the endorsing peers,
who maintain the ledger, the state of a database (modeled
as a versioned key/value store), and abide by endorse-
ment policies. The ordering service is responsible for
creating blocks for the distributed ledger, as well as the
order by which each blocks is appended to the ledger.

HLF protocol. The HLF general transaction process-
ing protocol [1] – depicted in Figure 2 – works as fol-
lows:

1. Clients create a transaction and send it to endorsing
peers. This message is a signed request to invoke a
chaincode function. It must include the chaincode
ID, timestamp and the transaction’s payload.

2. Endorsing peers simulate transactions and produce
an endorsement signature. They must verify if the
client is properly authorized to perform the transac-
tion by evaluating access control policies of a chain-
code. Transactions are then executed against the
current state. Peers transmit to the client the result
of this execution (read and write sets associated to
their current state) alongside the endorsing peer’s
signature. No updates are made to the ledger at this
point.

5https://www.hyperledger.org/

2

[Bessani et al., 2017]
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Proof-of-Work Mining

Bitcoin mining has higher
energy consumption than
Ireland

Long confirmation time of up
to one hour

→ Alternatives?

[...]
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Byzantine Fault Tolerance

Permissioned / permissionless blockchains

Authentication vs open access
Known vs unknown users
Read / write rights

Set of nodes responsible for block creation

Nodes can behave arbitrarily faulty!
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Topics Overview

Traditional BFT Protocols

1. Practical Byzantine Fault Tolerance
2. CheapBFT: Resource-efficient Byzantine Fault Tolerance
3. Efficient Byzantine Fault-Tolerance

Further BFT Protocols

4. Hybrids on Steroids: SGX-Based High Performance BFT
5. Troxy: Transparent Access to Byzantine Fault-Tolerant Systems
6. Non-determinism in Byzantine Fault-Tolerant Replication
7. SmartCast
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Topics Overview (2)

Scalable BFT Protocols for Blockchains

8. A BFT Ordering Service for Hyperledger Fabric
9. The Honey Badger of BFT Protocols

10. Algorand: Scaling Byzantine Agreements for Cryptocurrencies
11. Stellar Consensus Protocol
12. ByzCoin

Topic Assignment
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