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MIB Engineering Process

Explicit conceptual models...

Conceptual Model
Data Model

MIB compiler

Implementation
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Improve consistency (important when authors change)

simplify quality assurance processes (MIB police)

e enable more efficient and extensible applications

reduce long-term software maintenance costs

are generally useful for educational purposes

simplify integration into more comprehensive models




Reality is not always nice...

Conceptual Model
Data Model

MIB compiler

Implementation
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Reality is not always nice...

Conceptual Model

semi automatic

Data Model

MIB compiler

Implementation
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e IS it possible to reverse engineer conceptual models?

e Can this reverse engineering process be automated?

e What is the best way to represent conceptual models?




Representation of Conceptual MIB Models with UML

1. UML classes representing MIB definitions use the <smi mib class > stereotype.

2. MIB table rows are represented as UML classes.

3. Scalars that are logically bound to MIB tables are shown as class attributes.

4. Unbound scalars are shown as class attributes of additional auxiliary classes.

5. Notifications are assigned to classes and shown as private operations.

6. Class attributes that identify a class instance are marked with the {index } UML property.

7. SMI access modes are mapped to standard UML visibility attributes.
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Conceptual Model of the IF-MIB (RFC 2863,

ower |ayer
D..1

RFC 2864)
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«sm mb class» Tgher Tayer iflnvStackEntry
ifEntry p-- 1 -ifStackLower Layer: Interfacel ndexOrZero {i ndex}
+i f Nunber: | nteger32 -i f StackHi gherLayer: Interfacel ndexOrZero {index}
+i f Last Change: Ti neTi cks +i f I nvSt ackSt at us: RowSt at us
+i fIndex: Interfacelndex {index} <—
+i f Descr: DisplayString
+i f Type: | ANA f Type augment s
+i fMu: |nteger32
+i f Speed: CGauge32 «sm mb class»
+i f PhysAddress: PhysAddress |fXEntry
+i f Adm nSt atus: Enurmeration ' _
+i f Oper Status: Enunerati on -iflndex: Interfacelndex {index}
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Conceptual M

«sm mb class»

hrSystem

hr Systempt i me: Ti neTi cks

hr Syst enDat e: Dat eAndTi me

rSystenminitial LoadDevice: |nteger32

stem nitial LoadParaneters: International DisplayString

hr Syst enNuniJsers: Gauge32

r stenProcesses: Gauge32

st emvxPr ocesses: | nt eger 32

|\++++++++

'\rh/emnr Si ze: KBytes

«sm mib class»
hrSWRunEntry

+hr SWOSI ndex: | nt eger 32

augnent s

«sm_mb class»
hrSWinstalledEntry

+hr SWnst al | edLast Change: Ti meTi cks
+hr SWnst al | edLast Updat eTi ne: _Ti meTi cks

+hr SWnst al | edl ndex: | nteger32 {index}

+hr SWnstal | edl D Product | D
+hr SWnst al | edType: Enumeration
+hr SWnst al | edDat e: Dat eAndTi ne

+hr SWnst al | edName: | nternational Di spl ayString

«sm_mb class»
hrSWRunPerfEntry

+hr SWRunl ndex: | nteger32 {index}

JAN

+hr SWRunl ndex: | nteger32 {index

+hr SWRunNane: | nt er nati onal Di spl ayString

+hr SWRunl D:  Product | D

+hr SWRunPat h: | nternational Di spl ayStr

+hr SWRunPar anet ers: | nternational Di spl aySl ring
+hr SWRunType: Enuneration

+hr SWRunSt at us: _Enuner ati on

ext ends

+hr SWRunPer f CPU: | nt eger 32
+hr SWRunPer f Mem KByt es

«sm mib class»

«sm mb class»
hrDeviceEntry

+hr Devi ceType: Aut ononousType
+hr Devi ceDescr: Di splayString
+hr Devi cel D: Product| D

+hr Devi ceStatus: Enunmeration
+hr Devi ceErrors: Counter 32

+hr Devi cel ndex: Integer32 {index}

exists on»

*

hrProcessorEntry
+hr Devi cel ndex: | nteger32 {index}
+hr Processor Frwi D Product | D
+hr Processor Load: | nteger 32

ext ends

ex

]
«sm mb class»
hrNetworkEntry

+hr Devi cel ndex: | nteger32 {index}
+hr Net wor kI f I ndex: | nterfacel ndexOr Zer o

tends

ext ends

«sm mb class»

hrPrinterEntry

+hr Devi cel ndex: | nteger32 {index}
+hrPrinterStatus: Enumeration
+hrPrinterDetectedErrorState: CctetString

«sm mb .c.l ass»
hrPartitionEntry

+hr Devi cel ndex: I'nteger32 {index}

+hr Parti tionl ndex: |nteger32 {index}

+hr Partiti onLabel : International Di splayString
+hr Parti tionl D OctetS(rlng

+hrPartitionSi ze: KByte:

+hr Par titionFSl ndex: | nl eger 32

1

«sm mb class»

hrFSEntry

resides on»

0..

«sm mb class»
hrDiskStorageEntry

+hr Devi cel ndex: | nteger32 {index}
+hr Di skSt or ageAccess: Enuneration
+hr Di skSt or ageMedi a: Enunerati on
+hr Di skSt or ageRenovebl e: Trut hval ue
+hr Di skSt or ageCapaci ty: KBytes

«sm mb class»

+hr FSI ndex: | nteger 32 {i ndex}

+hr FSMount Poi nt : I nt er nati onal Di spl ayStr

+hr FSRenot eMbunt Poi nt: | nt er nat i onal Di spl aySl ring
+hr FSType: Aut ononousType

+hr FSAccess: Enumerati on

+hr FSBoot abl e:  Trut hVal ue

+hr FSSt or agel ndex: | nt eger 32

+hr FSLast Ful | BackupDat e: Dat eAndTi e

+hr FSLast Par t i al BackupDat e: Dat eAndTi ne

hrStorageEntry

+hr St or agel ndex: | nteger32 {i ndex}

+hr St or ageType: Aut ononousType

+hr St or ageDescr: DisplayString

+hr St or ageAl | ocati onUnits: |nteger32
+hr St or ageSi ze: | nt eger 32

+hr St or ageUsed: | nteger32

+hr St or ageAl | ocat i onFai | ures: Count er 32

L1

| enents »
.1
«sm mb class»
IF-MIB::ifEntry

odel of the HOST-RESOURCES-MIBRFC 2790)

J. Schonwalder

Reverse Engineering Internet MIBs

16 May 2001, Slide 7



Outline of the Reverse Engineering Algorithm

1. Create nodes for all tables and scalars.

2. Create edges for all existence relationships.

3. Reorder edges based on the commonality of normalized names.

4. Create edges for reference relationships by analyzing the usage of index types.
5. Create edges between tables based on common name prefixes.

6. Assign scalars to tables based on the commonality of normalized names.

7. Group nodes representing scalars with a common parent.

8. Create edges representing dependency relationships for tables which only contain “sup-
porting objects” (RowStatus , StorageType ).

9. Create edges for reference relationships by analyzing object names (*Index, *Pointer).

10. Assign notifications to nodes based on the mandatory objects.
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X

Actor

Implementation

e Implemented in C on top of the libsmi and
integrated into the smidump MIB compiler.

{

M B nodul e

N

r eadi ng

smlint

errors & warnings

XWMQ_

e Produces input for the dia UML editor.

e Simple layout algorithm which usually requires
manual cleanup.

e Note that layout contains semantics and is hard

XM. dia file

snidunp -f xmdia to automate.

e Probably need ways to tweak the heuristics.
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Output for the IF-MIB

Conceptual nodel of IF-MB - generated by smidunp 0.2.5 ILl

«sm’_ m b cl ass»
«smi nib class» augment s il ifXEntry

ifEntry 1 +iflndex: Interfacelndex {index}
+i f Tabl eLast Change: Ti neTi cks +i f Nane: Di spl aySt ring
T Dagex: eerfage) paex {index} T 11 nBr oadcast Pkt o: Gount or 32
+i scr: spl a rin :
+i f Type: | ANAipf Tgpe 9 +i f Qut Mul ti cast Pkts: Counter 32
+ifMu: Integer32 +i f Qut Br oadcast Pkt s: Count er 32
+i f Speed: Gauge32 +i fHCI nCctets: Counter64
i ens Eryenaa e | AL Chat St o

i nm nStatus: Enuneration :

+i f Oper St atus: Enunerati on II ; HCI n?&)?d?ast (F;(Igt Sé ngnt er 64
+i f Last Change: Ti neTi cks i f HCQu ets: unt er
+i fI nCct et S:g Count er 32 +i f HCQut Ucast Pkt s: Count er 64
+i f I nUcast Pkts: Counter 32 +i f HCQut Mul t i cast Pkts: Count er 64
+i f I nNUcast Pkt s: Count er 32 +i f HCQut Br oadcast Pkt s: Count er 64
+i fI nDi scards: Counter32 :: ]f h: SEgBeDg\énggﬂggggl e: Enuneration
+ifInErrors: Counter32 :
+i f | nUnknownPr ot os: Count er 32 +i f Prom scuousMode: Trut hVal ue
+i f Qut Cctets: Count er 32 +i f Connect or Present: Trut hVal ue
+i f Qut Ucast Pkt's: Count er 32 +ifAlias: DisplayString _
+i f Qut NUcast Pkt s: Count er 32 +i f Count er Di sconti nui tyTi me: Ti meStanp
+i f Qut Di scards: Counter 32
+ifQutErrors: Counter32 = b oo o e e e - - 1
+i fQut QLen: Gauge32 |
+i f Specific: Objectldentifier

«sm mb class»

ifStackEntry

+i f St acklLast Change: Ti neTi cks
expands -i f StackHi gher Layer: Interfacel ndexOrZero {i ndex}
-ifStackLower Layer: Interfacel ndexOrZero {index}
+i f St ackSt at us: RowSt at us
«sm mb class»
ifRcvAddressEntry «smi nib class»
+iflndex: Interfacel ndex {index} interfaces
-i f RevAddr essAddr ess: PhysAddress {i ndex} + T Nunber: I nteger 32
+i f RcvAddr essSt at us: RowSt at us
+i f RcvAddr essType: Enunerati on
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Potential Future Work
Brainstorming
Requirements

reverse

There are several ways to make things even
more useful...

e support round-trip engineering

e allow changes in the conceptual and the
data model

forward

Data Model

MIB compiler

Implementation
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e need good algorithms to identify and
integrate changes that do not disturb
engineers

e perhaps define metrics to estimate com-
plexity




Thanks for listening!

Any questions?
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