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Abstract
TheInternet-standardmanagementprotocolSNMPmanipulatesdatastructuresthat
aredefinedin MIB modules.A largenumberof MIB moduleshasbeendefinedover
thelastdecade.Someof themarerathercomplex andfull of technicaldetails,which
makesit hardto understandthem. Furthermore,the limitations of the currentdata
definition languagemake it impossibleto formally expressthe conceptualmodel
underlyinga well-engineeredMIB module.

This paperpresentsa reverseengineeringalgorithmwhich extractsconceptual
modelsfrom the MIB datadefinitions. The algorithm usesseveral heuristicsthat
arederived from commonMIB namingand registrationconventions. The output
producedby thealgorithmis agraphicalrepresentationfor conceptualMIB models,
which is a slightly customizedversionof a UML classdiagram. A prototypeim-
plementationof thealgorithmis briefly describedwhichhasbeenintegratedinto the
libsmi softwarepackage.
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1 Intr oduction

TheInternet-standardmanagementframework is basedontheSimpleNetwork Man-
agementProtocol(SNMP)which is usedto accessandmanipulatewell-defineddata
structureson manageddevices.Thesedatastructuresrepresentthemanagementin-
formationrelevantfor thepurposeof managinganetwork infrastructureandthey are
usuallyspecificto particularnetwork protocols,device typesor managementtasks.

The datadefinitionsareorganizedin so-calledManagementInformationBase
(MIB) modules.Many MIB moduleshave beendefinedover the last decade.The
IETF hasstandardizedabout100MIB moduleswith nearly10,000definedobjects.
In addition,thereis aneven largerandgrowing numberof enterprise-specificMIB



modulesdefinedunilaterallyby variousvendors,researchgroups,consortia,andthe
like resultingin anunknown andvirtually uncountablenumberof definedobjects.

Our experiencewith many of theseMIB modulesrevealsthat the conceptual
modelsof a MIB moduleis often hiddenbehindlots of technicalandsyntactical
details.Nevertheless,it is importantto understandtheunderlyingconceptualmodel
in many phasesof theMIB modulelife cycle.

This paperpresentswork on a reverseengineeringalgorithmwhich takesa MIB
moduleasinput andextractstheunderlyingconceptualmodel. Thealgorithmuses
severalheuristicssuchascommonnamingconventionsto derive propertiesthatare
not formally definedin MIB modules. The conceptualmodel is representedasa
slightly customizedUML classdiagram.Thealgorithmhasbeenimplementedand
integratedinto theopensourcelibsmi 1 MIB compilerpackage.

The restof this paperis organizedasfollows. Section2 first motivateswhy a
conceptualmodel is important in a MIB module’s life cycle. Section3 then de-
scribeshow conceptualMIB modelscanberepresentedasa variationof UML class
diagrams.Somebackgroundinformationon relationshipsin MIB datadefinitionsis
providedin Section4 beforethereverseengineeringalgorithmis describedin Sec-
tion 5. Section6 briefly outlinestheimplementationandpresentsanexampleUML
diagramgeneratedfrom anIETF standards-trackMIB module. Somerelatedwork
is discussedin Section7 beforethepaperconcludesin Section8.

2 ConceptualversusComputational Models

Thedevelopmentandimplementationof MIB modulesis first of all a softwareen-
gineeringprocess.However, a MIB engineeringprocesshasseveralspecialcharac-
teristicssinceMIB modulesdefineinterfacesin ahighly distributedsystem.Aspects
suchaslong-termstability, properversionhandling,extensibility andcommunica-
tion efficiency play animportantrole. MIB modulesarerepresentationsof socalled
computationalmodels.Computationalmodelsarespecificto a certainimplementa-
tion technology.

Theobjectiveof aconceptualmodelin aMIB engineeringprocessis to represent
thedomainof discourse,that is thedatainvolvedin theproblemto besolvedalong
with the operationson the data,independentof any implementationcharacteristics
[1]. The term ”‘conceptualmodel”’ originatesfrom the field of databaseswhereit
refersto therepresentationof dataandtheir interrelationswhich areto bemanaged
by an information system,independentof any implementationcharacteristics.In
otherwords,a conceptualmodel is usually the outputfrom the analysisstagein a
softwareengineeringprocesswhile thecomputationalmodelis theoutputfrom the
designstage.

This paperarguesthat theconceptualmodelplaysanimportantrole in theMIB
module’s life cycle. Someof thereasonsare:

1<URL:http://www.ibr.cs.tu- bs.de/projects/libsmi/ >



� ConceptualMIB modelsarefundamentalin theMIB designphase.Organiza-
tionslike theIETF requirethatMIB datadefinitionsgo througha peerreview
processto ensurethatMIB modulesarefreeof syntacticerrorsandconformto
certainconventions.EveryMIB moduleis assignedto a MIB reviewerbefore
it is publishedaspartof anRFCdocument.MIB reviewersareusuallyexperi-
encedMIB authorsandexpertsof theSMI datadefinitionlanguage.However,
they areusually not expertsof the particularproblemdomain. Hence,it is
importantthatMIB reviewerscaneasilyaccesstheconceptualmodelthathas
beenusedduring the designstagein orderto reducethe time spenton MIB
reviews.

� Managementsoftware designersand implementorsgenerallybenefitif they
understandthe conceptualmodel behinda MIB module. Awarenessof the
conceptualmodelallows themto designefficient andextensibleimplementa-
tions thatwill requirelessmaintenancecostswhenthe MIB moduleevolves
over time.

� MIB modulescan have a very long lifetime and it is not unlikely that the
authorsresponsiblefor a certainMIB modulechangeover time. To ensure
stability and consistency, it is importantthat the conceptualideasbehinda
MIB modulespecificationdo not get lost whenthe responsibleMIB authors
change.

� It is often necessaryto educatea larger community(e.g.network operators,
softwareengineers,students)aboutMIB modules. It hasproven to be very
effective to startfrom theunderlyingconceptualmodelsandto work stepby
steptowardstheconcreteMIB modulespecifications.

� Partsof standardizedMIB modulesaresometimesintegratedinto morecom-
prehensive information models. This task is greatly simplified by concen-
trating on the integrationof conceptualmodelsratherthanthe integrationof
isolatedconcreteMIB datadefinitions.

3 RepresentingConceptualMIB Models in UML

TheUnified ModelingLanguage(UML) [2, 3] hasbecomethelinguafrancafor vi-
sualizing,specifyinganddocumentingartifactsof softwareintensivesystems.UML
is very rich and featuresseveral diagramtypesto representstructural,behavioral
andarchitecturalaspects.CurrentMIB modulesonly specifystructuralaspectsin a
machinereadableformat. Thefocusin this paperis thereforeon structuralaspects,
whichareusuallyvisualizedin UML classdiagrams.

Figure 1 shows a handcraftedUML classdiagramvisualizing the conceptual
modelunderlyingthe IF-MIB module[4] andthe IF-INVERTED-STACK-MIB



«smi mib class»
ifEntry

+ifNumber: Integer32
+ifLastChange: TimeTicks
+ifIndex: InterfaceIndex {index}
+ifDescr: DisplayString
+ifType: IANAifType
+ifMtu: Integer32
+ifSpeed: Gauge32
+ifPhysAddress: PhysAddress
+ifAdminStatus: Enumeration
+ifOperStatus: Enumeration
+ifLastChange: TimeTicks
+ifInOctets: Counter32
+ifInUcastPkts: Counter32
+ifInDiscards: Counter32
+ifInErrors: Counter32
+ifInUnknownProtos: Counter32
+ifOutOctets: Counter32
+ifOutUcastPkts: Counter32
+ifOutDiscards: Counter32
+ifOutErrors: Counter32
-linkDown(ifIndex,ifAdminStatus,ifOperStatus)
-linkUp(ifIndex,ifAdminStatus,ifOperStatus)

is stacked on

higher layer
0..1

lower layer
0..1

«smi mib class»
ifStackEntry

+ifStackLastChange: TimeTicks
-ifStackHigherLayer: InterfaceIndexOrZero {index}
-ifStackLowerLayer: InterfaceIndexOrZero {index}
+ifStackStatus: RowStatus

«smi mib class»
ifXEntry

-ifIndex: InterfaceIndex {index}
+ifName: DisplayString
+ifInMulticastPkts: Counter32
+ifInBroadcastPkts: Counter32
+ifOutMulticastPkts: Counter32
+ifOutBroadcastPkts: Counter32
+ifHCInOctets: Counter64
+ifHCInUcastPkts: Counter64
+ifHCInMulticastPkts: Counter64
+ifHCInBroadcastPkts: Counter64
+ifHCOutOctets: Counter64
+ifHCOutUcastPkts: Counter64
+ifHCOutMulticastPkts: Counter64
+ifHCOutBroadcastPkts: Counter64
+ifLinkUpDownTrapEnable: Enumeration
+ifHighSpeed: Gauge32
+ifPromiscuousMode: TruthValue
+ifConnectorPresent: TruthValue
+ifAlias: DisplayString
+ifCounterDiscontinuityTime: TimeStamp«smi mib class»

ifRcvAddressEntry
-ifIndex: InterfaceIndex {index}
-ifRcvAddressAddress: PhysAddress {index}
+ifRcvAddressStatus: RowStatus
+ifRcvAddressType: Enumeration

expands
1

0..*

«smi mib class»
ifInvStackEntry

-ifStackLowerLayer: InterfaceIndexOrZero {index}
-ifStackHigherLayer: InterfaceIndexOrZero {index}
+ifInvStackStatus: RowStatus

reorders

1

1

augments

Figure1: Conceptualmodelof theIF-MIB andtheIF-INVERTED-STACK-MIB

module[5]2. TherearesomeimportantdetailsthatdistinguishtheUML classdia-
gramnotationfor SMI MIB modulesshown in Figure1 from ordinaryUML class
diagrams:

1. TheclassesrepresentingMIB definitionsusethe � smi mib class � ste-
reotypein orderto distinguishthemfrom otherUML classes.

2. Thereis a UML classfor eachconceptualrow definition in a MIB module.
Thenameof theUML classis takenfrom therow definition.

3. Scalarsthatarelogically boundto aparticularUML classareshown asunder-
lined classvariablesin theUML diagram.

4. Scalarsthatarenot logically boundto a conceptualrow arelogically grouped
into additionalUML classeswhichonly containclassattributes.

5. Notificationswhoserequiredvariablesareattributesof asingleUML classare
shown asprivateoperationsfor that class. The operationis marked private
sinceit only conceptuallyexistsasan internalinterfaceto emit a notification
whenthecorrespondingeventoccurs.

2Thediagramonly visualizesthosedefinitionsthatarecurrentandignoresall deprecatedor obsolete
definitions.



6. Classattributesthatareusedto uniquelyidentify a classinstancearemarked
with the

�
index � UML property. The orderof the instanceidentifier com-

ponentsareindicatedby theorderof theattributesin theUML classrepresen-
tation. Note thatall instanceidentifying attributesarelisted,even if they are
actuallydefinedin othertables.

7. ThestandardUML visibility attributeshaveaslightly differentmeaning.Pub-
lic visibility (indicatedby a � symbol)impliesthatthecorrespondingattribute
is publicallyaccessiblefor readingand/orwriting. Privatevisibility (indicated
by a � symbol)impliesthattheattributeis notdirectlyaccessible,e.g.because
it is a not-accessibleindex componentof a MIB table. Note thatanattribute
with privatevisibility canstill bereadindirectlyby extractingtheactualvalue
from the instanceidentifier of anotherreadableattribute of the sameUML
class.

Figure1 shows several different relationshipsbetweenthe UML classes.The
generalizationbetweenthe ifEntry andthe ifXEntry classrepresentsa MIB
tableaugmentationwhereevery ifXEntry instanceis boundto an ifEntry in-
stanceandvice versa.Tableaugmentationsarefrequentlyusedin MIBs to extend
anexisting tabledefinition. TheassociationbetweenifRcvAddressEntry and
ifEntry shows a MIB tableextensionwheremultiple ifRcvAddressEntry
instancescanrelateto asingleifEntry instance.This is indicatedby thecardinal-
itiesof theUML association.

The ifStackEntry is anassociationclass.It representspropertiesof the“is
stackedon” relationshipbetweennetwork interfaces.Theassociationclassitself has
aclassattribute(theMIB scalarifStackLastChange ) whichindicatesthetime-
stampof the last changein an ifStackEntry instance.Finally, the association
betweenan ifStackEntry andan ifInvStackEntry representsa MIB table
reorderingrelationshipwherethe not-accessibleindex componentshave beenre-
ordered.(Suchreorderrelationshipsenablemanagementapplicationsto readtables
moreefficiently andarethusanSNMPspecificoptimization.)

Figure2 showsahandcraftedUML classdiagramfor theHOST-RESOURCES-
MIB [6]. This diagramclearly shows the generalization/specializationrelationship
betweenthe hrDeviceEntry and the derived classeshrProcessorEntry ,
hrNetworkEntry , hrPrinterEntry , and hrDiskStorageEntry . The
“implements”associationlinks thehrNetworkEntry classto theifEntry class
of theIF-MIB shown in Figure1.

4 Relationshipsin MIBs

TheSMIv2 datadefinition language[7, 8, 9] only provideslimited mechanismsto
formally expressrelationshipsbetweenMIB objects. In particular, theSMIv2 pro-
videsnomechanismto formally expressthatacertaincolumnpointsto anothertable



«smi mib class»
hrSystem

+hrSystemUptime: TimeTicks
+hrSystemDate: DateAndTime
+hrSystemInitialLoadDevice: Integer32
+hrSystemInitialLoadParameters: InternationalDisplayString
+hrSystemNumUsers: Gauge32
+hrSystemProcesses: Gauge32
+hrSystemMaxProcesses: Integer32
+hrMemorySize: KBytes

«smi mib class»
hrStorageEntry

+hrStorageIndex: Integer32 {index}
+hrStorageType: AutonomousType
+hrStorageDescr: DisplayString
+hrStorageAllocationUnits: Integer32
+hrStorageSize: Integer32
+hrStorageUsed: Integer32
+hrStorageAllocationFailures: Counter32

«smi mib class»
hrDeviceEntry

+hrDeviceIndex: Integer32 {index}
+hrDeviceType: AutonomousType
+hrDeviceDescr: DisplayString
+hrDeviceID: ProductID
+hrDeviceStatus: Enumeration
+hrDeviceErrors: Counter32

«smi mib class»
hrProcessorEntry

+hrDeviceIndex: Integer32 {index}
+hrProcessorFrwID: ProductID
+hrProcessorLoad: Integer32

«smi mib class»
hrNetworkEntry

+hrDeviceIndex: Integer32 {index}
+hrNetworkIfIndex: InterfaceIndexOrZero

«smi mib class»
hrPrinterEntry

+hrDeviceIndex: Integer32 {index}
+hrPrinterStatus: Enumeration
+hrPrinterDetectedErrorState: OctetString

«smi mib class»
hrDiskStorageEntry

+hrDeviceIndex: Integer32 {index}
+hrDiskStorageAccess: Enumeration
+hrDiskStorageMedia: Enumeration
+hrDiskStorageRemoveble: TruthValue
+hrDiskStorageCapacity: KBytes

«smi mib class»
hrPartitionEntry

+hrDeviceIndex: Integer32 {index}
+hrPartitionIndex: Integer32 {index}
+hrPartitionLabel: InternationalDisplayString
+hrPartitionID: OctetString
+hrPartitionSize: KBytes
+hrPartitionFSIndex: Integer32

«smi mib class»
hrFSEntry

+hrFSIndex: Integer32 {index}
+hrFSMountPoint: InternationalDisplayString
+hrFSRemoteMountPoint: InternationalDisplayString
+hrFSType: AutonomousType
+hrFSAccess: Enumeration
+hrFSBootable: TruthValue
+hrFSStorageIndex: Integer32
+hrFSLastFullBackupDate: DateAndTime
+hrFSLastPartialBackupDate: DateAndTime

exists on

1

0..*

resides on
0..*

0..1

0..*

0..1

extends

extends

extends

extends

«smi mib class»
hrSWInstalledEntry

+hrSWInstalledLastChange: TimeTicks
+hrSWInstalledLastUpdateTime: TimeTicks
+hrSWInstalledIndex: Integer32 {index}
+hrSWInstalledName: InternationalDisplayString
+hrSWInstalledID: ProductID
+hrSWInstalledType: Enumeration
+hrSWInstalledDate: DateAndTime

«smi mib class»
hrSWRunPerfEntry

+hrSWRunIndex: Integer32 {index}
+hrSWRunPerfCPU: Integer32
+hrSWRunPerfMem: KBytes

«smi mib class»
hrSWRunEntry

+hrSWOSIndex: Integer32
+hrSWRunIndex: Integer32 {index}
+hrSWRunName: InternationalDisplayString
+hrSWRunID: ProductID
+hrSWRunPath: InternationalDisplayString
+hrSWRunParameters: InternationalDisplayString
+hrSWRunType: Enumeration
+hrSWRunStatus: Enumeration

implements0..1

0..1
«smi mib class»
IF-MIB::ifEntry

augments

Figure2: Conceptualmodelof theHOST-RESOURCES-MIB

or a particularcolumnin anothertable. Sincetheknowledgeof relationshipsis es-
sentialfor understandingaMIB module,MIB authorsusuallyfollow certainnaming
conventionsto indicatewherea referencingcolumnspointsto. Anotherfrequently
usedtechniqueis to introducespecialtypeswhich implicitly identify thereferenced
table.

4.1 TableExistenceRelationships

Tableexistencerelationshipsexpressthe conditionsunderwhich rows in different
tablessharefate.In otherwords,thesefate-sharingrelationshipsdefinewhetherthe
existenceof a particularrow is boundto theexistenceof otherrows in othertables
[10]. Onlyafew of theseexistencerelationshipsaredescribedwith machinereadable
constructsin theSMIv2.

One-to-onetableaugmentationsrepresentextensionsof abasetablewhereeach
instancein theaugmentingtableexistsaccordingto thesamesemanticsasinstances



in the augmentedtable. In otherwords,the cardinalityof the associationbetween
both tablesis 1:1. The ifXTable in the IF-MIB is an examplefor a one-to-one
augmentationof theifTable . One-to-onetableaugmentationsarefrequentlyused
to extendexisting tableswithout having to modify the existing table. In particular,
anaugmentingtablecanlive in aseparatevendorspecificMIB moduleandaugment
standardizedtables.TheSMIv2 languageprovidestheAUGMENTSclauseto define
one-to-onetableaugmentations.

Sparsetable augmentationsaresimilar to one-to-onetableaugmentations,ex-
cept that not all rows in the augmentedtable must be presentin the augmenting
table.Thecardinalityof theassociationbetweenbothtablesis therefore1:0..1.This
mechanismis frequentlyusedto extendabasetablewith specificinformationthatis
only applicableto a subsetof the rows in the basetable. ThehrNetworkTable
in the HOST-RESOURCES-MIBis an exampleof a sparsetableaugmentationof
thehrDeviceTable . TheSMIv2 languagedoesnot provide a specificclauseto
definesparsetableaugmentations.However, a commonway to definesparsetable
augmentationsis to useidenticalINDEX clausesfor thebasetableandtheextending
tables.

Table expansionsareusedto modelmulti-valuedattributesthatarerelatedto a
row in a basetable.Thecardinalityof theassociationbetweenbothtablesis 1:0..n.
An examplefor a tableexpansionis the ifRcvAddressTable in the IF-MIB
which expandsthe ifTable by listing the set of physicaladdresseswhich will
be usedto receive frameson a particularinterface. The SMIv2 languagedoesnot
provideaspecificclauseto definetableexpansions.Tableexpansionsareusuallyde-
finedby copying theINDEX clauseof thebasetableandaddingadditionalelements
at theend.

The table reordering relationshipexists betweentwo tablesif they have the
samenumberof rows andonly the orderingof the elementsin the INDEX clause
differs. The cardinality of the associationbetweenboth tablesis 1:1. Table re-
orderingsare useful to speedupcertain lookups in potentially large tables. The
ifInvStackTable in the IF-INVERTED-STACK-MIB for examplereorders
the ifStackTable in the IF-MIB . TheSMIv2 languageagaindoesnot provide
aspecificclauseto definetablereorderings.

It shouldbe notedthat the proposedSMIng [11] provideslanguagesupportto
formally defineall four tableexistencerelationships.

4.2 ReferenceRelationships

TherearecaseswhererelationshipsbetweenMIB rowsaredefinedby usingexplicit
pointers.TheSMIv2 providesspecialdatatypesfor thispurpose[8]: RowPointer
andVariablePointer . It is alsocommonthat MIB authorsintroducespecial
typesthatdirectly relateto the instanceidentificationusedby thereferencedtable.
A goodexampleis thehrNetworkIfIndex columnof thehrNetworkTable
in theHOST-RESOURCES-MIBwhichpointsto arow of the ifTable in theIF-
MIB. A commonway to mark thesereferencerelationshipsis to encodethe name



of thereferencedcolumnin thenameof thereferringcolumn. In morerecentMIB
modules,MIB authorsintroducespecialtypesthatcanbeusedby thereferringcol-
umn(InterfaceIndexOrZero in our example).

4.3 TaggingRelationships

TheSNMP-TARGET-MIB[12] introducesa taggingmechanismfor efficiently rep-
resentingassociationsof the cardinalityn:m. A taggedtablehasa columnof type
SnmpTagList , which holdsa list of wordsdelimitedby white spacecharacters.
The referringtablehasa columnof type SnmpTagValue , which only containsa
singlewordwithoutany whitespacecharacters.TheSnmpTagValue columnusu-
ally refersto all rows in thetaggedtablewhich containa specificSnmpTagValue
valuein thetaglist in theSnmpTagList column.

5 ReverseEngineeringAlgorithm

Thereverseengineeringalgorithmdescribedbelow constructsa graphwhich repre-
sentstheconceptualmodelof agivenMIB module.Thenodesof thegraphrepresent
the classesof the UML classdiagramwhile the edgesrepresentrelationshipsbe-
tweentheseclasses.Thealgorithmcanbedividedinto tensteps.Eachstepanalyzes
somespecificMIB informationin orderto refinethegraph.Below is thedescription
of the stepsbasedon the SMIv2 MIB modulelanguage[7, 8, 9]. Minor modifi-
cationsof the algorithmarepossibleto processMIB modulesthat conformto the
experimentalSMIng [11] andto take advantageof theimprovedSMIng capabilities
to expresstableexistencerelationships.

5.1 Description of the Algorithm

Below is a step-by-stepdescriptionof thealgorithm.

Step1: CreatingNodes

Thefirst steppopulatesthegraphby creatingnodesfor all tablesandscalarsin the
MIB module. It is possibleto restrictthenumberof nodesgeneratedby excluding
objectswhosestatusis obsoleteor deprecated.Note thatscalarsarenot groupedin
thefirst stepsincesomeof themmaybemergedwith nodesthat representtablesin
subsequentsteps.

Step2: CreatingEdgesfr om ExistenceRelationships

Thesecondstepof thealgorithmcreatesedgesbetweengraphnodesby interpreting
AUGMENTSandINDEX clauses.Thealgorithmdetectsthetableexistencerelation-
shipsintroducedin Section4.1asfollows:



� One-to-onetableaugmentationsaredetectedeasilyby checkingfor thepres-
enceof AUGMENTSclauses.Thealgorithmaddsa new edgeto thegraphfor
eachAUGMENTSclause.

� Sparsetableaugmentationsaredetectedby analyzingall INDEX clausesof
theMIB tables.Edgesarecreatedbetweennodesthat representtableswhere
the INDEX clausessatisfythefollowing two conditions:First, thenumberof
elementsin theINDEX clausesis equal.Second,theelementsin bothINDEX
clausesareidenticalandoccurin thesameorder.

Oncea sparsetableaugmentationhasbeendetected,it is necessaryto decide
which of thetablesis theaugmentedtableandwhich is theaugmentingtable.
Theheuristicrule usedto makea decisionis to assumethatthetablewhich is
registeredfirst in theOID treeis theaugmentedtable.

� New edgesrepresentingtableexpansionsarecreatedbetweennodesthatrep-
resenttableswhich satisfythe following conditions:First, the numberof el-
ementsin the INDEX clauseof onetablemustbegreaterthanthenumberof
elementsin the INDEX clauseof a secondtable.Second,all elementsthatare
listedin theINDEX clausewith fewerelementsmustbepresentin theINDEX
clauseof theothertableandthey mustbelistedat thesameposition.

Simply checkingtheserulesmay resultin bogusedgessinceit is possibleto
have multiple levels of tableexpansions. It is thususeful to searchfor the
longestoverlapin INDEX clausesfirst beforeusingthe position in the OID
registrationtreeto breakany ties.

� Reorderrelationshipsareeasilydetectedby checkingfor the following two
rules: First, the numberof elementsin the INDEX clausesof two tablesare
identical. Second,theelementsareexactly thesameappearingin a different
order. Thereorderedtableis assumedto bethetablewhichappearsfirst in the
OID registrationtree.

Step3: Reordering Edges

The third stepreordersedges.This stepis necessarysincethe previous stepmay
combinesparseaugmentationsandtableexpansionsin non-obviousways. There-
fore, every expandrelationshipis checked whetherthereis a sparseaugmentation
of thebasetablesothat theexpandrelationshipcanbere-routedto theaugmenting
table.Thedecisionwhethertheexpandrelationshipshouldbereorderedis basedon
thecommonalityof thetabledescriptors.

Thecommonalityof two descriptorsis determinedby first computingnormalized
names.A normalizednameis constructedby removing prefixesthatarecommonto
all descriptorsdefinedin a MIB module.Next, thenumberof identicalcharactersin
two normalizednamesis counted,startingat thebeginningof thenormalizednames.

If thealgorithmdetectsa tableexpansionwherethebasetablehasa sparseaug-
mentationwherethe commonalitybetweenthe expandingtabledescriptorandthe



augmentingtabledescriptoris higher, thentheedgerepresentingtheexpansionrela-
tionshipis reroutedfrom thebasetableto theaugmentingtable.

Step4: CreatingEdgesbasedon Index ReferenceRelationships

Section4.2describedthatit is commonpracticein newerMIBs to introducespecial
typesfor instanceidentificationandinstancereferencingpurposes.Stepfour triesto
takeadvantageof this. It loopsoverall nodesrepresentingtablesandcheckswhether
thereareany othertablesindexedby columnsof similar types. Somewell known
andfrequentlyusedtypenamesareignoredin thisstepto preventthealgorithmfrom
generatingtoomany falseedges.If thealgorithmdetectsmorethanonematch,then
thefirst tablein OID orderor thetablewith themostcommonnameprefixis selected.
It is possiblethat sometypesonly differ in their rangeby exactly onenumber. A
goodexamplearethetypesInterfaceIndex andInterfaceIndexOrZero
definedin the IF-MIB . The algorithm will treat thosetypesas identical if their
descriptorsonly differ in acommonsuffix suchasOrZero .

Step5: CreatingEdgesbasedon NamePrefixes

The fifth steptries to link the remainingtablesthat arenot yet linked to any other
tables. For eachremainingtable,a testis beingmadewhetherthe namehascom-
monality with other tablenames.The test is againbasedon normalizednamesin
orderto dealwith the conventionof usinga commonprefix for all descriptorsde-
fined in a MIB module. It is obvious that only the nodeswith the mostcommon
normalizednameareselectedto createnew edges.

Step6: AssigningScalarsto Tables

Thealgorithmassignsscalarsto tablesin thesixth step.This is againdoneby com-
paringnormalizedscalardescriptorswith normalizedtabledescriptors.If thereare
commonprefixesin the normalizednames,thenthe scalaris assignedto the table
with the longestmatchingprefix. The OID order is usedasa secondcriterion if
multiplepotentialcandidatesexist.

Step7: Grouping Scalars

The seventhstepgroupsall scalarsthat arenot assignedto a tableinto classes.A
new classis createdfor eachsetof scalarswhichshareacommonparentnodein the
OID tree.

Step8: DependencyRelationships

Dependency relationshipsaredetectedby first identifying so calledsupportingta-
bles.A supportingtableis atablewhichonly holdsindex objectsandsupportobjects
of well know typessuchasRowStatus andStorageType . If asupportingtable
is found,thentheINDEX objectsarecomparedto any othertable.If amatchis found
andthereexistsalreadyanedgebetweenthesetables,thentheedgeis changedto a
dependency association.Otherwiseanew edgeis introducedto representthedepen-
dency association.



Step9: ReferenceRelationships

The nineth steptries to detectreferencerelationships. This is doneby checking
thedescriptorsof columnarobjects.First, thedescriptoris checkedwhetherit ends
with a suffix which typically indicatesapointingobject(e.g.Index or Pointer ).
Having foundsucha columndescriptor, thedescriptoris shortenedby removing the
commontableprefix. Next, all othertablesarecheckedwhethertheshortenedname
appearsin any of theINDEX objects.A new edgeis createdif suchamatchingtable
is found.

Step10: Notifications

Thefinal stepassignsnotificationsto nodesrepresentingMIB tables.This is done
by checkingwhetherthe mandatoryobjectslisted in the NOTIFICATION-TYPE
clauseall appearin a singletable. If the test is successful,thenthe notification is
assignedasanoperationto thenoderepresentingthetable.

5.2 Limitations of the Algorithm

The algorithm hasseveral limitations sinceit dependson many “unwritten” rules
for writing SMI MIB modules. MIB authorscanchoosetheir own namesfor the
objectsthey define. Thereis no requirementto usethe sameprefix (suchas if in
the IF-MIB ) or to usesimilar namesfor relatedobjects.The algorithm,however,
dependson thesenamingconventionsandit will producelessmeaningfulresultsif
for exampleall descriptorsarewritten in lowercase.Thesameis truefor theuseof
specializeddatatypes. GoodMIB authorsintroducenew datatypeswhich canbe
exploited to recognizereferencesbetweenMIB tables.MIB authorswho decideto
useonly basetypesor inlined typedefinitionswill make it hardfor thealgorithmto
producemeaningfulresults.

Thedefinitionof thealgorithmsofar assumesthatonly oneMIB moduleis re-
verseengineeredata time. It is desirableto generalizethealgorithmsothatmultiple
MIB modulescanbereverseengineeredtogether. Thisbasicallyrequiresto improve
thecomputationof normalizednames.

Thealgorithmsometimesusesthe orderof definitionsin the OID treeto select
oneof several possiblealternatives. The motivation behindthis rule is that more
fundamentaldefinitionsareusuallyintroducedandthusregisteredfirst. It might be
necessaryto find betterheuristicswhenthe algorithmis generalizedso that it can
operateon multiple MIB moduleswhich mayberootedat arbitrarylocationsin the
OID tree.

6 Implementation and Examples

Thealgorithmdescribedin theprevioussectionhasbeenimplementedandintegrated
into thesmidump programof the libsmi SMI compilerpackage[11]. Theimple-
mentationcanbeusedwith MIB modulesthatconformto SMIv1, SMIv2 or SMIng



sincetheAPI of the libsmi library hidesmostof thedetailsbetweenthevarious
SMI versions. The internal graphconstructedby the algorithm canbe written in
severaloutputformats.Thecm-xplain outputformatgivesa textual explanation.
Selectingthe cm-dia output format will generatean XML representationof the
UML diagramwhichcanbeloadedinto thedia 3 diagrameditor.

Actor

MIB module

XML dia file

errors & warnings

smilint

smidump -f xm-dia

editing

reading

viewing

Figure3: Usingthesmilint andsmidump utilities duringMIB design

A typical usecaseis shown in Figure 3. A MIB authoredits a MIB module
andrunsit throughthesmilint syntaxcheckerwhichgenerateserrorandwarning
messages.TheMIB authoralsousesthe smidump programto generatethe UML
classdiagramwhichis storedin anXML file format.TheXML file is thendisplayed
by the dia editor. The MIB authornow usesthe error andwarningmessagesand
theUML diagramto furtheredit theMIB modulespecification.

Figure4 shows the UML classdiagramgeneratedby feedingthe IF-MIB [4]
into smidump . Theoutputdoesnot 100% matchthe handcraftedUML diagram
shown in Figure 1. For example, the ifNumber scalarwas not assignedto the
ifEntry classsincethereis no overlapin the normalizednamesoncethe prefix
if hasbeenremoved.

Although the processdescribedin Figure 3 works reasonablywell, onecould
imagineto integratethealgorithmdescribedin thispaperandpartsof thesmidump
utility asa plug-in into the dia editor. This would addressthe limitation that all
informationaboutnodeplacementsis currentlylost whenthe UML diagramis re-
generated.Integratingsomeof thesmidump functionalityinto dia would resultin
anintegratedSMI MIB engineeringenvironmentwith a graphicalUML front-end.

7 RelatedWork

TheRoseMIB Link productfrom ObjectStream4 supportsround-tripmappingsfrom
SMI MIBs to UML andback.Themappingis rathersimpleandfollowsdirectly the

3<URL:http://www.lysator.liu.se/˜alla/dia/>
4<URL:http://www.objectstream.com/>



Conceptual model of IF-MIB - generated by smidump 0.2.5

«smi mib class»
ifEntry

+ifTableLastChange: TimeTicks
+ifIndex: InterfaceIndex {index}
+ifDescr: DisplayString
+ifType: IANAifType
+ifMtu: Integer32
+ifSpeed: Gauge32
+ifPhysAddress: PhysAddress
+ifAdminStatus: Enumeration
+ifOperStatus: Enumeration
+ifLastChange: TimeTicks
+ifInOctets: Counter32
+ifInUcastPkts: Counter32
+ifInNUcastPkts: Counter32
+ifInDiscards: Counter32
+ifInErrors: Counter32
+ifInUnknownProtos: Counter32
+ifOutOctets: Counter32
+ifOutUcastPkts: Counter32
+ifOutNUcastPkts: Counter32
+ifOutDiscards: Counter32
+ifOutErrors: Counter32
+ifOutQLen: Gauge32
+ifSpecific: ObjectIdentifier

«smi mib class»
ifXEntry

+ifIndex: InterfaceIndex {index}
+ifName: DisplayString
+ifInMulticastPkts: Counter32
+ifInBroadcastPkts: Counter32
+ifOutMulticastPkts: Counter32
+ifOutBroadcastPkts: Counter32
+ifHCInOctets: Counter64
+ifHCInUcastPkts: Counter64
+ifHCInMulticastPkts: Counter64
+ifHCInBroadcastPkts: Counter64
+ifHCOutOctets: Counter64
+ifHCOutUcastPkts: Counter64
+ifHCOutMulticastPkts: Counter64
+ifHCOutBroadcastPkts: Counter64
+ifLinkUpDownTrapEnable: Enumeration
+ifHighSpeed: Gauge32
+ifPromiscuousMode: TruthValue
+ifConnectorPresent: TruthValue
+ifAlias: DisplayString
+ifCounterDiscontinuityTime: TimeStamp

augments
1

1

«smi mib class»
ifRcvAddressEntry

+ifIndex: InterfaceIndex {index}
-ifRcvAddressAddress: PhysAddress {index}
+ifRcvAddressStatus: RowStatus
+ifRcvAddressType: Enumeration

expands

 

 

«smi mib class»
ifStackEntry

+ifStackLastChange: TimeTicks
-ifStackHigherLayer: InterfaceIndexOrZero {index}
-ifStackLowerLayer: InterfaceIndexOrZero {index}
+ifStackStatus: RowStatus

«smi mib class»
interfaces

+ifNumber: Integer32

Figure4: Conceptualmodelof theIF-MIB generatedby smidump

OID registrationtree. MIB tablesandsetsof scalarswith a commonroot nodeare
mappedto a UML class. Theseclassesusethe � Managed Object Class �
stereotype.IntermediateMIB nodeswhich areusually usedto structurethe OID
spacearemappedtoUML classesusingthe � OID � stereotype.� Managed Ob-
ject Class � classesarelinkedto � OID � classesusingUML aggregations.

TheJIDM specificationtranslationrules[13] definehow SMIv2 datadefinitions
aremappedto CORBA interfacedefinitions. Themappingof tablerows to classes
is similar to what hasbeenproposedin this paper. However, the JIDM translation
rulesdo not make any attemptsto identify andtranslaterelationshipsbetweenMIB
tables.TheJIDM handlingof scalarsis alsomuchsimplersinceno attemptis being
madeto assignscalarsto tables.

8 Conclusions

Giventhelargenumberof SMI MIB modulesthathavebeendefinedin thepast,it is
necessaryto improve thedocumentationof theconceptualmodelsunderlyingthese
MIB module.Thispaperpresentedanalgorithmicapproachto reverseengineerSMI
MIB modulesinto conceptualMIB models.

This paperfirst describedhow UML classdiagramscanbeutilized to document



the conceptualmodelbehinda MIB module. Afterwards,a heuristicreverseengi-
neeringalgorithmwaspresentedwhich takesa MIB moduleasinput andoutputsa
UML classdiagram.Thealgorithmhasbeenimplementedandis freely availableas
partof the libsmi SMI compilertoolkit.

In the future, we plan to improve andfine-tunethe heuristicsusedby the al-
gorithm. It may alsobe interestingto investigatewhetherit is feasibleto provide
tighterintegrationinto aUML-basedmodelingenvironment,whichwould leadto an
integratedSMI MIB reverseandforwardengineeringtoolkit.

Finally, basedon theexperiencesobtainedby developingandusingthis reverse
engineeringalgorithm,weplanto revisetheSMIngproposal[11] to providestronger
supportfor formally definingrelationshipsbetweenMIB tables.Thiswill reducethe
numberof heuristicsneededto turnaMIB moduledefinitioninto ausefulUML class
diagram.
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