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Abstract

Thelnternet-standardhanagemenprotocol SNMP manipulateglatastructureghat
aredefinedin MIB modules A largenumberof MIB moduleshasbeendefinedover
thelastdecade Someof themarerathercomple< andfull of technicaldetails,which
makesit hardto understandhem. Furthermorethe limitations of the currentdata
definition languagemake it impossibleto formally expressthe conceptuaimodel
underlyinga well-engineered/IB module.

This paperpresentsa reverseengineeringalgorithmwhich extractsconceptual
modelsfrom the MIB datadefinitions. The algorithm usesseveral heuristicsthat
arederived from commonMIB namingand registrationcorventions. The output
producedy thealgorithmis a graphicalrepresentatiofor conceptuaMIB models,
which is a slightly customizedversionof a UML classdiagram. A prototypeim-
plementatiorof thealgorithmis briefly describedvhich hasbeenintegratedinto the
libsmi softwarepackage.
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1 Intr oduction

Thelnternet-standarthanagemerftamawvork is basednthe SimpleNetwork Man-
agemenProtocol(SNMP)whichis usedto acces@andmanipulatevell-defineddata
structureson managedievices. Thesedatastructuregepresenthe managemenn-
formationrelevantfor the purposeof managinganetwork infrastructureandthey are
usuallyspecificto particularnetwork protocols device typesor managemertasks.
The datadefinitionsare organizedin so-calledManagementnformation Base
(MIB) modules.Many MIB moduleshave beendefinedover the lastdecade.The
IETF hasstandardizedbout100 MIB moduleswith nearly10,000definedobjects.
In addition,thereis aneven larger andgrowing numberof enterprise-specifivIB



modulesdefinedunilaterallyby variousvendorsresearclgroups,consortiaandthe
like resultingin anunknown andvirtually uncountablenumberof definedobjects.

Our experiencewith mary of theseMIB modulesrevealsthat the conceptual
modelsof a MIB moduleis often hiddenbehindlots of technicaland syntactical
details.Neverthelessit is importantto understandhe underlyingconceptuamodel
in mary phase®f theMIB modulelife cycle.

This papemresentsvork on areverseengineeringalgorithmwhich takesa MIB
moduleasinput andextractsthe underlyingconceptuamodel. The algorithmuses
several heuristicssuchascommonnamingcorventionsto derive propertieshatare
not formally definedin MIB modules. The conceptualmodelis representedsa
slightly customizedJML classdiagram. The algorithmhasbeenimplementedand
integratedinto the opensourcdibsmi  * MIB compilerpackage.

The restof this paperis organizedasfollows. Section2 first motivateswhy a
conceptuamodelis importantin a MIB modules life cycle. Section3 thende-
scribeshow conceptuaMIB modelscanberepresentedsa variationof UML class
diagrams Somebackgroundnformationon relationshipsn MIB datadefinitionsis
providedin Section4 beforethe reverseengineeringalgorithmis describedn Sec-
tion 5. Section6 briefly outlinestheimplementatiorandpresentan exampleUML
diagramgeneratedrom an IETF standards-trackiIB module. Somerelatedwork
is discussedn Section7 beforethe paperconcludesn Section8.

2 ConceptualversusComputational Models

The developmentandimplementatiorof MIB modulesis first of all a softwareen-
gineeringprocess However, aMIB engineeringprocesshassereral specialcharac-
teristicssinceMIB moduledefineinterfacesin ahighly distributedsystem.Aspects
suchaslong-termstability, properversionhandling,extensibility and communica-
tion efficiengy play animportantrole. MIB modulesarerepresentationsf socalled
computationamodels. Computationamodelsare specificto a certainimplementa-
tion technology

Theobjective of aconceptuaimodelin aMIB engineeringprocesss to represent
thedomainof discoursethatis the datainvolvedin the problemto be solvedalong
with the operationson the data,independenof ary implementatiorcharacteristics
[1]. Theterm™conceptualmodel™ originatesfrom thefield of databasewhereit
refersto the representationf dataandtheir interrelationswhich areto be managed
by an information system,independentf ary implementationcharacteristics.In
otherwords, a conceptuamodelis usuallythe outputfrom the analysisstagein a
softwareengineeringorocesswhile the computationamodelis the outputfrom the
designstage.

This paperarguesthatthe conceptuamodelplaysanimportantrole in the MIB
moduleslife cycle. Someof thereasonare:

1<URL:http://www.ibr.cs.tu- bs.de/projects/libsmi/ >



e ConceptuaMIB modelsarefundamentain theMIB designphase Organiza-
tionslikethe IETF requirethatMIB datadefinitionsgo througha peerreview
procesgo ensurghatMIB modulesarefreeof syntacticerrorsandconformto
certainconventions.Every MIB moduleis assignedo a MIB reviewer before
it is publishedaspartof anRFCdocumentMIB reviewersareusuallyexperi-
encedVIB authorsandexpertsof the SMI datadefinitionlanguage However,
they are usually not expertsof the particularproblemdomain. Hence,it is
importantthatMIB reviewerscaneasilyaccesshe conceptuamodelthathas
beenusedduring the designstagein orderto reducethe time spenton MIB
reviews.

¢ Managemensoftware designersand implementorsgenerallybenefitif they
understandhe conceptuaimodel behinda MIB module. Awarenessf the
conceptuamodelallows themto designefficient andextensibleimplementa-
tionsthatwill requirelessmaintenanceostswhenthe MIB moduleevolves
overtime.

e MIB modulescan have a very long lifetime andit is not unlikely that the
authorsresponsibldor a certainMIB modulechangeover time. To ensure
stability and consisteny, it is importantthat the conceptuaideasbehinda
MIB modulespecificationdo not getlost whenthe responsibleMIB authors
change.

e It is often necessaryo educatea larger community(e.g. network operators,
software engineersstudentsiaboutMIB modules. It hasprovento be very
effective to startfrom the underlyingconceptuamodelsandto work stepby
steptowardsthe concreteMIB modulespecifications.

¢ Partsof standardizedIB modulesaresometimesntegratedinto morecom-
prehensie information models. This taskis greatly simplified by concen-
trating on the integration of conceptuamodelsratherthanthe integrationof
isolatedconcreteMIB datadefinitions.

3 RepresentingConceptualMIB Modelsin UML

The Unified Modeling LanguaggUML) [2, 3] hasbecomethe linguafrancafor vi-
sualizing,specifyinganddocumentingartifactsof softwareintensie systemsiUML
is very rich and featuresseveral diagramtypesto represenstructural,behaioral
andarchitecturabspectsCurrentMIB modulesonly specifystructuralaspectsn a
machinereadabldormat. Thefocusin this paperis thereforeon structuralaspects,
whichareusuallyvisualizedin UML classdiagrams.

Figure 1 shawvs a handcraftedUML classdiagramvisualizing the conceptual
modelunderlyingthe IF-MIB  module[4] andthe IF-INVERTED-STACK-MIB
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Figurel: Conceptuamodelof thelF-MIB andthelF-INVERTED-STACK-MIB

module[5]?. Therearesomeimportantdetailsthat distinguishthe UML classdia-
gramnotationfor SMI MIB modulesshown in Figure 1 from ordinaryUML class
diagrams:

1.

TheclassesepresentingMIB definitionsusethe<smi mib class > ste-
reotypein orderto distinguishthemfrom otherUML classes.

. Thereis a UML classfor eachconceptuakow definitionin a MIB module.

Thenameof the UML classis takenfrom therow definition.

. Scalarghatarelogically boundto aparticularUML classareshavn asunder

lined classvariablesin the UML diagram.

. Scalarghatarenotlogically boundto a conceptuatow arelogically grouped

into additionalUML classesvhich only containclassattributes.

. Notificationswhoserequiredvariablesareattributesof asingleUML classare

shawvn as private operationsfor that class. The operationis marked private
sinceit only conceptuallyexists asan internalinterfaceto emit a notification
whenthe correspondingventoccurs.

2Thediagramonly visualizesthosedefinitionsthatarecurrentandignoresall deprecatedr obsolete
definitions.



6. Classattributesthatareusedto uniquelyidentify a classinstancearemarked
with the {index } UML property The orderof the instancedentifier com-
ponentsareindicatedby theorderof theattributesin the UML classrepresen-
tation. Note thatall instanceidentifying attributesarelisted, evenif they are
actuallydefinedin othertables.

7. ThestandardJML visibility attributeshave a slightly differentmeaning.Pub-
lic visibility (indicatedby a+ symbol)impliesthatthecorrespondingttribute
is publically accessibldor readingand/orwriting. Privatevisibility (indicated
by a— symbol)impliesthattheattributeis notdirectlyaccessibleg.g.because
it is a not-accessiblindex componenbf a MIB table. Note that an attribute
with privatevisibility canstill bereadindirectly by extractingtheactualvalue
from the instanceidentifier of anotherreadableattribute of the sameUML
class.

Figure 1 shaws several differentrelationshipshetweenthe UML classes.The
generalizatiorbetweenthe ifEntry ~ andtheifXEntry  classrepresentsa MIB
tableaugmentatiorwhereevery ifXEntry  instancds boundto anifEntry  in-
stanceandvice versa. Table augmentationsre frequentlyusedin MIBs to extend
anexisting table definition. The associatiorbetweenfRcvAddressEntry and
ifEntry  shows a MIB table extensionwhere multiple ifRcvAddressEntry
instancesanrelateto asingleifEntry  instance Thisis indicatedby the cardinal-
ities of the UML association.

TheifStackEntry is anassociatiortlass. It representpropertiesof the“is
stacledon” relationshipbetweemetwork interfaces.The associatiortlassitself has
aclassattribute (theMIB scalarfStackLastChange ) whichindicateghetime-
stampof the lastchangein anifStackEntry instance.Finally, the association
betweeranifStackEntry andaniflnvStackEntry represents MIB table
reorderingrelationshipwhere the not-accessibléndex componentshave beenre-
ordered.(Suchreorderrelationshipsenablemanagemenapplicationgo readtables
moreefficiently andarethusan SNMP specificoptimization.)

Figure2 shavsahandcraftedUML classdiagramfor theHOST-RESOURCES-
MIB [6]. This diagramclearly shaons the generalization/specializatiarlationship
betweenthe hrDeviceEntry and the derived classeshrProcessorEntry ,
hrNetworkEntry  , hrPrinterEntry , and hrDiskStorageEntry . The
“implements”associatiotinks thehrNetworkEntry  classtotheifEntry  class
of thelF-MIB shown in Figurel.

4 Relationshipsin MIBs

The SMIv2 datadefinition languagd7, 8, 9] only provideslimited mechanismso
formally expressrelationshipsetweenMIB objects. In particulay the SMIv2 pro-
videsno mechanisnto formally expresshata certaincolumnpointsto anothettable
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Figure2: Conceptuamodelof the HOST-RESOURCES-MIB

or a particularcolumnin anothertable. Sincethe knowledgeof relationshipss es-

sentialfor understanding MIB module,MIB authorsusuallyfollow certainnaming

corventionsto indicatewherea referencingcolumnspointsto. Anotherfrequently
usedtechniquds to introducespecialtypeswhich implicitly identify thereferenced
table.

4.1 Table ExistenceRelationships

Table existencerelationshipsexpressthe conditionsunderwhich rows in different
tablessharefate. In otherwords,thesefate-sharingelationshipsiefinewhetherthe
existenceof a particularrow is boundto the existenceof otherrows in othertables
[10]. Only afew of theseexistencerelationshipsaredescribedvith machinereadable
constructsn the SMIv2.

One-to-ondable augmentationsepresenextensionof abasetablewhereeach
instancean theaugmentindableexistsaccordingo the samesemanticasinstances



in the augmentedable. In otherwords, the cardinality of the associatiorbetween
bothtablesis 1:1. TheifXTable inthelF-MIB is anexamplefor a one-to-one
augmentatiomf theifTable . One-to-ondableaugmentationarefrequentlyused
to extendexisting tableswithout having to modify the existing table. In particular
anaugmentingablecanlivein a separateendorspecificMIB moduleandaugment
standardizedables. The SMIv2 languageprovidesthe AUGMENT Elauseto define
one-to-ondableaugmentations.

Spassetable augmentationsare similar to one-to-onetable augmentationsex-
ceptthat not all rows in the augmentedable mustbe presentin the augmenting
table. Thecardinalityof theassociatiorbetweerbothtablesis thereforel:0..1. This
mechanisnis frequentlyusedto extenda basetablewith specificinformationthatis
only applicableto a subsebf the rows in the basetable. The hrNetworkTable
in the HOST-RESOURCES-MIBs an exampleof a sparsetable augmentatiorof
thehrDeviceTable . The SMIv2 languagedoesnot provide a specificclauseto
definesparseableaugmentationsHowever, a commonway to definesparseable
augmentationss to useidenticalINDEX clausedor the basetableandtheextending
tables.

Table expansionsare usedto model multi-valuedattributesthat arerelatedto a
row in a basetable. The cardinalityof the associatiorbetweerbothtablesis 1:0..n.
An examplefor a table expansionis the ifRcvAddressTable in the IF-MIB
which expandsthe ifTable by listing the set of physicaladdressesvhich will
be usedto receve frameson a particularinterface. The SMIv2 languagedoesnot
provide aspecificclauseto definetableexpansionsTableexpansionsareusuallyde-
finedby copying the INDEX clauseof the basetableandaddingadditionalelements
attheend.

The table reordering relationship exists betweentwo tablesif they have the
samenumberof rows andonly the orderingof the elementsn the INDEX clause
differs. The cardinality of the associatiorbetweenboth tablesis 1:1. Tablere-
orderingsare useful to speedupcertainlookupsin potentially large tables. The
ifinvStackTable in the IF-INVERTED-STACK-MIB for examplereorders
theifStackTable in theIF-MIB . The SMIv2 languageagaindoesnot provide
aspecificclauseto definetablereorderings.

It shouldbe notedthat the proposedSMing [11] provideslanguagesupportto
formally defineall four tableexistencerelationships.

4.2 ReferenceRelationships

TherearecasesvhererelationshipsetweerMIB rows aredefinedby usingexplicit
pointers.The SMIv2 providesspecialdatatypesfor this purposg8]: RowPointer
and VariablePointer . It is alsocommonthat MIB authorsintroducespecial
typesthatdirectly relateto the instancedentificationusedby the referencedable.
A goodexampleis the hrNetworklfindex columnof the hrNetworkTable

in theHOST-RESOURCES-MIB/hich pointsto arow of theifTable in thelF-
MIB. A commonway to mark thesereferencerelationshipss to encodethe name



of thereferencedcolumnin the nameof the referringcolumn. In morerecentMIB
modules MIB authorsintroducespecialtypesthat canbe usedby thereferringcol-
umn(InterfacelndexOrZero in our example).

4.3 TaggingRelationships

The SNMP-TARGET-MIB[12] introducesa taggingmechanisnior efficiently rep-
resentingassociation®f the cardinalityn:m. A taggedtable hasa columnof type
SnmpTagList , which holdsa list of words delimited by white spacecharacters.
The referringtable hasa columnof type SnmpTagValue , which only containsa
singleword without ary white spacecharactersThe SnmpTagValue columnusu-
ally refersto all rows in thetaggedablewhich containa specificSnmpTagValue
valuein thetaglist in the SnmpTagList column.

5 ReverseEngineering Algorithm

Thereverseengineeringalgorithmdescribedelov constructsa graphwhich repre-
sentgheconceptuamodelof agivenMIB module.Thenodesof thegraphrepresent
the classef the UML classdiagramwhile the edgesrepresentelationshipsbe-
tweentheseclassesThealgorithmcanbedividedinto tensteps.Eachstepanalyzes
somespecificMIB informationin orderto refinethe graph.Below is thedescription
of the stepsbasedon the SMIv2 MIB modulelanguag€[7, 8, 9]. Minor modifi-
cationsof the algorithm are possibleto processMIB modulesthat conformto the
experimentalSMIng [11] andto take advantageof theimproved SMIng capabilities
to expresgtableexistencerelationships.

5.1 Description of the Algorithm
Below is a step-by-steplescriptionof thealgorithm.
Stepl: Creating Nodes

Thefirst steppopulateghe graphby creatingnodesfor all tablesandscalardn the
MIB module. It is possibleto restrictthe numberof nodesgeneratedy excluding
objectswhosestatusis obsoleteor deprecatedNote that scalarsarenot groupedin
thefirst stepsincesomeof themmay be melgedwith nodesthatrepresentablesin
subsequergteps.

Step2: Creating Edgesfr om ExistenceRelationships

Thesecondstepof the algorithmcreatesedgeshetweergraphnodesby interpreting
AUGMENTS8ndINDEX clausesThealgorithmdetectshe tableexistencerelation-
shipsintroducedn Sectiorn4.1 asfollows:



¢ One-to-ondableaugmentationare detectedeasilyby checkingfor the pres-
enceof AUGMENT Slauses.The algorithmaddsa new edgeto the graphfor
eachAUGMENTS8lause.

e Sparsdable augmentationsre detectedby analyzingall INDEX clausesof
the MIB tables.Edgesarecreatedhetweemodesthatrepresentableswhere
the INDEX clausessatisfythe following two conditions:First, the numberof
elementsn theINDEX clauseds equal.Secondthe elementsn bothINDEX
clausesareidenticalandoccurin the sameorder

Oncea sparsdableaugmentatiomasbeendetectedit is necessaryo decide
which of thetablesis the augmentedableandwhichis theaugmentingable.
Theheuristicrule usedto make a decisionis to assumehatthetablewhichis
registeredirst in the OID treeis theaugmentedable.

¢ New edgegepresentingableexpansionsarecreatethetweemodesthatrep-
resenttableswhich satisfythe following conditions: First, the numberof el-
ementdn the INDEX clauseof onetablemustbe greaterthanthe numberof
elementsn the INDEX clauseof asecondable.Secondall elementghatare
listedin the INDEX clausewith fewer elementsnustbe presenin the INDEX
clauseof the othertableandthey mustbe listedat the sameposition.

Simply checkingtheserulesmay resultin bogusedgessinceit is possibleto
have multiple levels of table expansions. It is thus usefulto searchfor the
longestoverlapin INDEX clausedirst beforeusing the positionin the OID
registrationtreeto breakary ties.

¢ Reorderrelationshipsare easily detectedby checkingfor the following two
rules: First, the numberof elementsn the INDEX clausesof two tablesare
identical. Secondthe elementsare exactly the sameappearingn a different
order Thereorderedableis assumedo bethetablewhichappeardirstin the
OID registrationtree.

Step3: Reordering Edges

The third stepreordersedges. This stepis necessargincethe previous stepmay
combinesparseaugmentationsind table expansionsgn non-olviousways. There-
fore, every expandrelationshipis checled whetherthereis a sparseaugmentation
of the basetablesothatthe expandrelationshipcanbe re-routedto the augmenting
table. Thedecisionwhetherthe expandrelationshipshouldbereordereds basedn
thecommonalityof thetabledescriptors.

Thecommonalityof two descriptorss determinedy first computingnormalized
namesA normalizednameis constructedy removing prefixesthatarecommonto
all descriptorglefinedin aMIB module.Next, the numberof identicalcharactersn
two normalizechamess countedstartingatthe beginningof thenormalizechames.

If thealgorithmdetectsa tableexpansionwherethe basetablehasa sparseaug-
mentationwherethe commonalitybetweenthe expandingtable descriptorandthe



augmentingabledescriptoiis higher, thenthe edgerepresentinghe expansiorrela-
tionshipis reroutedfrom the basetableto theaugmentingable.

Step4: Creating Edgesbasedon Index ReferenceRelationships

Section4.2 describedhatit is commonpracticein newver MIBs to introducespecial
typesfor instanceadentificationandinstanceeferencingpurposesStepfour triesto
take advantageof this. It loopsoverall nodesepresentingablesandcheckswvhether
thereareary othertablesindexed by columnsof similar types. Somewell known
andfrequentlyusedtypenamesareignoredin this stepto preventthealgorithmfrom
generatingoo mary falseedgeslf thealgorithmdetectamorethanonematch,then
thefirsttablein OID orderor thetablewith themostcommonameprefixis selected.
It is possiblethat sometypesonly differ in their rangeby exactly onenumber A
goodexamplearethetypesinterfacelndex andInterfacelndexOrZero
definedin the IF-MIB . The algorithmwill treatthosetypesasidentical if their
descriptoronly differin acommonsufiix suchasOrZero .

Step5: Creating Edgesbasedon Name Prefixes

Thefifth steptriesto link the remainingtablesthatarenot yet linked to ary other
tables. For eachremainingtable, a testis beingmadewhetherthe namehascom-
monality with othertable names. The testis againbasedon normalizednamesin
orderto dealwith the conventionof usinga commonprefix for all descriptorsde-
finedin a MIB module. It is obviousthat only the nodeswith the mostcommon
normalizednameareselectedo createnew edges.

Step6: Assigning Scalarsto Tables

Thealgorithmassignsscalargo tablesin the sixth step. This is againdoneby com-
paringnormalizedscalardescriptorsvith normalizedtabledescriptors.If thereare
commonprefixesin the normalizednamesthenthe scalaris assignedo the table
with the longestmatchingprefix. The OID orderis usedasa secondcriterion if
multiple potentialcandidategxist.

Step7: Grouping Scalars

The seventhstepgroupsall scalarsthat are not assignedo a tableinto classes.A
new classis createdor eachsetof scalaravhich shareacommonparentnodein the
OID tree.

Step8: DependencyRelationships

Dependeng relationshipsare detectedby first identifying so called supportingta-
bles.A supportingableis atablewhich only holdsindex objectsandsupportbjects
of well know typessuchasRowStatus andStorageType . If asupportingtable
is found,thentheINDEX objectsarecomparedo ary othertable.If amatchis found
andthereexistsalreadyan edgebetweerthesetables,thenthe edgeis changedo a
dependengassociationOtherwisea new edgeis introducedo representhedepen-
deng association.



Step9: ReferenceRelationships

The nineth steptries to detectreferencerelationships. This is doneby checking
the descriptorof columnarobjects.First, the descriptoris checledwhetherit ends
with a suffix which typically indicatesa pointing object(e.g.Index or Pointer ).

Having found sucha columndescriptorthe descriptotis shortenedy removing the
commontableprefix. Next, all othertablesarechecledwhetherthe shortenechame
appearsn ary of theINDEX objects.A new edgeis createdf suchamatchingtable
is found.

Step 10: Notifications

Thefinal stepassignsotificationsto nodesrepresentindvIB tables. This is done
by checkingwhetherthe mandatoryobjectslisted in the NOTIFICATION-TYPE
clauseall appeatin a singletable. If the testis successfulthenthe notificationis
assignedsanoperationto the noderepresentinghetable.

5.2 Limitations of the Algorithm

The algorithm hasseveral limitations sinceit dependson mary “unwritten” rules
for writing SMI MIB modules. MIB authorscan choosetheir own namesfor the
objectsthey define. Thereis no requiremento usethe sameprefix (suchasif in
the IF-MIB ) or to usesimilar namesfor relatedobjects. The algorithm, however,
depend®n thesenamingcorventionsandit will producelessmeaningfulresultsif
for exampleall descriptorsarewrittenin lower case.The sameis true for the useof
specializeddatatypes. Good MIB authorsintroducenew datatypeswhich canbe
exploitedto recognizereferencedbetweenMIB tables.MIB authorswho decideto
useonly basetypesor inlined type definitionswill make it hardfor the algorithmto
producemeaningfulresults.

The definition of the algorithmsofar assumeshat only oneMIB moduleis re-
verseengineereatatime. It is desirableo generalizéhealgorithmsothatmultiple
MIB modulescanbereverseengineeredogether This basicallyrequiresto improve
the computatiorof normalizedhames.

The algorithm sometimesusesthe orderof definitionsin the OID treeto select
one of several possiblealternatves. The motivation behindthis rule is that more
fundamentatlefinitionsare usuallyintroducedandthusregisteredfirst. It might be
necessaryo find betterheuristicswhenthe algorithmis generalizedso thatit can
operateon multiple MIB moduleswhich may berootedat arbitrarylocationsin the
OID tree.

6 Implementation and Examples

Thealgorithmdescribedn theprevioussectionhasbeenimplementedndintegrated
into thesmidump programof thelibsmi  SMI compilerpackagd11]. Theimple-
mentationcanbeusedwith MIB modulesthatconformto SMIv1, SMIv2 or SMing



sincethe API of thelibsmi library hidesmostof the detailsbetweenthe various
SMI versions. The internal graphconstructedby the algorithm can be written in
severaloutputformats.Thecm-xplain  outputformatgivesatextual explanation.
Selectingthe cm-dia outputformat will generatean XML representatiomf the
UML diagramwhich canbeloadedinto thedia 2 diagrameditor.

MIB module

<
reading
smilint

Actor

errors & warnings

h—

XML dia file

smidump -f xm-dia

Figure3: Usingthesmilint  andsmidump utilities duringMIB design

A typical usecaseis shown in Figure3. A MIB authoreditsa MIB module
andrunsit throughthesmilint ~ syntaxcheclerwhich generatesrrorandwarning
messagesThe MIB authoralsousesthe smidump programto generatehe UML
classdiagramwhichis storedin anXML file format. The XML file is thendisplayed
by thedia editor The MIB authornow usesthe errorandwarningmessageand
theUML diagramto furthereditthe MIB modulespecification.

Figure4 shows the UML classdiagramgeneratedy feedingthe IF-MIB  [4]
into smidump . The outputdoesnot 100 % matchthe handcraftedUML diagram
shawvn in Figure 1. For example,the ifNumber scalarwas not assignedo the
ifEntry  classsincethereis no overlapin the normalizednamesoncethe prefix
if hasbeenremorved.

Although the processdescribedn Figure 3 works reasonablywell, one could
imagineto integratethe algorithmdescribedn this paperandpartsof thesmidump
utility asa plug-in into the dia editor. This would addresshe limitation that all
informationaboutnodeplacementss currentlylost whenthe UML diagramis re-
generatedintegratingsomeof thesmidump functionalityinto dia would resultin
anintegratedSMI MIB engineeringervironmentwith a graphicalUML front-end.

7 RelatedWork

TheRoseMIB Link productfrom ObjectStrearhsupportgound-tripmappinggrom
SMI MIBs to UML andback.The mappingis rathersimpleandfollows directly the

3<URL:http://www.lysator.liu.se/ alla/dia/>
4<URL:http://www.objectstream.com/>



Conceptual model of IF-MIB - generated by smidump 0.2.5 B'

«smi mib class»
«smi mib class» augments X ifXEntry
ifEntry il “+ifindex: Interfacelndex {index}
+ifTableLastChange: TimeTicks +ifName: DisplayString
e, pefecendertndod s e,
ifDescr: DisplayStrin :
+ifType: IANKinyype 9 +ifOutMulticastPkts: Counter32
+ifMtu: Integer32 +ifOutBroadcastPkts: Counter32
+ifSpeed: Gauge32 +ifHCInOctets: Counter64
+ifPhysAddress: PhysAddress +ifHCInUcastPkts: Counter64
+ifAdminStatus: Enumeration +ifHCInMulticastPkts: Counter64
+ifOperStatus: Enumeration +ifHCInBroadcastPkts: Counter64
+ifLastChange: TimeTicks +ifHCOutOctets: Counter64
+ifnOctets: gCoumer32 +ifHCOutUcastPkts: Counter64
+iflnUcastPkts: Counter32 +ifHCOutMulticastPkts: Counter64
+ifinNUcastPkts: Counter32 +ifHCOutBroadcastPkts: Counter64
+ifinDiscards: Counter32 :i;hi%m%%lgg\évngraa%l—éggble: Enumeration
+iflnErrors: Counter32 IfH : Gau
+ifinUnknownProtos: Counter32 +ifPromiscuousMode: TruthValue
+ifOutOctets: Counter32 I:;gﬁggelg:g‘;m;enrgg TruthValue
+ifOutUcastPkts: Counter32 3
+ifOutNUcastPkts: Counter32 +ifCounterDiscontinuityTime: TimeStamp
+ifOutDiscards: Counter32
+ifOutErrors: Counter32 L e e e e e e o - oo f
+ifOutQLen: Gauge32 |
+ifSpecific: Objectldentifier
«smi mib class»
ifStackEntry
+ifStackLastChange: TimeTicks
expands -ifStackHigherLayer: InterfacelndexOrZero {index}
-ifStackLowerLayer: InterfacelndexOrZero {index}
+ifStackStatus: RowStatus

«smi mib class»

ifRcvAddressEntry «Smi mib Class»
“Fifindex: Interfacelndex {Index} interfaces
-ifRcvAddressAddress: PhysAddress {index} [+ifNumber: integera2__|
+ifRcvAddressStatus: RowStatus

+ifRcvAddressType: Enumeration

Figure4: Conceptuamodelof thelF-MIB generatedby smidump

OID registrationtree. MIB tablesandsetsof scalarswith acommonroot nodeare
mappedio a UML class. Theseclassesisethe «Managed Object Class >
stereotype.IntermediateMIB nodeswhich are usually usedto structurethe OID
spacaremappedo UML classesisingthe< OID>>> stereotypeManaged Ob-
ject Class > classesrelinkedto < OID>> classesisingUML aggreations.

The JIDM specificatiortranslatiorrules[13] definehow SMIv2 datadefinitions
aremappedo CORBA interfacedefinitions. The mappingof tablerows to classes
is similar to whathasbeenproposedn this paper However, the JIDM translation
rulesdo not make ary attemptgo identify andtranslaterelationshipetweerMiIB
tables.The JIDM handlingof scalards alsomuchsimplersinceno attemptis being
madeto assignscalardo tables.

8 Conclusions

Giventhelargenumberof SMI MIB moduleshathave beendefinedin thepast,it is
necessaryo improve the documentatiorf the conceptuamodelsunderlyingthese
MIB module.This papempresentecdnalgorithmicapproacho reverseengineelSMI
MIB modulesinto conceptuaMIB models.

This paperfirst describechow UML classdiagramscanbe utilized to document



the conceptuamodelbehinda MIB module. Afterwards,a heuristicreverseengi-
neeringalgorithmwaspresentedvhich takesa MIB moduleasinput andoutputsa
UML classdiagram.The algorithmhasbeenimplementedandis freely availableas
partof thelibsmi  SMI compilertoolkit.

In the future, we plan to improve and fine-tunethe heuristicsusedby the al-
gorithm. It may also be interestingto investigatewhetherit is feasibleto provide
tighterintegrationinto a UML-basedmodelingernvironment,whichwould leadto an
integratedSMI MIB reverseandforwardengineeringoolkit.

Finally, basedon the experienceobtainedby developingandusingthis reverse
engineeringlgorithm,we planto revisethe SMing proposa[11] to provide stronger
supportfor formally definingrelationship$etweerMIB tables.Thiswill reducethe
numberof heuristicsneededo turnaMIB moduledefinitioninto ausefulUML class
diagram.
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