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21th NMRG Meeting in Utrecht (Netherlands)

The 21th NMRG meeting will be held in cooperation with EMANICS on Thursday
October 19th and Friday October 20th in Utrecht (Netherlands), just before the
MANWEEK 2006 in Dublin (Ireland). The organizers of this meeting are Aiko Pras,
Juirgen Schonwilder, and Gabi Dreo Rodosek.

Title

Joint EMANICS / IRTF-NMRG Workshop
on
Future Direction of Network and Service Management Research

19-20 October 2006

Hosted by SURFnet
Utrecht, The Netherlands

Purpose

The area of network and service management research has undergone several changes.
While some research topics have matured over the years into their own little areas (e.g.
policy-based management or fault management), there are other areas that are more driven
by advances in technologies. This includes technologies that need new management
approaches but also technologies that can be utilized for more effective management.

The purpose of this jointly organized workshop is to bring together researchers, operators,
vendors and technology developers to identify promising future directions of network and
service management research. The outcome produced by the workshop should be a
description of research directions that is felt worthwhile to explore in a timeframe of the
next 5 years.

Format

The workshop will be limited to 30 participants. The organizers seek pariticipation from
researchers, operators, vendors, and technology developers.

Interested parties are invited to write up a short position statement (about one page plain
ASCII text) explaining their specific background and how they plan to contribute to the
workshop discussions. The deadline for sending position statements is September 15th.

If position statements of more than 30 people are received, the organizers will select
participants with the goal to achieve a diverse view on the subject and to balance
involvement of researchers, operators, vendors, and technology developers.

Location

The meeting is hosted by SURFnet, Utrecht, The Netherlands. SURFnet is the operator of
the Dutch research network. SURFnet is located in Utrecht, a city close to the Amsterdam
Schiphol international airport.

There is a train running from the airport to Utrecht which takes approximately 30 minutes.
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The schedule of the trains running from Schiphol to Utrecht Central can be found here. To
find your way to the meeting place, please following these directions.

Accomodation

e NH Utrecht Hotel (4 stars, 5 minutes walk)
Jaarbeursplein 24
3521AR Utrecht
Tel: +31-30-2977977
Euro: 140-240
e IBIS (2 stars, 20 minutes walk)
Bizetlaan 1
3533 KC UTRECHT
Tel: +31-30-2910366
Euro 82

For additional hotels, go to ViaMichelin. Select on "Maps": City=Utrecht, Netherlands
and "Nearby hotels".

Agenda (subject to changes)

The meeting will start on Thursday at 10:00 and it will close on Friday at 16:00.

Thursday (2006-10-19)

Time Activity Actors
10:00 [Welcome and Administrivia /Chair(s)
10:15 |Welcome Note of the Host |N.N. (Surfnet)

10:30 |Position Statements Participants

12:30 Lunch Break

13:30 Position Statements Participants

15:00 Coffee Break

15:30 Break-out Sessions Operators / Vendors / Researchers

18:00 End of Day #1

Friday (2006-10-20)

Time Activity Actors

09:00 Break-out Sessions Results Operators / Vendors / Researchers
10:00 Discussion Participants

10:30 (Coffee Break

11:00 Discussion Participants

12:30 Lunch Break

13:30 |Summary and Conclusions Participants
15:00 (Coffee Break

15:30 Wrap-up Chair(s)
16:00 End of Day #2
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Position Statements

In order to prepare the meeting, we collect position statements from all participants. The
position statements will go online beginning of October. Any subsequent discussions
before the meeting should take place on the NMRG mailing list.

Claudio Bartolini

Mark Burgess

Prosper Chemouil

Petre Dini

Gabi Dreo Rodosek
Liam Fallon

Olivier Festor

David Harrington

James Won-Ki Hong
Simon Leinen

. Giorgio Nunzi

. George Pavlou (still missing)
. Gregorio Martinez Perez
. Aiko Pras

. Danny Raz

. Dan Romascanu

. Jiirgen Schonwilder

. Rolf Stadler

. Burkhard Stiller

. Stefan Wallin

. Bert Wijnen
. Jae-Hyoung Yoo
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Participants

The list of participants below is not yet final. We still expect a few more people to join and

attend the workshop.

Claudio Bartolini (HP)

Mark Burgess (University College Oslo)

Prosper Chemouil (Orange France Telecom)

Petre Dini (Cisco Systems)

Gabi Dreo Rodosek (University of the Federal Armed Forces)
Liam Fallon (Ericsson)

Olivier Festor (LORIA - INRIA Lorraine)

David Harrington (Huawei)

James Won-Ki Hong (Pohang University of Science and Technology)
Simon Leinen (Switch - Swiss Education and Research Network)
Giorgio Nunzi (NEC Network Labs)

. George Pavlou (University of Surrey)

. Gregorio Martinez Perez (University of Murcia (UMU))

. Aiko Pras (University of Twente)

. Danny Raz (Technion)

. Dan Romascanu (Avaya)

. Jiirgen Schonwiélder (International University Bremen)

. Rolf Stadler (KTH)

. Burkhard Stiller (University Zurich)

. Jean Theunissen (Tiscali)

. Bert Wijnen (Lucent)

. Jae-Hyoung Yoo (Korea Telecom)

DO = =t et e e e e e
SOPNONEAPN—O0RARU LN~

NSRS
DO —

2006-10-17 10:28



ai ko- pras. txt Tue Cct 17 09:54: 25 2006 1
NVRG EMANI CS Wor kshop Position Stat enent

Ai ko Pras <a.pras@utwente.nl >
Uni versity of Twente

In the next decade the main challenge in networking will be how to

i nprove dependability of the IT infrastructure, including the services
running on top of it. The issue will no |onger be how to make under good
weat her conditions networks a few percent faster, but how to ensure,
even in case of "bad weather"” (DOCS attacks, failing equipnent) a

predi ctabl e service on which users can rely.

Dependability is a goal, however, and not a kind of nechanismthat can
easily be inmplemented. In this sense dependability is |ike security,
performance and scalability, which are also goals. The mechani sns
(protocols, algorithns etc.) needed to make an infrastructure dependabl e
will vary fromcase to case. It is essential, however, that

researchers start fromreal problens, as identified by real nanagers,
and not fromartificial problens that ook well on paper but have little
relationship with reality. Exanples of real problens are: how to keep
viruses outside, howto fight spam how to imrediately identify system
components that do not performwell, howto find inconsistencies in ny
configuration etc.
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NVRG EMANI CS Wor kshop Position Stat enent

Nanme: Bert Wjnen
emai | : bwi j nen@ucent.com

| have been active in Systenms and Network Managenent for a pretty |ong
time now. After having served as the | ead-systens-programer for |BM
mai nfrane systens (supporting all of |IBM Europe, Mddl e East, Africa)
for a nunber of years, it seened that ny operational experience and
know edge of systeminternals nade ne a good candidate to | ook at

the nore generic Autonated Operations (Dark Room operations) for

| BM EMEA wi de internal systens.

That "Automated Operations for | BM datacenters” work started around 1985
and it got ne in touch with IBMT.J.Wat son Research to work on the
conputing systens to automate a | ot of the operational/managenent
aspects of mainframes and the network that connected themw th the
end-users (nostly on dunb terminals at the tine). It also got ne

exposed and involved in sone of the |IBM Mainfranme NetVi ew products,

whi ch were used for both Network (mainly SNA) and Systens nanagenent.

In 1988, IBM got involved in contributing tools/software for nmanagi ng
the NSFNET, controlled fromthe NOC at MERIT in Ann Arbor (USA). |BM
first suggested and tried to nanage the NSFNET (I P network) using a

mai nfrane NetView systemwith interfaces to (anong others) SNWP. |

was instrumental in that piece of work. That exposed nme to many of

the tool s/software used in the Unix world. Wth a teamwe first

devel oped a new object-oriented system (DRAGONS, nuch |ike a distributed
JAVA environnment) that al so used SNMP to speak to the managed devi ces
and protocol stacks.

Fromthat project | got involved in IETF in the Network Managenent area
and | contributed quite a ot over the years in spec-devel opment of
SNVP and Agent X. At the sane tine | inplenmented SNMP (all versions,
bot h agent and manager side) as a SNWP platformthat could be (and has
been) used on basically all systens being shipped by | BM

Later (from 1998 onwards) | contributed to the IETF in ny role as
co-Area Director for the Operations and Managenent Area. |n 2000

I switched fromIBMto Lucent Technol ogies (unfortunately | did not
wite nmuch if any code since then).

In nmy role of IETF co-Area Director for the Operations and Managenent
Area | had to manage the | ETF vol unteers on deci di ng between vari ous
technol ogi es (SNWP vs. COPS, MBs vs. PIBs, and others). During this tinme
| got exposed to many different, but also many overl apping and conpeting
techni ques, approaches and vi ewpoints. The proliferation of Internet
technol ogi es also all owed too many i deas to just ignore others and

so a lot of overlap and conpetition resulted. Good in the sense that we
| earn from conpeting technol ogies, Bad in the sense that we al so wasted
a lot of resources. And in addition, we put a | ot of burden on Operators
who had to understand and use all these technol ogies. Fromwhat | have
seen over the years, | amnow convinced that if we have N technol ogi es
today, that the Operators will have to deal with N+1 technol ogi es every
time that Researchers and Standards Organi zations cone up with yet

anot her technol ogy/ protocol /mechanismthat will be "the best thing since
sliced bread and that will obsolete all earlier technol ogi es/protocols".

As such, my nmain contribution will probably be to take a devils advocate
position and chal |l enge the need for anything new that will be presented.

Bert
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Pre-pai d Schenes Considered Harm ess for All-1P Networks

Burkhard Stiller
University of Zurich and ETH Zurich, Switzerland

Future all-1P networks will support a variety of high-value |IP-based
services including the upcom ng integration of today’ s non-1P services
of fered by nobile tel ecommuni cation providers. Besides post-paid
charging, pre-paid charging will play an inportant role in all-IP
environments due to the financial control of providers and custoners,
thus, deternining effective econom c nanagenent neans for |nternet
services. Therefore, the enhancenent of service nanagenent functionality
by such econom ¢ nechani sns deternines one inportant area of research
especially since the support of such nechanisns within an Internet

wi t hout any business-related restrictions is essential for the

provi sioni ng of open standards and technol ogy.

Since existing pre-paid charging solutions do not neet key all-IP
requi renents i nmposed, a novel approach ternmed TICA (Tine Interva

Cal cul ation Algorithm, including three algorithm c variants has been
devel oped. TICA introduces the concept of service bundles which are
composed out of different services. For consecutive time intervals, TICA
estimates the maxi mum resource consunption of a vector of any
pre-determ ned and service-related paraneters, e.g., available froman
accounting system Wiile the time is divided into intervals, the
resource estimation is performed by TICA. Finally, TICA calculates the
maxi mal charge for all services of that service bundle, yielding the
total maximal charge per service bundle in that time interval under
consi der ati on.

To show TICA's optim zed performance for nmany service nixes foreseen, a
t horough eval uati on has been perforned, being based on different
scenarios. Additionally, conparing TICA s overall perfornance with

exi sting online charging solutions yields TICA's promising results in
terms of a way smaller quantity of credit checks required and snaller
financial risks for providers to be achieved. Finally, the three
different TICA algorithmc variants reveal a clear sensitivity to input
paraneters defined. These findings indicate that a nunber of suitable
paraneter settings can be used by today's Internet Service Providers

al ready. Thus, TICA deternines a valuable extension to current service
managenent approaches.
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NVRG EMANI CS Wor kshop Position Stat enent

Cl audi o Bartolini <claudio.bartolini @p.conp
HP Laboratories

I"'m d audi o Bartolini

(http://ww. hpl . hp. con personal / G audi o_Bartolini/index. htm), a senior
researcher with HP Labs Palo Alto. (However, given the European spin of
the meeting, I'd like to let known that ny teamis based in Bristol

UK). My background is on architecture and design of software systens
and frameworks.

My current research is centered on business-driven |IT managenent (BDIM,
and this is the angle that | would like to bring into the discussion at
the meeting. The goal of BDOMis to to enable an enterprise to nmanage
its IT services in accordance with its business objectives. BDM
focuses on the inpact of I T on business processes and business results
and vice versa; besides the conventional |IT netrics such as availability
and response tinme, it |ooks at key performance indicators (KPIs), that
is netrics that have significance fromthe point of view of the business
supported by the IT. The BD M approach ains at rethinking I T nanagenent
froma busi ness perspective, whether this be in an operational, tactica
or strategic context.

Bel ow i s a description of ny mediumtermresearch plan, which | have
begun to execute on together with nmy coll eagues at HP | abs and externa
col l aborators at various universities in Europe and South America.

Wthin an enterprise, the Information Technol ogy (1T) function nust
deliver value by aligning itself with the objectives of the business
that it supports. IT service nanagenent franmeworks such as COBIT [1] and
ITIL [2] define best practices and processes that support the IT
function in the snooth running of their operations. However, neither
these franmeworks, nor any of the comercially avail able software tools
today can help an I T nanager plan and execute their courses of action by
taking into account the risk of effecting the actions and their inpact
on the business.

The objective of ny research plan is to provide an approach to

busi ness-driven I T service nanagenent based on nodeling the inpact on

t he business of actions taken on IT systens and processes. Building on
the nodeling activity, | aimto apply existing and/ or novel decision
support and automation techniques in order to suggest and hel p execute
the actions that mnimze the i npact on the business.

Research pl an

* Review the state of the art of the acadenic and industrial research
in technol ogi es for business-1T alignment

* Produce of a conceptual framework for business-driven | T nanagenent

* Design and inplenent a software franework for business-driven IT
managenment conpl ete of nodeling tools, decision support tools, and
aut omati on tools

* Apply the tools and technol ogi es for decision support and automation
to at least one real-life scenario of |IT service managenent

Research questi ons
The main research questions that |’ m expecting to address in the

course of my research will have to do wth nodeling, decision support
and autonati on.
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Model i ng

Both the production of the conceptual franmework and the design of the

software artifacts will require fornal nodels of the description of IT
servi ce managenent processes, and other related |IT objects such as
peopl e technol ogy and processes involved. |’'mexpecting that in the

course of the nodeling research activity I will tackle research
questions simlar to the foll ow ng:

* What are the key IT netrics that are of concern to I T managers?

* What are the key performance indicators (KPIs) that neasure the
performance of |IT service delivery and operations with respect to
the value they contribute to the business supported by the IT?

* To what degree the concerns of the business are addressed by
measuring the level of alignnent of observed nmetric to short term
(e.g. service level agreenments or SLAs) and mid/long-term
(e.g. balanced scorecard netrics) objectives?

* How to nodel the dependencies between IT netrics and busi ness
obj ectives, business rules and policies, using a variety of nodeling
techni ques (I ogi c-based, probability-based)?

* How to link these netrics and KPIs to nodels of organization
objectives, IT facilities, people skills, application systens,
technol ogy, and data?

* How to estimate risk and i npact on the business of activities
related to I T managenent processes?

* What i nformati on npdels exist today that can provide a basis to
start answering the questions |isted above? (Possible starting
points are COBIT and I TIL stated above, but also DMIFs CIM[3] -
conmon i nformati on nodel, and possi bly advanced nodel i ng concepts
fromthe semantic web, e.g. WBCs ONL [4], the web ontol ogy
| anguage.)

Deci si on support

Provi di ng deci sion support in order to maximze the alignnment wth

busi ness objectives requires deternmning the tradeoffs that exist

bet ween conflicting business objectives and anal yze themto choose
between alternative options available to an I T nmanager (for instance
alternative service and process configurations) such that the opti num
alignment with the objectives is achieved with respect to current

busi ness and system resource conditions. The main research question to
be addressed here is

* What fundamental techniques for decision support (such as
forecasting and prediction nethods, mathematical optim zation
simulation, etc.) can be applied to the nost inportant decision to
be nmade within the I T servi ce nanagenent processes?

Aut omat i on

To close the I T managenent | oop and act on the decisions nmade by the IT
managers, it will be necessary to find answers to questions such as:

* What fundanental techniques for automation (such as planning,
schedul i ng, automated capacity planning and resource allocation),
can be applied to increase efficiency in the execution of the IT
servi ce nmanagenent processes?

Ref er ences
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[1] COBIT - www. i saca. org/ cobit

[2] ITIL - ww. itil.co.uk

[3] DMIF CIM - www. dnmt f. org/ st andards/ ci nf
[4] WBC OAL - www. W3. org/ TR/ oW -f eat ur es/
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Management Research Position Statenent

Dan Romascanu, Avaya

Backgr ound:

Area Director, |ETF Operations and Managerment Area

Sof t war e Engi neer, R&D Team and Proj ect Leader, Systens Architect at
LANNET, Madge Networks, Lucent and Avaya (current enpl oyer)

Participant, editor, and working group chair in various | ETF Network
Managenment activities, author and co-author of several |IETF MB and
managemnent rel ated docunents

Partici pant in managenent rel ated standards devel opnent in the |EEE,
TIA and MEF

Desi gner and software devel oper for various nanagenment products
i ncl udi ng enbedded devi ce agents, managenent applications and
management protocol s inplenmentations

Interest and contribution in the NVPR neeting dedicated to Future
Direction of Network and Servi ce Managenent Research

represent and present the position of the | ETF Qperations and
Managenent area

present proposals related to future protocols, data nodels and
applications research as perceived in the | ETF operations and
managenent space

present issues related to the collaboration and rel ationship between
the work in the | ETF, NMRG and ot her Standards Devel opnent
O gani zati ons

present ideas and provide inputs related to nmanagenent of specific
areas of technol ogy and expertise (configuration protocols and data
nodel s, performance nonitoring, VolP and real -tine applications)
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To manage or not to manage: Addressing the benefit
over head tradeoff in network managenent

Danny Raz, Technion

The increased conplexity of networking infrastructure and protocols and
the desire to provide high quality services at the | owest possible cost,
drive many organi zations to depl oy nore network and system managenent
tools in their networks. It is often argued that due to the high

conpl exity of nmanagenment, a nuch nore cost effective way to assure
performance is just to acquire nore resources.

This is particularly true for performance managenment of |nformation
Technol ogy (1 T), where the goal is to coordinate networked resources in
such a way that the business-level objectives are net at all tines, at a
| owest possible cost, and with opti num capacity. As Service-Oiented
Architecture (SQA) spreads as a popul ar way of organizing and providing
distributed capabilities to solve business problens, cost-effective

per f or mance nmanagenent becones essential. Practicing | T adm nistrators
know wel | that committing nore resources to nmanagenent inproves the
overall quality of service up to a certain point, after which nmanagenent
costs start dom nating the total cost of ownership and managenent
off-sets its own advantages. Thus, although it is naturally desirable
that the network would performat the highest possible |evel, this may
not be the best solution due to the associ ated cost.

Time is now mature for the research community to address this
fundanental tradeoff in a rigorous way by show ng exactly how nuch
effort should be invested into managenent to gain the maxi mal benefit.
In order to do that, one should accurately define both the cost

associ ated with the managenment process and the expected benefit. O
course, considering the overall benefit of general managenment systens
and all aspects of the associated overhead may be inpossible due to the
variety of different aspects involved and different network conditions.
However, when applying to specific tasks, within the network managenent
domai n, one can rigorously define this tradeoff, and then provide a
general tool to find optimal working points for such systens.

Consi der for exanple a service that is being provided by a set of
servers over the network. The goal of the service provider is to provide
the best service (say, mnimzing the service tinme) given the anmount of
avai l abl e resources (e.g., the number of servers). The provider can add
a | oad sharing system (for exanple as suggested in RFC 2391) and inprove
the service tinme. However, the sane resources (budget) could be used to
add additional servers to the systemand thus provide better service to
end custoners. The dilemma here is between addi ng nore conputationa
power and addi ng nanagenent abilities, where the goal is to achieve the
best inmprovenent in the overall system performance. Note that in order
to be effective, the |oad sharing system needs updated | oad infornmation
fromthe servers. Handling such | oad information requests requires snall
but nonzero resources (e.g., CPU fromeach server. Thus, it is not easy
to predict the actual anmpunt of inprovenent expected frompreferring a
specific configuration. Yet, for this concrete exanple, one can
formalize the cost and expected benefit and define an optiml working point.

As indicated by this exanple, it is inportant to identify just the right
anount of resources that should be allocated to managenent tasks (such
as nonitoring) in order to naximze the overall system performance. In
additional to being an inportant and interesting research direction,
this approach can be proven to provide practical tool that can help in
provi ding cost effective services to the community.
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Management Research Position Statenent

Davi d Harrington, Huawei

I am an | ETF-focused person, and | see a di sconnect between the
requirenents of the telecommindustry, which is beginning to dom nate
the I P-based Internet, and the managenent protocols that exist in the
| ETF (e.g. SNWMP) and are being developed in the I ETF (e.g. Netconf).

I think research needs to be done about how t he | ETF dat aconm based
managenment approach needs to change to better accommopdate the
managenent of energi ng networks and services that operate over the
Internet. This would include inter-domai n managenent, peer-to-peer
sharing of mgm info, and standardization of ngnt above the
router/swtch/device |evel.

A second area of research is solution reuse (especially in the | ETF).
The use of reusabl e (standardi zed) conponents has been shown to be

hi ghly beneficial in equipnment design and software devel opnent,
reduci ng devel opnent costs and i nprovi ng consi stency across products
and across vendors. But surprisingly, it is unclear whether conponent
reuse is as beneficial during the process of devel oping standards in
an organi zation |i ke the | ETF.

The I ETF is an engi neering organization, and the problens of reuse in
devel opi ng standards are not well understood. It would be appropriate
for the NVRG in particular, to analyze the issues involved and
provi de guidance to the | ETF about the benefits and costs of trying to
move to reusabl e conmponents in the devel opment of | ETF nmanagenent

st andar ds.

Part of the research into reusabl e conponents shoul d al so consi der
whet her noving to a conponent -based network nmanagenent "architecure"
or approach could better neet the energi ng needs for services and
mul ti - domai n managenent .

Davi d Harrington

dharri ngt on@uawei . com
dbharri ngt on@ontast . net
i etfdbh@ontast . net
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Servi ce Level Managenent: From Quality of Device to Quality of Service

Gabi Dreo Rodosek, University of Federal Arned Forces Minich

By nmoving from device-oriented to service-oriented nanagement we have
to face several new challenges. Some of the challenges refer to the
formalization of Service Level Agreements (SLAs) and the question how
to obtain the so-called Quality of Service (QS) paraneters such as
availability out of Quality of Device (QoD) paraneters such as

| f Oper St at us.

The formalization of SLAs is still an open issue. An approach is to
formalize SLAs based upon W5- Agreenent specifications that allow the
specification of service functionalities as well as adequate QS
paraneters to quantify the service quality. However, open issues refer
to the questions what are the elenents of a SLA as well as what are
the rel evant QoS paraneters for specific services. A generic approach
is still mssing.

When dealing with QoS paraneters the challenge is to provide custoner-
and service-oriented paranmeters such as response tinme if accessing a
web site instead of device-oriented parameters such as InCctets. The
challenge is to provide "what a custoner wants to see" and not "what a
provi der can provide wt. managenment tools and techni ques". Thus, this
gap can be filled by approaching froma top-down (e.g., the vision) or
a bottomup (e.g., state of the art) perspective. Issues |like what are
the basic data, the appropriate netrics, the rel evant QoS paraneters
the various reporting groups (e.g., nmanagers, operational stuff,
custoners) as well as the measurenment approaches need to be addressed.
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21t h NVRG Meeting, statement for future research directions in network
managenment from NEC - Network Laboratories, Heidel berg

G orgi o Nunzi <G orgi o. Nunzi @etl ab. nec. de>

Di stri buti ng managenent has been one of the dominating paradigns in
the research comunity during the past decade. Autonom c computing
showed up as a new reference architecture in the last years and self-x
technol ogi es have been investigated in different forns.

Interests are now shifting towards the technol ogy transfer of these
results to products:

- Mesh networ ks have cl ear depl oynment scenarios and have been realized
as pilot tests or operative networKks.

- The Beyond 3G effort finally defined the new architecture for nobile
tel econmuni cati on networks: it is clear that it is based on a
di stributed paradi gm and nmany nanagenent functions will be del egated
down to the base stations.

- Plug-and-play and adaptation are technol ogy val ues added to many
products to attract operators’ interests for costs savings in
installati on and mai nt enance.

These exanpl es shows that self-x technology are receiving interest and
certainly will be transferred into future network solutions. In this
scenario, the future challenging questions to address will be: Can the
transfer of self-x technology be as easy as a pure adoption? Can
normal nmanagenent processes be executed on top of the new
architecture?

The problem arises fromthe conviction that many nmanagenent functions
will still be maintained with centralized processes. Dependi ng of the
application scenario, this will probably concern fault managenent,
goal s enforcenent, accounting, etc.

Therefore, a bridge nmust be built between the two worlds, the
popul ati on of self-managed functions and the centralized

functions. The instrunents required to do this can vary from
correlation between different nodes, to filtering autononous functions
and aggregation of information. The questions to pose to the research
community are: How can we extract information from sel f-nmanaged nodes?
How can we correlate differences between then? How do we present
managenent information to hunman operators in an easy way?

Traditional instrunents night not be adequate and night require
further study. It is unfeasible to put classical nanagenent
interfaces on top of autonom c functions. Data mining techniques mn ght
not reveal efficient to discover a behaviour over a distributed

sel f-managed network. The co-exi stence of different managenent
interfaces is likely to be accentuated with the use of self-x
functionalities. On top, the human interface needs to be revised as
well to cope with all the possible approaches used in network
managenent .

A challenging direction is towards an integrated i nstrunent to cope
with different information elenents, types of interface, correlation
policies and nethods to enforce decisions. WII the w nning approach
in network managenent rely on a "Googl e-1ike" approach, integrating
sel f-x technol ogies with central managenment systens?
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Position Statement submitted by Gregorio Martinez

1. Institution: University of Murcia (UMU), Spain

2. Department: Information and Communications Engineering

3. Research Group: Intelligent Systems

4. Contact people: Antonio F. Gomez Skarmeta <skarmeta@dif.um.es>
Felix J. Garcia Clemente <fgarcia@dif.um.es>
Gregorio Martinez Perez <gregorio@dif.um.es>

5. Background:

The UMU Intelligent Systems research group (ANTS,
http://ants.dif.um.es/) is working on network and service
management from early 2000; initially they started working on
policy-based management applied to different networking scenarios;
in this sense, the Euro61X (European IPv6 Internet Exchanges
backbone, http://www.euro6ix.org/) IST FP5 project was serving as a
very first contact point where the PBNM paradigm was playing a key
role for the management of security and routing networking services
in IPv4/IPv6 networks. Later the SEINIT IST FP6 project was
evolving this paradigm towards the provision of scalable management
of security services in inter-domain scenarios.

Two are the main EU IST FP6 projects who serve now as background
for the research on management of security services done by our
group; the first one is POSITIF (Policy based Security Tools and
Framework, http://www.positif.org/) who proposes the design and
implementation (as contribution to the open-source community) of a
framework for managing security policies. The second one is DESEREC
(Dependable Security by Enhanced Reconfigurability,
http://www.deserec.org/) whose main focus is to manage critical
information systems with the intention of increasing their level of
dependability.

6. Current and future research lines: current work is focused on
different lines; some of them are now outlined:

[Semantic-aware Security Policy Language] The work in this line is
aiming at providing one step towards the objective of detecting
conflicts in the specification of the security policies to be

applied to a target system or network. The context for such
research is the deployment of a semantically-rich checking
component able to detect any inconsistency that may exist in a set
of policy rules when applying them in a target system. The current
approach is based on using OWL to allow the expression of elements
and relationships in a distributed system. This offers two
possibilities: validating the coherence and integrity of the model
and also querying the model about instances which satisfy some
properties of interest. On the other hand, SWRL allows specifying
policies in the form of conventional if-then rules. This is an
important shift in the paradigm as it opens the door to the
automatic detection and fix of conflicting rules.

[Conflict analysis] Current work in this line goes in the direction
of defining a formal framework for automatic conflict
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resolution. We are using the powerful metaphor of intelligent
agents to model the problem. As we understand it, a distributed
system is managed through a distributed set of policies. We model
the problem as a multi-agent system in which agents have its own
and non-shared knowledge base. In this situation, conflicts may
arise when, for example, an agent decides to grant some privilege
to a user and a group of other agents deny the same privilege. In
this case, conflicts should be solved through negotiation by means
of argumentation. In this context, argumentation means trying to
persuade the rest of agents that your reasoning process is more
plausible that the other’s reasoning process and, in consequence,
reach an agreement about, in our example, privileges granted on the
user.

[Design of a Web Service-oriented management framework] This work
is focused on the definition of WS-based mechanisms enabling the
dynamic management of security blocks; this framework is addressing
those functionalities required to check, transform, distribute,

enforce and monitor the security configurations that should be

applied to the target systems. Asynchronous natification of

relevant events (e.g., security breaches, attacks, etc.) in such

kind of architecture is also being researched.

[Management of IDS/IPS systems] Current state of the art on IPS/IDS
does not provide a common understanding on the knowledge being use
in the detection and prevention processes; this research line is

focused on defining the building blocks of IDS/IPS systems as
independent services sharing a common information base. This work

is also currently addressing how an attack can be modelled and
managed as part of distributed hybrid IDS/IPS systems.

[Self-management of security services] This research line is
attempting to analyse the need of self-management in the context of
security services and proposing design paradigms based on the
different theories already existing or the new ones to come. There

is also an intention to relate these designs with current existing
protocols and communication architectures.

[Management of Critical Information Systems] This research line is
focused on defining mechanisms to respond efficiently to different
kind of incidents which can occur on a critical system (attack from
the outside, intrinsic failures and malicious internal use); this
response will be based on a three-tiered response to exceptions and
incidents.

7. Scenarios: several are the scenarios where this research work is
being applied; examples of them are:

[Grid computing] Globus Toolkit 4 (GT4) provides effective resource
management for the grid-computing environment; it includes security
services, but lacks security policy management services. In this
sense, our research is intending to serve as complement to the GT4
system, providing a wide range of security management capabilities
that usually rely on platform-specific enforcement mechanisms.

[Distributed Firewalls] Our research in this area is mainly

intended to make use of the concept of distributed firewalls, where
firewall policies are centrally defined by an administrator (or a

set of them) and enforced at each individual network endpoint, not
only in a central location. This research is part of a bigger

effort on distributed security management for IP networks where
authors are analysing the current network-centric security model
being used in Internet, identifying its limitations and proposing a
new host-centric model (based on the concept of distributed
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firewall) to solve some of the current issues.

8. Selected papers: a few selected recent publications are:

* Gregorio Martinez Pérez, Gabriel Lopez Millan,
Félix J. Garcia Clemente, Antonio F. Gémez Skarmeta,
"Dynamic and Secure Management of VPNs in IPv6 Multi-Domain
Scenarios", Elsevier Journal of Computer Communications, to
appear in October 2006.

* Gregorio Martinez Pérez, Antonio F. Gbmez Skarmeta,
Steve Zeber (1), Joe Spagnolo (2), Tim Symchych (3), "Dynamic
Policy-Based Network Management for a Secure Coalition

Environment”, IEEE Communications Magazine, to appear in November

2006. This work is published in collaboration with (1) Defence

R&D Canada, (2) NRNS Incorporated Canada and (3) Communications

Research Centre (CRC) Canada.
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A Telco’'s Perspective on Future Research Direction of Network and
Servi ce Managenent

Jae- Hyoung Yoo
Assistant Vice President, Network Technol ogy Lab., KT, Korea (styoo@t.co.kr)

Recently, the operational environnent of telcos has becone nore
conpl ex and het erogeneous with the continuous introduction of new
technol ogies. Also, due to fierce conpetitions, telcos need to provide
nmor e advanced services and higher quality of services at |ower prices
to custonmers. To neet the needs of custoners and save operationa
expenses, telcos are seeking nore advanced network managenent
technol ogi es and net hodol ogies. In this statenent, we are not
proposi ng any new specific solutions but rather introduce the field
operation requirenents that should be considered in future research
direction of network and service nanagemnent.

There are two inportant aspects that are often ignored or neglected in
devel opi ng network managenent systens (NMSs). The first aspect is the
requi renent for new network managenent functions fromthe view point
of network operators. The second aspect is the requirenent for
custoner-ori ented managenent functions. Below, we el aborate the
required network operator oriented and custoner oriented nmanagenent
functions fromthe KT' s perspective.

1 Network Operator Oiented Managenent Functions

Net wor k operators are requesting several inportant functions that are
required to sinplify and speed up their operations. The network
operator oriented managenent functions are 1) integrated nmanagenent,
2) autonmation of workflows, and 3) automation of diagnosis functions.

1.1 Integrated Managenent

In KT, a network operator is responsible for nmanagi ng many different
types of network el ements, such as |IP routers, transm ssion

equi prents, ATM switches, electric power systens, etc. Over the past
20 years, many NMSs and EMSs have been devel oped, but because the
managenment systens are designed to manage specific domai ns, operators
have to handl e many different GUIs. Mst nanager GUI's have their own
menu trees and specifically designed wi ndows. Thus, it is very
difficult to nmonitor the whole network status by accessing nany
different GQUs. The operators are asking for an integrated NVS which
can nonitor heterogeneous network elenents in an integrated view

1.2 Automation of Workfl ows

Many OSSs/ NMSs have been devel oped and applied, but only about 15% of
the work in network operator centers (NOCs) is autonmated and the rest
is still done manual ly. The najor nmanual job is diagnosis of root
cause, preparing daily logs and statistical reports, etc. Especially,
it takes a long tine to retrieve various data from many OSSs and NVSs
to nake a report. Thus, we believe the NVMS should evolve to be the
core of workflows in NCCs.

1.3 Automation of Diagnosis Functions

When an alarmis reported froma network device, an operator tries to
find the root cause of it through the use of many CLI commands. Since
most of the NMSs were designed to nonitor and control alarm and
traffic flow in conpany-w de scale, NVMSs do not have the functions to
support detailed diagnosis functions. Perhaps because it is defined
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that control is automatic and managenent involves hunman. However,
there is much need to automate diagnosis functions, which is sonewhat
bet ween control and nanagenent pl ane.

2 Custoner Oriented Managenent Functi ons

Today’ s customers are denmandi ng nore information and anal ysis
capability than ever before. The two inportant custoner oriented
managenent functions are 1) analysis of service interaction and 2)
anal ysis of services affected by network and server faults.

2.1 Analysis of Service Interaction

In the near future, traffic should be managed from a customner
experience perspective. Problens can occur with interacting services
within nmedia streans that have nothing to do with the transport or
access network. So, service providers are introduci ng deep packet

i nspection technology to look into nedia streans to nonitor service
behavi or and di agnose very specific problenms a custoner night
experience. Let’s suppose a customer is connected to the Internet
with a 10 Mips | eased Iine. When N people are using Vol P phones and M
peopl e are using IP-TV, and the perfornmance of both services is

degr aded.

QL: Who is responsible for the degradation of service quality?

Al: The service provider who sold VolP and | P-TV servi ces.

@: Among the N Vol P and M IP-TV channels, which one is degraded and
how is the quality is degraded?

A2: W don’t know yet.

@: If sonme packets are dropped by priority control, how can the
service provider explain the quality degradation to custoners?

A3: It’'s a good question

These questions are inportant but frequent questions from
custonmers. Future NMSs shoul d be able to provide answers to them

2.2 Analysis of Services Affected by Network and Server Faults

In the near future, NVS should evolve to provide end-to-end visibility
fromthe service servers to custoner termnals. The fault nanagenent
function should provide nore detailed and useful information. That is,
the alarm severity has to be defined in proportion to the I evel of
affected services. The list of affected custoner and service

i nformati on should be provided to the network operator, and if a fault
occurs in a service server, the nunber of affected custoners and
degradation | evel of service quality should al so be provided.

One can think of techniques such as service-oriented architecture
(SoA), policy-based network nmanagement (PBNM), packet capture and flow
anal ysis, and artificial intelligence (Al) mght be the solution to
satisfy these requirenments. These have been studied for many years and
reasonabl e sol uti ons have been devel oped. However, problens stil

exi st and operators and custoners asking for sol utions!
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Qperations and Managenent of 4G Networks and Services

James Won-Ki Hong, Dept. of CSE, POSTECH, jwkhong@ostech. ac. kr

Driven by the need to support a variety of nobile, personalized,
context-rich multimedia services and applications, the fourth
generation (4G nobile comruni cati on systens have been under

devel opnment by researchers and vendors around the world. 4G systens
are expected to be deployed and operational within the next severa
years. Wth the advances in networking, nultiplexing, scheduling and
physi cal |ayer technol ogies, 4G systens are al so expected to provide
hi gher bandwi dth to nore users and thus provide nore cost-effective
services than currently existing systens.

The 4G networks are expected to co-exist and inter-work with existing
2G and 3G nobil e comuni cation systens as well as satellite, wireless
LAN (WLAN), and | EEE 802.16e (W MAX and W Bro) networks, al

i nterconnected through the service provider |IP backbone networks and
the Internet. Effective, secure and efficient operations and
managenent of the envisioned 4G network environnent is a huge
chal | enge. Traditional network operations and nmanagenent nethods and
protocols such as CM P, TMN, SNMP, WBEM t hensel ves are not going to be
sufficient enough to support such conpl ex comunication and service
environment. New, intelligent, and self nanagi ng operations and
managenent architectures and nmethods are needed to neet the
chal | enges.

In the 4G network environnment, the traditional challenges related to
FCAPS (fault, configuration, accounting, performance, and security
managenent) still exist. New challenges related to FCAPS and new
functional areas such as nobility nanagenent, custoner nanagenent and
termi nal nanagenent exist.

More research needs to be carried out on the foll ow ng new chal | enges

o Fault Managenent - automatic, end-to-end fault detection, |ocation
and anal ysi s

o Configurati on Managenent - dynam c device
configuration/re-configuration, network di scovery & selection, and
resource provisioning & managenent

0 Accounting Managenent - authentication, authorization and accounting
(AAA), usage-based, content based charging & billing nmanagenent, and
sessi on managenent

o Performance Managenment - end-to-end QoS nmonitoring and nmanagenent, SLA

0 Security Managenent - information security and network security

o Mobility Managenent - donestic & gl obal roam ng, horizontal &
vertical handoff managemnent

0 Customer Managenent - customer subscription managenent and profile
managenent

o Term nal Managenent - autonomic (i.e., self-x) term nal nanagenent,
| ocati on managenent and terninal trace managenent



j uer gen- schoenwael der . t xt Tue Cct 17 09:54: 26 2006 1

VWhat is Network Managenment Research?
Net wor k Managenent Research Position Statenent

Juer gen Schoenwael der, |UB

I nt roduction

My position statement is split into two parts: First, | like to

di scuss what | believe are research questions that have (a) high
practical value and (b) require do sonme real substantial research
efforts. However, understanding that pure research is rare and noney
has some inportance to do research, | also like to discuss what |
bel i eve the network nanagenment research comunity needs to do in
order to enable nore research on network managenent.

Research Questions

Here are ny favorite research topics. They are not fancy or buzzword
compliant, but | believe we really have not solved them Lets first
| ook at the research question for tranditionally nmanaged networks
and servi ces:

o Configuration

The way many networ ks are configured and operated is ad-hoc and
rat her chaotic. Mankind created many rather conplex artifacts, but
nmost of themare well engineered in order to nake the work
reliable. And engineering often means to restrict what can be done
with the many knobs that you in principle have in a conplex
system Many networks, especially nulti-service enterprise
networks, are run by turning way too many knobs whi ch nakes the
resulting network fragile and subject to constant change. You
woul d not run an airbus this way.

Researchers and operators never identified "golden" engineering
rules that tell people "this is the preferred way to run your

net wor k" which then are wi dely adopted and sinplify the
operations. |Instead, whenever there is a new way of approaching a
problem people find it worthwhile do follow that path (even if
the price is yet unknown).

| believe it is necessary to identify "golden" engineering rules
(or network design pattern) and to code themup in software tools
that actually start to automate the network configuration process
(much like software package nanagenent systens autonate nuch of
the software installati on and mai nt enance process) and nake

net wor k behavi ors under st andabl e and predictable (even if that
comes at the price of sone lost "cool" optinizations).

o Event Correlation

Event correlation or sonetinmes called root cause anal ysis has been
an old topic in the network management comunity. G ven the steady
i ncrease of events we have to deal with, it seens that nore work
inthe area is still needed. But note that it is also required
that research acknow edges prior art in this area and does not

rei nvent the wheels from scratch

o Distributed Managenent Al gorithns

Di stri buted managenent has been around as a research topic for
quite some time. Most of the work so far focused on supporting
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technol ogi es. The al gorithm c aspect has seen nmuch |l ess attention
(until recently). | believe that the distributed algorithns
community has devel oped over the years many interesting algorithns
that are waiting to be applied to network nanagenent. Note that |
amtal king about algorithms; | am not talking about the
application of the |atest distributed systens technology to

net wor k managenent (which | find rather boring lately).

0 Security and Trust Managenent

This is probably the hardest topic of all. Sone revol utionary
research projects exist where people want to design the whol e
Internet fromscratch with security build in fromday one. Wile
this radi cal approach has sone nerits, it mght not lead to

depl oynent anytinme soon. So the question for people who draw
satisfaction fromresearch that can lead to real -world depl oynent
is how we can orchestrate the security point solutions we have got
into sonething that actually guarantees certain security
properties.

0 Understandi ng and Model i ng

For all of the research efforts mentioned above, it is crucial to
devel op an under st andi ng how networks work and to derive nodel s
from operational data. Wthout such established nodel s,
researchers are often forced to make arbitrary assunptions and
thus they can justify any idea as a great invention. In other

wor ds, research to understand network behavior in general and
managenent interactions in particular is enabling research in
order to address the points |listed above.

If we | ook further ahead, we will see an increasi ng nunber of
networks and services that are inherently "unmanaged" since
management functions are dealt with by the networks or services
thenmself. It is very inportant to do exploratory research in this
area. Sel f-organi zi ng managenment overl ays whi ch provide rel evant
informations to applications and services to adapt thenself are an
exanpl e of such exploratory research projects

I1l. Enabling Research on Network Managenent

Money is needed to do research. There are different funding sources,
| i ke government research funding institutions, cross-governnent
research funding institutions (e.g. the ED), foundations, and

i ndustries. The funding institutions all have different cultures and
deci si on processes, but in general there is a higher chance to
obtain nmoney for research if one does research on a topic that falls
into sone big mainstreamresearch prograns.

My experience is that it is relatively difficult to obtain research
funding in network managenent. Furthernore, it is difficult to find
peopl e who are highly qualified to do research in this area. Wy?

Net wor k managenment is often not seen as an established research
area, even though there is an active research conmunity which is
runni ng an established series of events. The main reason, in ny
view, is the failure of this comunity to turn research results into
any standard text books which define what network nanagenent
research is all about. This is a clear failure of the community.

The second problemis that it difficult to find PhD students which
are on the one hand oriented towards sound research but at the same
ti me have enough practical experience to understand the problem
domai n they are working on. This leads relatively often to research
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results that are practically pointless or to rather week research
contributions since people focus on building a tool without doing
much research on the topic.

In short, ny thesis is that Network Managenent (and Service
Managenment) Research does not have a "face" and you will receive
different answers to the question stated in the title of this note
whenever you pose this question. The lack of a "face" nmakes it
difficult to enable research in this area

Bi o:

Juergen Schoenwael der is working at the International University
Bremen, specializing in the field of conmunication networks and
distributed systens. His research interests are network managenent,
distributed systens and network security. He is an active nenber of
the Internet Engineering Task Force (I ETF) where he has edited nore
than 20 network nanagenent rel ated specifications and standards (and
those which took nost of the tine were the | east successful ones).

He is the initiator and chair of the Network Managenent Research G oup
(NMRG of the Internet Research Task Force (IRTF) and serving in
various roles in the organization of |IEEE/ |IFI P workshops, conferences,
and journals.

On the technical side, he can be considered an "SNWP veteran" and
coder of network managenment tool kits and applications. He has al ways
been involved in the operation of University conputer networks and he
tries to understand not only the theory of network managenent, but

al so the practice of it.
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Position Statement for the Joint EMANICS / | RTF- NMRG Wor kshop on
Future Direction of Network and Service Managenent Research

Net wor k Managenent Research Centre, NVRC
Eri csson Irel and

BACKGROUND

The Ericsson portfolio of Tel ecom Managenent systens provi de advanced
tools for efficient managenent of GSM WCDMVA, & CDMA radi o networks
core networks both circuit switched and packet switched, service

net wor ks, transport networks and so on. The network managenent
functionality is devel oped based on our expertise in network
technol ogi es and in network operations. Ericsson is the |argest

provi der of Tel ecom Managenment systens worl dwi de. Ericsson is a

| ar ge-scal e user of network managenment systens as part of its managed
servi ces busi ness.

The role of the NMRC is to provide Ericsson with network nanagenent
architectures, concepts, applications and conpetencies of strategic
i mportance to secure long term product and service offerings in the
Net wor k Managenent domai n

MANAGED DQOVAI N

Managed networks of all types are increasingly characterised by their
i nherent and grow ng conplexity.

First, there is growing conplexity introduced by the nove to a packet
based (I P) infrastructure and the proliferation of different access
types and technol ogi es. The increasing nunber and types of nodes and
informati on, the high rate of change and diversity of network
technol ogy types, and continuing fixed-nobil e convergence provide a
chal l enge to today’ s managenent systens. The scal e of nmanaged networks
is set to increase significantly as custonmer pren ses equi pnent and
even termnals cones into the scope of managenent.

Second, there is service conplexity today that did not exist in the
past. Rapid introduction of new services aided by the advent of IM
puts hi gh denands on the service delivery and service assurance
organi zations of operators as they strive to ensure a high quality of
service. As service delivery often extends over several different

net wor ks, the demands of provisioning, managenent and quality contro
becone nore conplex and difficult to manage.

Third, there is nore conplexity in the business conditions and
environnment, as conpetition hardens and price pressure increases.

Eri csson considers that, as the networks, services, and business needs becone
more fragnented and nore conpl ex, conpetitive advantage will accrue through
advanced and fl exi bl e nanagenent systens and applications which are

scal abl e, robust, and | argely autononous.

FUTURE DI RECTI ONS OF NETWORK MANAGEMENT RESEARCH

The Ericsson NVRC believes that network nanagenent systens nust evol ve
to beconme nore scal able, flexible, open, self-configurable (on network
| evel ), autononpus, reliable, robust, and easier/nore intuitive to
operate. In order to achieve this goal, we identify the need for

di stributed nmanagenent as being critical. W further identify the

foll owi ng research donains as having priority for investigation and
exploration in the next 5 years:

o Distributed Data Managenent Systens
o Discovery
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Openness and Flexibility

Scal ability

Reasoni ng and Lear ni ng

Aut omat ed Depl oynent

Net wor k and Data Visualization
Sel f Managi ng Systens

I nformation Model ling

Security

Real Tinme Distributed Data Access
I nformation Categorization

Cl osed Loop Managenent
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Position paper (draft) for NVRGE EMANI CS Meeti ng

Mar k Bur gess
Csl o University College

What are the challenges for the next 5 years in system and network
managenent ? | suggest three things work discussing.

1) Decentralization

There is still a persistent belief in the need to centralize
management solutions. W have to denonstrate with a usabl e technol ogy,
however inmperfect, that decentralized managenent can be made to work
with no greater uncertainties or unreliabilities than centralized
model s. This is key to solving the challenges of both scalability and
comreri cal i zati on.

2) Econonics and Environment (with and w thout noney)

The force driving the devel opnent of the network is conmerce. Econnics
is such a fundanental part of civilization that the effect of
comruni cati ons technol ogy on comrerce nust be understood. Today we
tend to think in the traditional terms of paynent for services. But
informal trading of services has |ong been practised by service

provi ders, esp. within BGP peering relationships. Mney is only one of
several currencies by which parties can trade online. The econom cs of
service provision is also a part of this picture. There is much to be
gai ned by studying energy efficiency and heat wastage in data centres
and deskstops al so.

3) Convergent change managenent for general |anguages

W end with a technical problem In configuration nmanagenent, there is
the immunity nodel for reliable autonom c change managenent. But this
model works only for primtive strings of single synbols. To nake

aut onom ¢, policy based managenent work as a self-regul ating
enterprise, we need also to be able to inplenment the sane techniques
for general coded | anguages of the Chonsky hierarchy. Alternatively,
we need custom devel oped operating systens with properties unlike
those that we have today.
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Net wor k Managenment (NM) research has traditionally been focused on
protocol s, such as pertaining to configuration managenent and

di scovery. Yet, all areas of Network Managenment, ranging from El enent
Managenent (EM to Network Managenent Systens (NMS) and Service
Managenent Systens have in common that they critically rely on
underlying data structures describing devices and services being
managed. Network el enents (NE) frequently spawn ten thousands of
managed objects, such as for a multiservice switch

In a coomon fallacy, programmtic access nethods towards an NE such
as operations on attributes via SNWP, CLI or XM.-Netconf etc. are
frequently taken as equating to 'network managenent’. Yet, in order
for a Craft Term nal / EMS/ NM5S/ Servi ce Managenent Systemto provide
sensi ble services to either a GJ operator or a nechanized interface,
the device data of an NE has to be in a structured nodel. Managed
objects alone - but in rare cases - do not allow to provision a
subscriber, retrieve an alarm exam ne a performance netric etc. From
e.g. an NMS viewpoint, they tend to be "flat’ data structures which
need to be put into a defined structure the NM5 can understand so to
performany |ogical flow of actions on them That is, a "flat" device
attribute |list does not enable an operator or nechani zed interface to
manage an NE. Unfortunately, there is little commonality in data data
nmodel s, respectively managed objects exposed by NEs to their

nort hbound interfaces. Even worse, the plethora of NMS/ Service
Managers each have their own nodels, |eading to the present-day
situation in which a large set of managenent systens with different
nmodel s map to a large set of NEs with - differing nodels, both of

whi ch ever changi ng.

The foll owi ng conpari son highlights the problemfrom an
inplementation-effort perspective: It takes an experienced NM person
about a year to understand a nediumconplexity carrier device's data
nmodel inits entirety. This famliarity is necessary to build EMss/
NMSs/ Servi ce Managenent Systens w th hunman- operatable GU's, or

machi ne-t o- machi ne interfaces for high-1level operations (enable a
service/disable a service etc.). To adapt a given NV5' s nodel for
only one NM constituent, such as configurati on managenent, the effort
toinitially map and then maintain the NE's to the NVB' s data nodel
is vast. For exanple, only to cover configuration managenent of a
single service of a multi-service switch man-years of effort nay be
necessary to match the two nodel s.

Yet in contrast, the effort to effect an attribute value change with
SNWP, CLI or XM.- Netconf etc. even with little prior know edge of a
device's functionality, nodel and behavior is conparatively

m niscule. Setting a given NE attribute via a pronpted CLI nay take
an NM person with only rudi nentary know edge of a given device

m nutes; SNWP, depending on the design of the MB takes | onger
simlarly for XML or CORBA etc. Conparing the discrepancy in the
distribution of efforts again: the inplenentation of one |l eg of NM
tends to be measured in man-years, the second | eg of device access
may range from nan-hours to nan-weeks. Logically, one night suppose
that research would match this distribution

NM research, however, is by a large margin focused on access- et hods,
di scovery etc. while the nore heterogeneous data nodel s and data
nmodel i ng per se have received conparatively little attention. As
there are real possibilities to find underlying and universa

commonal ities in EMS/ NVS/ Servi ce Managenment Systens on the one side
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and NEs, protocols, transmssion facilities, lines and services on
the other, the two distributions should be closer aligned. Despite
the conplexity, it is possible to identify and define franeworks of
each constituent and their relation to each other that would
substantially ease the managenent of present and future devices,
net wor ks and servi ces.

Dr. Alexander is a lecturer at the Departnent of Information Systens,
Wrtschaftsuniversit?t Wen (WJ). H s professional experience

i ncl udes education and product managenment at |IBM Sienens, Norte

Net wor ks and Al catel. Prior to WJ, he was Product Line Minager for
for Alcatel ADSL (Craft/Network Managenment) and Optical Access

Net wor ks (Craft/EMS/ NM5S and Voi ce Conmuni cation). He is author of a
text book on networks and network security as well several articles.
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NVRG EMANI CS Wor kshop Position Stat enent

Adivier Festor <olivier.festor@oria.fr>
LORIA - INRIA Lorraine

Aut ononmous/ i ¢ Managenent

Aut omat i ng as much as possi ble the managenent functions is not newin
the device, network and service nanagenent conmunity. In fact,
automation is a goal behind al nost every evolution in the control and
managenment plane. A good illustration of this is, as presented in the
DSOM 2003 panel on sel f-managenmrent by Al exander C emm the evolution
of address configuration procedures which evol ved from nanua
configuration, to fully distributed statel ess configuration, through
sem -automated al |l ocation with DHCP. Many ot her such exanpl es of
evolutions exist in the Internet.

Continuing to inprove automation in the managenent plane is and wll
remain a major challenge in the next decade. Open challenges in this
area are: (1) ensuring traceability of the actions taken by the

aut ononous managenent plane, (2) ensure safety of the autononmous
managenent pl ane (provi de guarantees, even statistical ones, that the
system brings/ mai ntai ns the managed environnent in a stable and better
state after nmanagenent actions have been taken).

Scal e

The nunber of conmunicating devices, the networks that interconnect
them and the services that run on top of themare increasing at a
very fast rate often in constrained environnents. This growh in
size, often conbined with increasing constraints on the underlying
infrastructure (power, connectivity, CPU Ilimtations) puts strong
requi renents on the managenent plane. \Wile sone perfornance

eval uati ons were reported in a couple of contributions published in
the | ast decade, better understanding, nodelling and eval uati on of
scale in the managenent plane is still necessary.

Recent work on this topic is very pronising (rmanagenent trace

anal ysi s, behavi or nodelling, and benchmarking activities in the
EMANI CS NoE, |arge scale systens update anal ysis by Gkantsidis & al
in SI GCOMM 2006). Such efforts need to be continued and extended.
Sone open challenges in this area are : (1) the definition of conmon
metrics and benchmarks |ike they exist in the database community, (2)
the design and operation of |large testbeds to enabl e reproducible
experinments, (3) in depth study of |arge scale configuration as well
as fault nanagenment activities.

Managi ng in Hostile Environnents

Net wor ks are getting nore and nore hostile to traditional nmanagenent
approaches. Entities like firewalls, NAT devices, problens |ike
security flaws in some managenent approaches or the way they are used,
dynani cs of managed devi ces, changing connectivity conditions or
simply the absence of support (agent) for a standard nmanagenent
approach nake the life of traditional managenent very hard.

Managenent data is still available in the devices, networks and
services, but the way it is accessed, processed and used is currently
changing drastically. It is a fact that managenment functions get nore

and nore enbedded and take various new forns (trust, reputation
schenes, incentives, ?) . This nmutation of managenment functions is
very promsing. It also represents a real challenge for the next
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decade. (Open challenges in this area are: (1) design of new
?oppor tuni stic? managenent nodels and al gorithms for specific
managenent functions on specific problens that use alternative ways to
col l ect/ process managenent data and act on the managed environnent,

(2) increase investigations on ?probabilistic management?, well
adapted to networks which exhibit strong dynam c behavi ours.
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Prom si ng Network Managenment Research Areas: A Network Vendor’s
Per specti ve

Abstract :

The Cisco Network Managenent Research Council (NVRC) is a task force
within Csco that is organized out of the CTO office of Cisco’'s Network
Management Technol ogy Group. The mission of the NVRCis to facilitate
interaction between Ci sco product devel opnent groups and researchers
outside of Cisco who investigate areas of potential interest to those
devel opment groups. This has resulted in a nunber of joint research
proj ects between Ci sco and research organi zations, in several cases
funded by Cisco’s University Research Program (URP) or as Cisco Applied
Research and Devel opnent (CARD) projects.

As part of participating in the workshop, we would like to present an
overvi ew of research areas in network nmanagenent that the NMRC has
identified as particularly prom sing and relevant to Ci sco’s business.
These are research areas which we believe have significant potential to
address existing and/or future managenent needs of C sco custoners such
as enterprise |IT organi zations and service providers. By presenting the
overview, we hope to gather feedback fromthe research comunity on
their perspective on those areas that we have identified, as well as
contribute towards guiding the research community towards areas that
promi se to have substantial practical relevance and conmercial inpact.

Petre’'s bio (if needed at all; if too long cut it):

Prof. Dr. Petre Dini [SM (pdini @isco.com) is nowwith C sco Systens,
as a senior technical |eader and principal architect, being responsible
for policy-based strategic architectures and protocols for network
managerent, QoS, SLA, and performance, programabl e networks and

servi ces, provisioning under QoS constraints, wreless netwrks and
protocol s, and consistent service manageability. He's applied industria
research interests include instrunentation software agents, performance,
scal ability, autonom c conputing, wireless and nobil e networks,
constraints in wireless networks, adaptive networks, sensor networks,
and policy-related i ssues in adaptable networks. Until 1990 he worked as
a project director on the devel opment of various industrial applications
i ncludi ng CADY CAM nucl ear plant nonitoring, and real-tinme enbedded
sof t war e.

From 1991 he | ed various Canadi an projects related to object-oriented
managenent applications for distributed systems, and to broadband
services in nultimedia applications, until early 1996. In 1996 he joi ned
Conput er Science Research Institute of Montreal and coordi nated many
projects on distributed software and managenent architectures. In this
peri od he was an Adjunct Professor with MG Il University, Mntreal
Canada, and a Canadi an representative in the European projects. Since
1998 he was with AT&T Labs, as a senior technical manager, focusing on
distributed QS, SLA, and performance in content delivery services. He
was the Co-Chair of Policy-Based Managenment Wrk G oup in Tel emanagenent
Forum is a Rapporteur for |ITU T/ S&, and actively involved in | EEE
industrial initiatives. He has been an invited speaker to many
international conferences, a tutorial lecturer, and chaired severa

i nternational conferences. He published nore than 100 papers in
prestigi ous conferences sand journals, and has nore than 20 granted or
pendi ng patents.

Petre received his MEng. from Pol ytechnic Institute of Tim soara,
Romani a, in Computer Engineering, and a Ph.D. in Conmputer Science from
Uni versity of Montreal, Canada. He is currently an Adjunct Professor at
Concordia University, Mntreal, Canada, a Senior |EEE nenber, and an ACM
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Joint Emanics / | RTF- NMRG Wir kshop on Future Direction of Network and
Servi ce Managenent Research

19-20 Cctober 2006, Utrecht, The Netherl ands

Being an Integrated Operator gives France Telecomw th opportunities
to offer new services in a sean ess nanner and thus to be an inportant
pl ayer in an ubiquitous world. In contrast, we have to face

chal  engi ng i ssues to guarantee interoperability between our various
net wor ks and services, as well as to interwork with other
operators/providers, being able to to ensure Quality of Service as
wel |l as trust to our customers.

Net wor ks and Servi ce Managenent is thus an inportant donmain that nust
be mastered by the Network Operator/Service provider. Hereafter are
some overall issues that we might wish to consider in the joint
Meeting about Future Directions of NSM

1. The various areas that are concerned (home networks, access
net wor ks, Backbone networks and the nmany service platforns) that we
are managi ng i nclude a nunber of various technol ogi es that have a
huge i mpact on our OPEX. One mmjor business objective is to take
advantage of this nmany resources to use themas best as can and to
be devel op agi |l e nmanagenent.

2. The heterogeneity of our networks and technol ogies is an
opportunity to deliver services through different ways but requires
additional features that may increase CAPEX. Therefore a trade-off
must be found between flexibility between the various technol ogi es
avai l abl e and the cost of inplenentation

3. Scalability of procedures and nmechani sns becone of utnost
i nportance as the nunber of terminals, devices and network el ements
i ncreases.

4. Conplexity mght highly be increased and limt the role of human
operators for nmanagenment tasks usually carried out by Nwgers, thus
calling for increased automation.

5. The need for automation signifies that a kind of autonom c and
sel f - managenent tool s and nechani snms nust be developed in order to
make the systems nore intelligent regarding the constraints and the
envi ronments. Learning and deci sion-maki ng architecture have to be
devel oped in order to account for change of context and
Applications requirements on QoS.

6. Since networks and services have to interwork via different service
providers, it is requested that architecture, nodels and
procedures, protocols be standardized through ad hoc SDGCs.

7. Finally, QS and Trust/Imunity/Security nust be considered as key
obj ectives and net hods and rel ated protocols need to be devel oped
accordingly.

Prosper Chenoui
France Tel ecom R&D
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New Approaches to Distributed Managenent

Rol f Stadl er <stadl er @3. kth. se>

The need for network managenent in | arge-scale and dynam ¢ network
environments calls for solutions beyond traditional managenent

par adi gns. Approaches based on managenent overlays, p2p conputing, as
wel | as distributed aggregation and control schemes, have been
recently proposed to engi neer managenent systens that scal e beyond
1000s of nodes and are robust regarding topol ogy changes and

failures. The design space is huge and still largely unexplored, and
the chal | enges are trenmendous.



si mon-1| ei nen. t xt Tue Cct 17 09:54:27 2006 1

EMANI CS Wor kshop, 19-20 Oct ober 2006, Utrecht
Position Statenent for Sinon Leinen <sinmbn@inmat.sw tch.ch>

Per sonal Background

| graduated in Computer Science at TU Berlin, then worked for severa
years as a system administrator at a university, and did somne

consul ting and devel opnent jobs both in the research and comerci al
worl d. For the past ten years, | have been working for SWTCH as a
net wor kK engi neer

SW TCH

We run a national backbone for the Swi ss higher education and research
communities. Qur network group is small and perforns design

engi neering, and operational duties. So | help decide how we build
the network, but also have to help fix things when it breaks.

Current Qperational/Network Managenent |ssues at SW TCH

In former generations of our backbone, we rented "services" such as
PDH or SDH circuits, ATM and MPLS connections, fromcarriers, and
built an I P network over them Today however, our network runs on

| eased dark fibers, and we are operationally responsible for the
optical transm ssion systemin addition to the IP network. This makes
things both sinmpler and nore conplex: Mre |layers must be nonitored,
but it’'s easier to get an integrated picture now.

Qur mai n operational challenges don’t concern device managenent
technol ogi es, but rather support for communication in the broadest
sense: internal coordination and docunentation, custoner information
such as tickets, and alerting and informati on exchange with providers
of network or outsourced nmonitoring services. W would wel cone tools
that could use network managenent information to facilitate such
communi cati on tasks.

Cross/Inter-Domain (Performance) Mnitoring

Mul ti-domain nonitoring systens such as Route-Views, Traceroute or
Looki ng d ass gateways, or RIPE's RIS and TTM servi ces, are extrenely
useful in the Internet nodel of service provision. They often have
depl oynent and/or usability issues because of the tension between the
wi sh for information hiding in a conmpetitive nmarketplace and the need
to conbine information fromdifferent domamins to help custoners

We are involved in research and devel opnent activities of the G\2 EU
project. G\2 includes an inmportant activity in multi-domain
performance nonitoring (JRAl), where a Wb Servi ces-based system
("PerfSONAR') is being devel oped with transatlantic cooperation

Parts of the system have al ready been depl oyed, and allow unified
access to operational infornation (topology, link status, load etc.)
over many i ndependent (research) networks. Finding good ways to use
such information to support network operations |ooks |ike an
interesting research topic.

NETCONF

In the ETF, | have co-chaired the NETCONF working group, where a
basi ¢ protocol was defined for the exchange of (parts of) device
configuration between network nanagers and devi ces.

Ongoi ng and proposed future work for the Wrking Goup tends towards
general i zing the NETCONF approach to cover managenent tasks not
strictly related to configuration. Sonme of these tasks, e.g. polling
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and notifications, are already covered by existing protocols. [|I'm
trying to understand the reasons why these existing tools are rejected
by (slightly bell-shaped) parts of the conmunity.
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NMRG/EMANICS Workshop Position Statement

Stefan Wallin <stefan.wallin@dataductus.se>
Data Ductus

1 Service Quality
1.1 Who we are

We work as network management integrators for Telco Operators
world-wide. The HP OpenView products are the main solution

components. We have been working with classical alarm management and
lately service management and SLA management. We do part-time research
work at CDT Luled University.

1.2 Introduction

We will look at the concept of service quality within the telecom
service provider context.

The subject of service quality is very complex and broad in its
nature. The two terms service and quality are inherently lacking solid
definitions. Adding the two into a new concept does not make the
picture more clear. We will use the two following definitions:

* Service: Something that the service consumer pays a service provider for.

* Quality: A measure correlated to customer satisfaction with the
service. An underlying complexity is the different contexts of a
service; one as seen by the service provider and on the other hand
as seen by the service user;

* Delivered Service Quality: often an objective measurement of the
service quality using technical performance indicators. The time
window is often short if not even momentarily

* Perceived Service Quality: a subjective judgement of the service
quality. Covers a brode aspect of service quality indicators over a
long period of time; Installation of the service, contacts with
helpdesk, etc.

1.3 Different ways of measuring service quality

There are several different approaches to measure service quality,
each of them with focus on one, or both, of the above contexts.

* Traffic shaping: this is a technology which tries to manage the
network service in order to actually deliver the defined QoS. This
is mainly the efforts of the IETF work on QoS. Different techniques
are applied to manage throughput, packet-loss, latency and
jitter. Well-known IETF work is Diff-Serv and MPLS.

* Probes: simulates end-users behaviour using the network as a
black-box in order to measure the actual delivered network service
quality. Cisco Service Assurance Agent, SAA, falls into this
category. Mobile networks have probes for probing telecom network
services like Voice, MMS, etc..

* Modelling, calculation: a system where a formal model ties different
measurements into a service model. The service quality is actually
calculated by a calculation engine. These are fairly complex tools
where a formal language is used to define the service model. The
model captures the overall structure of the services, and mapping in
several layers down to individual network resources. It calculates
so called Key Performance/Quality Indicators, KPIs/PQIs, using
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expressions based on input events and polls. Service state is
propagated in the service model which is typically
tree-structured. Since there is a model the system and user can
perform 'reasoning’, a certain service state can be reduced to the
original events/polls. What-if scenarios can also be applied,
showing the affected services as effects of network events and
changes.

* User feed-back systems: informal methods like web forms, telephone
interviews etc in order to catch users perception of the service

Apart from covering different contexts they also have different capabilities:
* Monitor: only reporting on real-time and historical QoS

* Control: can actually control network resources in order to deliver
a defined QoS

* Root-cause: can drill down from a service failure to the root-cause
of the failure

1.4 Organisational aspects

It is impossible to talk about service quality without looking into
the involved parties.

* Service user: context of perceived service quality.

* Network provider: network management center, network operations
centre, etc: context of delivered service quality. The NMC needs to
have an understanding from network events/state into affected
services and customers in order to prioritize work.

* Customer care: needs to map the two contexts to each other:
o Customers are complaining, why?
o Which services and customers will be affected by a network failure?

1.5 Pros and cons of different techniques

Traffic shaping

+ Actually controls the network to deliver service quality
+ Embedded in some protocols

- Only available for some network services

Probes

+ Easy to deploy

+ Measures the service usage

- No understanding of why?, root-cause etc.

Modelling, calculation

+ Reasoning: service-impact, root-cause, what-if
+ Creates a model of the network

- Complex to deploy

- QoS defined by calculations, they may be wrong

User feed-back

+ Reports on true user perception
+ Easy to capture

- No mapping to why?

- Subjective

1.6 What is service quality, really?

Although tools and standards for QoS have been available for a
while. We are not sure that users of services perceives a big
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improvement. The number of available services have increased but the
service quality have rather decreased. What is the reason? We think
that one of the problems is that the QoS concepts have been focusing
on the provider side and the technical/characteristics side of

quality. We need to add the perceived quality as defined by subjective
measurements. Furthermore, delivered and perceived service quality
needs to be integrated.

User

User Terminal

Service Access Point

I
Media

Service Delivery Point

Provider infrastructure

Service producer

The above ASCII art illustrates the chain involved in the total
service usage chain. Our proposed overall architecture is following:

* Service model which models the total chain above
o BUT, the service model needs to be dynamic and easy to change
o The model needs to support pivoting in order to present different views

* Collection of quality parameters from all components in the chain,
both technical provider and user subjective indicators.
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Position statement for workshop on Future Direction of Network and Service
Management Research

Thomas Del aet <t homas@iel aet . or g>

The scale of IT infrastructures is increasing rapidly, as is the

het erogeneity of devices and their software. Since businesses depend
more and nore on their IT infrastructures, system adm nistrators have
to guarantee functionality, security, availability, performance,

etc. Although nmany separate system adm nistration tasks can be

aut omat ed, manual editing still prevails in managing the interactions
bet ween di fferent subsystens. |In a |large and heterogeneous |IT
infrastructure, this approach is very error-prone. Moreover, manually
editing configuration files does not guarantee correct behavi our of
functional and non-functional characteristics. My research is
positioned in the area of policy-based managenent and entails creating
an environnent that nmanages the growing conplexity of IT
infrastructures. | call my approach to system adm nistrati on PoD M
short for Policy-Driven |Infrastructure Managenent.

My environnment consists of a | anguage and a platforminpl ementation

* The | anguage is conposed of a core |anguage and can be extended with
mul ti pl e subsystem | anguages. A subsystemis defined as a functiona
bui | di ng-bl ock of a system The configuration of devices can be
consi dered the sumof partition subsystens.

* The platformis a distributed platformwhich allows to del egate
system administration responsibilities to third parties and enforce
those delegations. My platforminteracts with different subsystem
conponents to generate the configurations for all individual systens
in an infrastructure

Subsystem can be categorized in | owlevel and high-Ievel subsystens.
Exanpl es of |ow | evel subsystens are the schedul er and network
configuration. An e-conmerce application running on a webserver farm
or an ERP-client application running on nost desktop conputers are
exanpl es of high-level subsystens.

The nost recent description of PoDl M can be found in a paper
submitted to the I M 2007 conference (currently under review at
http://purl.org/podin papers/im2007. pdf. Mre information about the
PoDl M pr ot ot ype can be found on http://purl.org/ podi nf devel

I think nmy contributions to the workshop di scussions can be twofold.

* My research entails an extensive (still inconplete) study of
exi sting environnents and research approaches for infrastructure
managenment. This allows me to conpare different approaches wth each
other and di scuss themw th other participants.

* One of the core subjects of nmy research is to inprove understanding
of the conplex web of interactions and dependenci es between
di fferent subsystens in an infrastructure. It would be interesting
to discuss these interactions with interested people.

In short, I think I have the required research background on current
approaches to system adm nistration and this workshop gives ne a

uni que opportunity to discuss ny (and other) approaches to system
managerment with ot her stakehol ders.



