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Wireless Access Networks

e 802.11b Wireless Access Networks @&

» Corporate/Academic/Public Usage

O
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Wireless Network Architecture

Wireless
: Net#\néork
» Uses standard Wireless End User End User B :
Access Points Newors | > ‘Edge Imemet,
e Multi Vendor — Orinoco, = # — Router™>~=---="""
Apple and Cisco so far Eé e
e Standard routers to the i
Internet and Core networks =) End User
* Open Access — no End User =
admission control or g .. S EndGeer
authentication e eer E% Network
* Best Effort service only = = "
End User

. Wireless Network provided for student/researcher departmental Internet access
. Service to be extended campus wide and into local area and Lancaster City

Is Best Effort good enough ?
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Wireless Network and Traffic Shaper Server

-1 Core Network

Internet

H Ethernet
Wireless Switeh

Network - TL .
# Traffic R e

Shaper
Server

)

el

Ethernet Backbone

 RedHat Linux Server
» Server runs on Free/GNU software
» Traffic shaping on Linux using tc and iproute2
Linux Advanced Routing Traffic Control (LARTC) /
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DMRG
/ Traffic Shaper Server \

« RedHat Linux Server
e Server runs on Free/GNU software

» Traffic shaping on Linux using tc and iproute2
Linux Advanced Routing Traffic Control (LARTC)

« Database implemented in MySQL
 Apache Web-server
» CGI Scripting using C, PHP and PERL

* Free/GNU software — MRTG, Wave, SNR, ttt, Wave.....

\é o W\ e U Perl [MRTG J
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QoS via Dynamic Bandwidth/Priority Allocation

@ - - -
Wireless Access| | Ethernet Router Traffic Shaper Strl Ct Prl orlty
Point 1 i 100MB Ethernet
End L Switch Ethernet Ethernet Schemes
ice # ice #
User Device ! Device #2 -1 Core Network |
- N
C—_ |Wireless Access Int t \ Class Based
End Point 2 mierne 2 Queuing
’
User Wireless Access Point #1 8MB Edge S~ ‘//
Wire'eSS Router ~~~~-----~ .
Network --»} Queue 11 Priorty | | Custom.Queumg
& | Queue 1. riority : Mechanlsms
| Traffic out Classifior --b\ Queue 1.3 Priority 3 | Traffic Out ]
Wireless Access Point #2 8MB Based on
--b\ Queue 2.1 Priority 1 }
-->\ Queue 2.2 Priority 2 } IP address,
| Queue 2.3 Priority 3|
Eth Eth H H
Device #1 Deviee 32| 4— Application Port
+—> Wireless Access Point #2 8MB
[ Queue 3.1 Priority 1 | €7
[ Queue 3.3 Priority 2 | <4
I P L
Traffic In |_Queue 3.3 Priority 3_| < — Traffic In
Classifier | <
Wireless Access Point #2 8MB
} Queue 4.1 Priority 1 \4—-
| Queue 4.2 Priority 2 | <4
[ Queue 4.3 Priority 3 | €+

Traffic shaping on Linux using tc and iproute2
Linux Advanced Routing Traffic Control (LARTC)
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QoS via Dynamic Bandwidth/Priority Allocation

Wireless Network

. == Traffic Shaper Server
j— End User| — Ethernet (Linux Router)
Wireless — Switch I Gateway
End User _ Access Point [ cam Edge
Router
—
End User M%‘;Z:Zr
A Priority Queuing
Bandwidth Division
I____—_—_——_—__—____‘__—__I
| ' |
APM I
| MRTG WCAPM |
l Access Point Client/AP
Monitor Mapper I
l i ¢ ’ Wireless Client
I I GUI
I I In: Ongestion
I In: Budget
| Webpage Subscriber Admin In: Priority
Interface |
I Budget Records Out: Priority
| | Request

Subscriber Administration System
* Authentication
 Budgets

« Accounts o
Lancaster University
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Managing the Wireless Network Access Points

=1#1 x|

“E\Ie Edit  Wiew Favorites Tools Help ‘

/Zj wireless Network Monitoring - Microsoft Internet Explorer

Back ~ = - (D b | Qisearch  [EfFavorites  @imedia £4 ‘ By S B -
Address I@ http:/fegc012000004.lancs. ac.uk: 8080/phpfmanage_ap.php?Filter=Fikertsubnet=194,80,34.08ap=145.55.15.40 j @Gn | Links >*
Go gl(:‘-l j @& 3earch Web @5 Search Site ‘ 1 New! | PageRank @ page Info ~ Eyup ~ P Highlicht
. .
] Wireless Network - Manage Access Points
Available Wireless AccessPoints ( 9 in total) - AP Monitoring
Access Point A
mline Statistics
Add | Filter Detail Uptim ) e L
- s L Click for full MRTG details —
: ime: 257 i Wireless Clients: 1
194.80.34.226 Narme: Wavelan2d (MAC: 00-60-1D-Fa-67-48) g‘g“u’é = ayS, wreless (lients: |
00-60-1D-F4-67-46 Description: WavePOINT-IT V383 5H- F'. i 163611 Z3.09 StopMonitor
LUCENT TECHNOLOGIES | D0UTD4203676 ¥3.20 23?2 seen 10 R s L s —
ion: 5 £ Y I I elete
e o Iéucahm.l. Computing Department (B-Floor North 2) Last seen: 15:13:04 72.10- A SR I
foige ot ontact: B R : 3 o
2002 B o AR T T W
194.80.34.227 Name: Wavelan2? (MAC: 00-60-10-F4-D4-CE) ;}’E’;"D'l 3?5 days, Wireless Clients: 3
00-60-1D-FAD4-CF Description: WavePOINT-II V3.83 5H- First seen: 15-19-58 2300 Stophdonitor
LUCENT TECHNOLOGIES 00UT35200816 V3.20 2002 : T Dl
Hon: ] elete
I Iéncahm.l. Computing Department (B-Floor North 1) Last seen: 15:13.05 72-10-
oot~ ontact:
2002
194.80.34.228 Name: Wavelan23 (MAC: 00-60-1D-F4.67-45) e Wireless Clients: 1
00601 D-FA67-45 Description: WavePOINT-II V3.83 SN- e T StapMonitor
LUCENT TECHNOLOGIES | 00UT04203678 ¥3.20 5 - ==
- . elete
1 e I(..j:;:la‘;l:::l.(:ompuhng Department (B-Floor niear Bl Last seen: 151304 7210-
2002 =
Ll T T T Jid|
1@ Daone ,_ ,_ ’_ | @ meernet

. Data stored in MySQL database
. Data served by HTML and PHP
. Add/Delete/Halt monitoring of AccessPoints
. Automatic download of Access Point Details
. Summary of Access Point traffic and Clients

Lancaster University
Computing Department
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Monitoring the Wireless Network

Traffic Measurement using MRTG
Multi Router Traffic Grapher

2 Traffic Analysis for 16777219 -- EGC029000012 - Microsoft Internet Explorer =10 ﬂ

[| Fle Edt vew Favortes Took Help |
Back = - @ [8] A} | @usearch [elFavortes (HHstory | BN S B - 2

Address [#] http://eoc01 2000004 lancs ac. k:8080/mrtaf148.88, 154, 150_16777219,html =] P [|unks >
Go 316v| | f§psearchweb @Y Searchsive | Pa9eFank Oragelnfo - Fyp + Al

Traffic Analysis for 16777219 - EGC029000012

IS\zstem: fif[(]fi’i:lﬁﬁmmroomcmLan:asterUmvers1ty,UK L] Data collected from network
e S e L devices via SNMP

In 148.88.154.150 (egc 029000014 lancs.ac.uk) ® Data Served by HTML

i e BGCOIS0000LE i et o g AL 4l | = Widely used on the Internet

"Daily' Graph (5 Minute Average)

32.0 k

24.0 k o

16.0 k

Bits per Second

8.0 k

0.0k

6 8 10 12 14 16 18 20 22 0 2z 4 & 8 10 1Z 14

Wax 231 3kbfs (0.3%)  Average 1197 kbfs (02%)  Current 1n25.5 kb/s (0.39)
Max Out:14.1 Kbfs (011%) Average Oub:288 0 bfs (1.0%) Current Out:1680 b/s (00%)

"Weekly' Graph (30 Minute Average)

280.0 k ; : - ; : - :

2 ‘ B | H : B : : : ‘
8 210.0 k B 2 B g

o | | I { H { | H |

@] bane [ @ memet

NI

MRTG Software available from:
http://Ipeople.ee.ethz.ch/~oetiker/webtools/mrtg/

Lancaster University
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Monitoring the Wireless Network

|| wireless Network Monitoring - Microsoft Internet Explorer =] x|
H Eile Edit “iew Favorites Tools Help ‘
dpack - = - D 7t | Qhsearch [GFavortes (ivedia 4 ‘ = S -
Address IE http:ffege01 2000004 .lancs. ac.ule 3080/ phpfwave . php j 6>Gn ‘ Links >
GOUS]E‘-I j % 5earch Web @5 Search Site ‘ + Newl | Pagsfiank @ page Info - [Fup ~ Aiighlihe
1 Wireless Network Monitoring
Select the Subnet range or Access Points to monitor
Available Subnets | All Available AccessPoints
(2 in total) (9 in total)
1
™ Select all Subnets ™ Select all Access Points
™ View SIME. only peers
Manage AP Database
Subimit Queny
Wave php - Associated Stations
|
1 Created by Wave Meonitor Vi.0 Ubpdated : October 22, 2002, 3:13:27 pim =
1&] bore [ [ ntemet

. Monitor by subnet or all subnets
Monitor by individual access point

Lancaster University
Computing Department
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Monitoring the Wireless Network

Challenges posed by the Wireless Access Points

Wireless Access Points are propriety technology

SNMP and/or HTML interfaces are supplied
 Undocumented MIBs
 Complicated HTML to parse out

Limited documentation and functionality

Bespoke software required for monitoring

Gisco SysTems

s o SMC

o= e et Networks SCOITI /
Lancaster University /
Computing Department
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Monitoring the Wireless Network - Orinoco

Description: WavePOINT-II ¥V3.83 SN-00UTT04203676 V3.20 | Access Point: 194.80.34.226
Location: Computing Department (B-Floor North 2) | S8ID: "

MAC Address IP Address Bytes/Pkts First Seen
Nickname TP Name Vendor TXRX | OB | LastSeen
00-02-B3-BA-55-38 | 194.80.34 224 Tntel Corporation 330407 50 16-10-2002 18:02
lancaste-tlenhu wavelan24. comp.lancs. ac.uk P 4712 22-10-2002 1440

Doaily WETG surmenary for the Access Point

12.0 k

9.0 k i

6.0k 1 Fopfid
3.0 k iefied ol b

0.0 k :
14 12 10 & & 4 2 0 22 20 18 16 14 12 10 & &
Chick about graph for fill METG details on the Access Pont

Butes per Second

. Data collected from Orinoco Access Points via SNMP
. Data stored in MySQL database

. Data served by HTML and PHP

Note:

1.  SSID (Service Set Identifier) is not available via SNMP

2. IP addresses/names not available via SNMP —

Lancaster University
Computing Department
October, 2002 Qo0S’2002, Dagstuhl, Germany - QoS Provision for Wireless Access Networks 12
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Monitoring the Wireless Network - Cisco

Description: Cisco 350 Series AP 11.21 | Access Point: 194.80.34.231
Location: Skylah | S8SID: "WaveL AN Network'

MAC Address IP Address Bytes/Pkts First Seen
Nickname TP Name Vendor TXRX |2 Last Seen
00-02-2d-1d-56-3f | 194.80.34 2253 Agere Systems 2497785 a7 22-10-2002 14:26
Tnknown wavelan23. comp lancs. ac.uk ¥ 3607 22-10-2002 1440

Daily METG summary for the Access Point

5.2 k
3.9k i
2.6k

1.3 k

Butes per Second

0.0k

14 12 10 8 6 4 2 0 22 20 18 16 14 12 10 8 6
Click about graph for full BMETS details on the Access Point

. Data collected from Cisco Access Points via HTML

. Data stored in MySQL database Cisco Svstims

. Data served by HTML and PHP .

Note: nTeRnes GaneaaTion ™
1.  SSID is now available via HTML )
2. IP addresses/names are available via SNMP @

3. Nicknames not supported

Lancaster University
Computing Department
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Wireless Radio Stats - SNR

/ wireless Radio Stats - Microsoft Internet Explorer 100 x|
File Edit Wiew Favorites Tools  Help ﬁ
GBack + = - (D at | Qisearch [GFavorites EfMedia ¢4 | By S i
Address I@ http:feqo01 2000004, lancs, ac.uk: B080)snr foontrib/php/indesx. php?step=A00&type=0&peer=145 j @Go | Lirks **
Go glEvI j b 5earch Web @ Search Site | 1 Mew! | FPageRank @R page Info » [EJUp ~ AP Hidhlight

i
- -
Wireless Radio Stats
Link guality stats by SNR (w0.98)
1
50
&0
" ] T
20
" 210 T 22410 11343 22010 12135 22010 13125 2210 14103
—Local SHR, % — Rerwote SHR. %
@ STEP=600 seconds (10 minutes) & Show SHR
0 STEP=1800 seconds (30 minutes) ' Show signal
0 STEP=3600 seconds (60 minutes) ' Show noice
0 STEP=7200 seconds {120 minutes) © Show packets
|[194.BD.34.226] 0x00022d2f35be - Blowfish j
Submit Query |
Click here to download SNR |
[/
|&] bone ’_l_l_ # Internet 4

» Data collected from Orinoco
Access Points via SNMP

« Data collected in MySQL
database

« Data served by HTML and
CGlI

SNR Software available from - http://www.raccoon.kiev.ua/projects/snr/

Lancaster University
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2 Wireless Network Monitoring - Priority Request - Microsoft Internet Explorer

DMRG

2 Wireless Network Monitoring - Priority Request - Microsoft Internet Explorer

The Wireless Network — Client Interface

EEE
fle Edt yew Favorites Tods Help fle Edit Yew Favorites Iools Help I
@Back - @ Iﬂ \ELI _;‘, /T3search j\, Favarites ﬂ'medwa {}_" = f\“ @Back - @ Iﬂ \ELI _;‘, /T3search j\, Favarites ﬂ'medwa {}_" = f\“
Address | ] http://egeD 12000004 ancs.ac.ck:8080/php/pricrity ohp v Bee Address | ] http://egeD 12000004 ancs.ac.ck:8080/php/pricrity ohp v &
Google - ~| Bpsearch web  @ySearchsite | £8P @pageinfo - Fjup - Google - ~| Bpsearch web  @ySearchsite | £8P @pageinfo - Fjup -
~
72 - . PP 72 - _ PP
Wireless Network - Priority Request Wireless Network - Priority Request
Wireless Access Points -- IP Host Address: 148.88.0.12 Wireless Access Points -- IP Host Address: 194.80.34.35
AP Monitoring AP Monitoring
Peer not (vet) associated with any Access Points! 194.80.34.226 L Name: Wavelan26 (MAC: 00-60-1D-F4-67-46)
The peer needs to be in the 194.80.34.0 wireless network [ 0 Current Priority: '0' | Location: Cemputing Department (B-Floor North 2)
If priority gueing is required then the peer needs to use 194.80.34.202 e Wireless Clients: 4
as the default gateway for vouting Help (=]
See John Cushnie (cushnie@csi.com) for more details
5 WOk
g
G 3ok
&
§ 2.0k
Created by Wave Prioriev V1.0, Updated : October 23, 2002, 4:28:12 pm S er
§ 1.
H OB e |
T 16 14 12 10 8 6 4z 0 22 20 18 16 14 12 10 B
Click for full MRTG details
~
&) Done © Internet &) © Internet

Peer IP Address NOT associated with

an Access Point

Peer IP Address associated with
an Access Point

. Data served by HTML and PHP
. Instant feedback to the user

Help system for users

Client identified by IP address passed to the web-server

Lancaster University

October, 2002
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QoS via Dynamic Bandwidth/Priority Allocation

Frotocol Breakdaown

B ipfether
2248/tep
327700tep

EEE 327609tep
2245/tep

" arplathar

': ! 1:' :I:' 'IlI
2] Do
Best Effort . = Best Effort
) I -I --------- I- ---------- —— 1
Time is

Traffic shaping on Linux using tc and iproute2
Linux Advanced Routing Traffic Control (LARTC)

Graph Software available from:
http://lwww.csl.sony.co.jp/person/kjc/software.htmi#ttt /

Lancaster University
Computing Department
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The Wireless Network — Extending Functionality

- IPV6

Hybrid roaming networks, Wireless/IPV6/GSM/3G/4G etc.

Usage Charging & Content Charging
* Metering using NeTraMet, IPFIX

Authentication, Authorisation and Accounting (AAA)
« Radius
* Diameter
* Role your Own

Network Fraud/Abuse Detection
« Database trend analysis

Dimensioning Network Provision
- Database trend analysis
Lancaster University

Computing Department
October, 2002 Qo0S’2002, Dagstuhl, Germany - QoS Provision for Wireless Access Networks 17
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/ Research Objectives \

Data Capture and Network Monitoring

From Wireless Internet
Processing of data and representations

Privacy of captured data

Charging Models

QoS /priority based charging models
Implementation and evaluation

AAA Architectures (IETF led)
Use Of Diameter in fixed and wireless Internet

K AAA overhead evaluation J
Lancaster University
Computing Department
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Some conclusions so far

Data Capture
Potentially enormous amounts of data
Reducing data into information is vital
Aggregation & Correlation
Simplification is the key
Privacy of captured data - difficult

Charging Models

Mobility and QoS are chargeable as premium services

Combination charging models make sense
« Charge for access

» Charge for content
« Charge for QoS/Priority/Bandwidth

Metering using standard protocols is required
K e.g. Diameter, IPFIX, o /
Lancaster University
Computing Department
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Related Research

M3l - Market Managed Multiservice Internet
http://www.m3i.org/

GUIDE 1
http://www.guide.lancs.ac.uk/
http://www.equator.ac.uk/

Authentication, Authorisation and Accounting Architecture
IETF AAA WG - http://www.ietf.org/html.charters/aaa-charter.html

Diameter Protocol
http://www.diameter.org

K Lancaster University J
Computing Department
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QoS Provision for
Wireless Access Networks

Any Questions ?

John Cushnie j.cushnie@lancaster.ac.uk
E PS R David Hutchison d.hutchison@]lancaster.ac.uk

Engineering and Physical Sciences Distributed Multimedia Research Group

Research Council

k www: http://www.comp.lancs.ac.uk/computing/users/cushniej/ Lancaster University J
Computing Department

October, 2002 Qo0S’2002, Dagstuhl, Germany - QoS Provision for Wireless Access Networks 21




